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ROZDZIAL 1

General information

1.1 About documentation

The target audience of this document are system administrators and operators, responsible for
managing Fudo’s configuration and supervising remote access.

Documentation Structure

1. General information

This chapter contains information on documentation.
2. System overview

This chapter provides information on Wheel Fudo PAM modules, describes data model, covers
deployment scenarios as well as connections models and user authentication methods.

3. System deployment

This chapter covers system deployment procedure along with the system initiation.
4. Quick start

This chapter contains typical configuration examples.
5. Users

This chapter covers users management topics.

6. Servers

This chapter covers servers management topics.

7. Accounts

This chapter covers accounts management topics.

8. Safes

This chapter covers safes management topics.
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9. Listeners

This chapter covers listeners management topics.

10. Password changers

This chapter contains information on automated password changing feature.
11. Policies

This chapter contains information on Fudo’s proactive monitoring features.
12. Sessions

This chapter contains information on stored access sessions.

13. Reports

This chapter contains topics related to generating reports.

14. Efficiency analyzer

This chapter describes Wheel Fudo PAM’s efficiency analyzer module.

15. Administration

This chapter contains administration procedures.

16. Reference information

This chapter contains reference information which supplement Wheel Fudo PAM administration
topics.

17. AAPM (Application to Application Password Manager)

This chapter contains information on password management in third party applications.
18. Service Now

This chapter covers integration with Service Now ticketing system.

19. Client applications

This chapter contains client applications configuration instructions for selected protocols.
20. 4-FEyes authentication proxy service

This chapter describes proxy service configuration for 4-Eyes authentication scenarios using
mobile application.

21. Troubleshooting

This chapter contains solutions for potential problems which may occur when using Wheel Fudo
PAM.

22. Frequently asked questions

This chapter contains frequently requested information about Wheel Fudo PAM.
23. Glossary

This chapter contains list of terms used throughout this documentation.
Conventions and symbols

This section covers conventions used throughout this documentation.

1.1. About documentation 2
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italic
Uster interface elements.
example

Example value of a parameter, API method name or code example.

Note: Note. Additional information closely reletad with described topic, e.g. suggestion
concerning given procedure step; additional conditions which have to be met.

Warning: Warning. Essential information concerning system’s operation. Not adhering to
this information may have irreversible consequences.

Disclaimer

All trademarks, product names, and company names or logos cited in this document are the
property of their respective owners and are used for information purpose only.

1.1. About documentation 3
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System overview

Wheel Fudo PAM is a complete solution for managing remote privileged access.

2.1 PSM

PSM module enables facilitating constant monitoring of remote access sessions to I'T infrastruc-
ture. Wheel Fudo PAM acts as a proxy between users and monitored servers and it registers
users’ actions, including mouse pointer moves, keystrokes and transferred files.

Fudo

QEONnrE

SSH/RDP /VNC/HTTPS
Oracle,/MySQL/ Telnet

TT

The PSM module records complete network traffic along with meta data, enabling precise session
playback and full-text content search.

Wheel Fudo PAM enables viewing current connections and intervening in a monitored session
in case the administrator notices a potential misuse of access rights.

The PSM module supports following system configurations:
e Linux,
e FreeBSD,
e Mac OS X
e Microsoft Windows Server,
e Microsoft Windows,
e TightVNC,
e Solaris.

Related topics:
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Supported protocols
o Requirements

Data model

Security measures

2.2 AAPM (Application to Application Password Manager)

AAPM module enables secure passwords exchange between applications.
AAPM supported operating systems:

e Microsoft Windows operating systems,

e Linux family operating systems,

e BSD family operating systems.
Related topics:

e Requirements

e Data model

e Security measures

2.3 Secret manager

Wheel Fudo PAM can be also set up to automatically manage login credentials on monitored
servers and periodically change passwords at specified time intervals (e.g. 1 hour).

Secret manager module supports password changing on following systems:
e Unix
e MySQL
e Cisco
e (Cisco Enable Password
e MS Windows

It also enables configuring a custom password changer as a set of commands executed on remote
a host.

Related topics:
o Requirements
e Data model

e Security measures

2.2. AAPM (Application to Application Password Manager) 5
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2.4 Efficiency Analyzer

Efficiency Analyzer module tracks users’ actions and provides precise information on their acti-
vity and idle times.

Related topics:
o Requirements
e Data model

o Security measures

2.5 User portal

User portal enables browsing available resources and initiating connections with monitored se-
rvers using selected listener.

Fudo’

&' AGCOUNTS

o= AUTHENTICATION & LIST OF ACCOUNTS

HAME TYPE SERVER NAME LISTEMER HOST

10.0.40.203:3389
Shm-.r account passwurd ROP 10.0.8.61:2222

127.0.0.1:22

Show passwurds history 10.0.8.61:24
Connect to server using selected listener

c

PROTOCOL
rdp

55h

Related topics:
o Requirements
e Data model

e Security measures

2.4. Efficiency Analyzer 6
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2.6 Supported protocols

2.6.1 Citrix StoreFront (HTTP)

Supported connection modes:
o Gateway,
e Proxy,
o Transparent.
Notes:
e Session joining is not supported.
e Session player displays raw text without graphical rendering.

e Lack of bastion mode support results from protocol’s limitations. Citrix StoreFront itself
provides access to a bastion of hosts. When logging to Citrix StoreFront, user can select
desired host to connect to over ICA protocol.

e Initiating connections with ICA servers over Citrix StoreFront interface requires anony-
mous or forward accounts assigned to those servers.

2.6.2 HTTP

Supported connection modes:
o Gateway,
e Proxy,
o Transparent.

Notes:

e Session joining is not supported.

Session player displays raw text without graphical rendering.

Bastion mode is not supported due to limitations of the protocol.

Access to external resources is not monitored.

Following redirections is not supported.

Credentials forwarding is not supported.

2.6.3 ICA

Supported connection modes:
e Bastion (option to enter account or target server in the ICA file),
o Gateway,
e Proxy,

e Transparent.

2.6. Supported protocols 7
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Supported client applications:
e Citrix Receiver.
Supported encryption algorithms:
¢ Basic,
e TLS.
Notes:
e Session joining is not supported.

e ICA connections over Citriz StoreFront interface requires using anonymous or forward
type accounts.

e Direct connections to ICA servers (not mediated by Citriz StoreFront) requires preparation
of an .ica configuration file. For more information refer to the IC'A configuration file topic.

2.6.4 Modbus

Supported connection modes:
o Gateway,
e Proxy,
e Transparent.
Notes:
e Session joining is not supported.

e Bastion mode is not supported due to limitations of the protocol.

2.6.5 MS SQL (TDS)

Supported connection modes:
e Bastion,
o Gateway,
e Proxy,
e Transparent.
Supported client applications:
e SQL Server Management Studio,
e sqsh.
Notes:

e Session joining is not supported.

2.6. Supported protocols 8
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2.6.6 MySQL

Supported connection modes:
o Gateway,
e Proxy,
o Transparent.
Supported client applications:
e Official MySQL client,
e PyMySQL libraries for Python.
Notes:
e Session joining is not supported.
e Bastion mode is not supported due to limitations of the protocol.

e Active Directory and other external authentication sources are not supported.

2.6.7 Oracle
Oracle is a proprietary protocol and its implementation requires reverse engineering. This results
in a limited support in development of new features as well as addressing potential issues.
Supported connection modes:

o Gateway,

e Proxy,

o Transparent.
Supported client applications:

o SQLDeveloper 4.1.3.20.78,

e SQL*Plus: Release 11.2.0.4.0 Production.
Notes:

e Session joining is not supported.

e Active Directory and other external authentication sources are not supported.

Session player only displays clients querries (server’s responses are not included).

Oracle 10 and 11 are supported.

Bastion mode is not supported due to limitations of the protocol.

2.6.8 RDP

Supported connection modes:
e Bastion,

o Gateway,

2.6. Supported protocols 9
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e Proxy,
e Transparent.
Supported client applications:
e All official Microsoft clients for Windows and macOS,
e FreeRDP 2.0 and newer.
Supported OCR languages:
e English
e German
e Norwegian
e Polish
e Russian
Notes:

e When authenticating Fudo users against AD (or other external source) the TLS+NLA
(Network Level Authentication) is not supported; TLS mode is used instead. NLA mode
on server side is supported.

e In case of Enhanced RDP Security (TLS) + NLA, Wheel Fudo PAM requires NTLM
protocol version 2 or newer. To properly handle NLA authentication connections, enable
option to only send NTLMv2 reponse both on client and server side.

1. Click Start > All Programs > Accessories > Run.
2. Type secpol.msc in the Open input field and click OK.

3. Select Local Policies > Security Options and double-click Network Security: LAN
Manager authentication level.

4. Select Send NTLMuv?2 response only. Refuse LM & NTLM from the drop-down list.
5. Click Apply.

e Wheel Fudo PAM verifies input language settings when negotiation connection and does
not support dynamic language change on the login screen.

RemoteApp

Fudo natively supports RemoteApp connections over RDP protocol. Application windows are
recorded the same way as RDP connections, enforcing all Wheel Fudo PAM security restrictions.

To monitor RemoteApp sessions, the connection must be launched through a *.rdp configuration
file with the Wheel Fudo PAM IP address and the port number defined.

Connections initiated over Remote Desktop Web Access can be monitored by Fudo only in
Transparent /Gateway mode as the Remote Desktop Web Access can not provide Fudo IP address
instead of original destination server.

2.6.9 SSH

Supported connection modes:

e Bastion,

2.6. Supported protocols 10
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Gateway,
Prozxy,

Transparent.

Supported features:

Connections multiplexing (video export, session termination, pause, join, playback, raw
data),

SCP (raw data, session termination, extracting separate files),
SFTP,

Port redirection (video export, session termination, pause, session join, playback, raw
data),

SSH Agent forwarding (transparent, not recorded),

X11 - within SSH protocol (video export, session termination, pause, session join, playback,
raw data),

Shell (video export, session termination, pause, session join, playback, raw data),

Terminal (video export, session termination, pause, session join, playback, raw data).

Supported encryption algorithms: - Server: RSA, DSA - Listener: RSA, DSA

Supported hashing algorithms: - MD5 - SHA1

Notes:

SSH keys forwarding is not supported.

2.6.10 Telnet 3270

Supported connection modes:

Bastion,
Gateway,
Proxy,

Transparent.

Supported client applications:

IBM Personal Communications,

c3270.

Notes:

Session joining is not supported.

User must authenticate twice - first against Fudo and then against the target host.

2.6.

Supported protocols 11
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2.6.11 Telnet 5250

Supported connection modes:
e Bastion,
o Gateway,
e Proxy,
e Transparent.
Supported client applications:
e IBM Personal Communications,
e tn5250.
Notes:
e Session joining is not supported.

e User must authenticate twice - first against Fudo and then against the target host.

2.6.12 Telnet

Supported connection modes:
e Bastion,
o (Gateway,
e Proxy,
e Transparent.
Notes:

e User must authenticate twice - first against Fudo and then against the target host.

2.6.13 VNC

Supported connection modes:
e Bastion,
o (Gateway,
e Proxy,
e Transparent.
Supported client applications:
e TightVNC,
e RealVNC.
Supported OCR languages:
e English,

e German,

2.6. Supported protocols 12
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e Norwegian,
e Polish,
e Russian.
Connection specifics - VNC server requires authentication
e Anonymous type account: requires entering VNC server password (login string is ignored).

e Regular type account: requires user login and password (authentication against Fudo);
login substitution string defined in the account is ignored upon establishing connection.

e Forward type account: requires that users inputs password defined on the VNC server
(login string is ignored).

Connection specifics - server does not require authentication

e Anonymous type account: does not require any login information input (hit the enter key
on the logon screen).

e Regular type account: requires user login and password information (authentication aga-
inst Fudo); password substitution string can be left empty as it is not forwarded to the
target host.

e Forward type account: requires user login and password (authentication against Fudo).

2.6.14 X11

X11 protocol is supported within the SSH protocol.

Note: Session joining feature is not supported in X11 protocol connections.

Supported servers:
e Xorg,
e Xming,
e XQuartz.
Notes:

e Session joining is not supported.

2.6.15 TCP

TCP is a generic protocol used for monitoring non-encrypted connections.
Supported connection modes:

o Gateway,

e Proxy,

e Transparent.

Notes:

2.6. Supported protocols 13
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e Session joining is not supported.

e Session player displays raw text without graphical rendering.

2.7 Data model

Wheel Fudo PAM defines five base object types: user, server, account, safe and listener.

User defines a subject entitled to connect to servers within monitored I'T infrastructure. Detailed
object definition (i.e. unique login and domain combination, full name, email address etc.)
enables precise accountability of user actions when login and password are substituted with a
shared account login credentials.

Server is a definition of the IT infrastructure resource, which can be accessed over one of the
specified protocols.

Account defines the privileged account existing on the monitored server. It specifies the actual
login credentials, user authentication mode: anonymous (without user authentication), regular
(with login credentials substitution) or forward (with login and password forwarding); password
changing policy as well as the password changer itself.

Safe directly regulates user access to monitored servers. It specifies available protocols’ features,
policies and other details concerning users and servers relations.

Listener determines server connection mode (proxy, gateway, transparent, bastion) as well as its
specifics.

Proper system operation requires configuration of servers, users, listeners, accounts and safes.
r
& 1|server & 2|user & 3| listener L!' [ ]

Warning: Data model objects: safes, users, servers, accounts and listeners are replicated
within the cluster and object instances must not be added on each node. In case the replica-
tion mechanism fails to copy objects to other nodes, contact technical support department.

Objects relations chart

4

v
- | & . B
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Related topics:
e System overview
o User authorization methods and modes

e Quick start

2.8 Deployment scenarios

Note: It is advised to deploy the Wheel Fudo PAM within the IT infrastructure, so it only
mediates administrative connections. It will allow for lowering system load, network traffic
optimization as well as maintaining access to hosted services in case of hardware malfunction.

Bridge

In bridge mode Wheel Fudo PAM mediates communication between users and servers regardless
whether the traffic is being monitored (i.e. it uses any of supported protocols) or not.

O EEmEN netz EEmEN

=) . .
ji}l T switch/router/VPN switch/ router -
IT administrator | Source: 10.0.2.17 source: 10.0.2.17 ""
Target: 10.0.2.50 Target: 10.0.2.50 ik

IT infrastructure

Mediating packages transfer, Wheel Fudo PAM preserves source IP address when forwarding
requests to destination servers.

Such solution allows keeping existing rules on firewalls which control access to internal resources.
For more information on configuring bridge refer to the Network configuration topic.
Forced routing

Forced routing mode requires using a properly configured router. Such solution allows control-
ling network traffic in third ISO/OSI network layer, so only administrative requests are routed
through Wheel Fudo PAM and the rest of the traffic is forwarded directly to the destination
server.

2.8. Deployment scenarios 15
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manitored

T

router

IT administrator

IT infrastructure

User

This mode does not require changes in existing network topology and enables network traffic
optimization due to separating requests from system administrators and regular users.

Related topics:
o Connection modes
e Managing servers

User authentication methods and modes

System overview

Quick start - SSH connection configuration

Quick start - RDP connection configuration

Initial boot up

2.9 Connection modes

Transparent

In transparent mode, users connect to destination server using given server’s IP address.

10.0.2.50

ssh user@10.0.2.50 -p 22
> mEw -3 »

router

<

10.0.2.22

Gateway

In gateway mode, users connect to destination server using the server’s actual IP address. Wheel
Fudo PAM mediates connection with the server using own IP address. This ensures that the

2.9. Connection modes 16
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traffic from the server to the user goes through Wheel Fudo PAM.

Source: 10.0.2.22
Target: 10.0.2.50

10.0.2.22

p

10.0.2.7
Source: 10.0.2.7
Target: 10.0.2.50

router

10.0.2.50

Proxy

In proxy mode, administrator connects to destination server using combination of Wheel Fudo
PAM IP address and unique port number assigned to given server. Uniqueness of this combina-
tion enables establishing connection with a particular resource.

10.0.2.22:50 => 10.0.2.50
10.0.2.22:51 => 10.0.2.51
10.0.2.22:52 => 10.0.2.52

ssh user@l0.0.2.22 -p 50
lw) P suesw s
Y. .

router

10.0.2.22 10.0.2.50

10.0.2.51

Such approach enables concealing actual IP addressing and allows configuring servers to only
accept requests sent from Wheel Fudo PAM.

Bastion

In bastion mode, the account on the target host, or the host itself, is specified within the string
identifying the user, e.g. ssh john_smith#admin®10.0.2.22. This enables facilitating access
to a group of monitored servers through the same IP address and port number combination.

admin_www

WWW
ssh user#admin@10.0.2.22
D, > LA NN admin ——»
. o sshuser#mail@10.0.2.22 H
ssh user#win95@10.0.2.22 router dht

mail
10.0.2.22 hostname: win95

admin_svn

2.9. Connection modes 17
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Note:

e The bastion mode is supported when connecting over SSH, RDP, VNC, Telnet, Telnet
3270, Telnet 5250, MS SQL and ICA protocols.

e In case the specified account is not found, Wheel Fudo PAM will try to match the name
with a server object. If a matching server is not found, system tries to match the string
to a host’s DNS name.

e The string specifying the target object must unambiguously identify an account or a server.

Related topics:
e Deployment scenarios
e Managing servers
e User authentication methods and modes
o System overview
o Quick start - SSH connection configuration
o Quick start - RDP connection configuration

e Initial boot up

2.10 User authentication methods and modes

User authentication methods

Before establishing connections with server, Fudo authorizes user using one of the following
authorization method:

e Static password,

Public key,
e CERB,
RADIUS,
e LDAP,

Active Directory.

Note: External authentication servers CERB, RADIUS, LDAP and Active Directory require
configuration. For more information, refer to the External authentication topic.

Authentication modes

After authenticating the user, Fudo proceeds with establishing connection with the target system
using original user credentials or substituting them with values stored locally or fetched from a
password vault.

2.10. User authentication methods and modes 18
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Note: Due to specifics of VNC protocol, which authenticates the user using password only,
the login entered on the logon screen is ignored when establishing a VNC connection.

Authentication with original login and password

In this authentication mode, Fudo uses login and password provided by the user upon logon to
authenticate the user on the target system.

) 3

Authentication with login and password substitution

In this authentication mode, Fudo substitutes user login and password with previously defined
ones.

Authentication with login and password substitution enables precise identification of the person
who connected to the server, in case a number of users use the same credentials to access the

= ““@WFI’&

e The password to the target system can be either explicitly defined in the account or can
be obtained from internal or external password vault upon each access request. For more
information, refer to the Password changers and Fxternal passwords repositories topics.

Note:

e Due to specifics of VNC protocol, which authenticates the user using password only, the
login entered as the substitution string is ignored when establishing a VNC connection.

Note: In case of Oracle database, the user password and the privileged account password must
be both either shorter than 16 characters or 16-32 characters long.

Two-fold authentication

2.10. User authentication methods and modes 19
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In two-fold authentication mode user is asked for login and password twice. Once for authenti-
cating against Fudo and once again to access the target system.

Authentication with password substitution

In this authentication mode, Fudo forwards login provided by user and substitutes the password
when establishing connection with the target system.

= ““""“““'FIT

e The password to the target system can be either explicitly defined in the connection or can
be obtained from the external passwords repository upon each access request. For more
information, refer to the External passwords repositories topic.

Note:

e Due to specifics of VNC protocol, which authenticates the user using password only, the
login entered on the logon screen is ignored when establishing a VNC connection.

Authentication by target server

In this mode, Wheel Fudo PAM forwards login credentials to the target host, which verifies
whether the user is authorized to access it. Verification status is returned to Wheel Fudo PAM,
which establishes monitored connection. Authentication by the target server is available only
when monitoring SSH connections or RDP with TLS + NLA security option enabled.

Administrator approved access

Wheel Fudo PAM can be configured so each connection to a monitored server will require appro-
val from the administrator using the Fudo Mobile application or the administration interface.

e Adding a mobile device
e Removing paired mobile device
e Proxy servers configuration
e (reating a safe
o Approving pending connections
e Declining pending connections
Related topics:
o System overview
e Futernal authentication servers configuration

e Security measures

2.10. User authentication methods and modes 20
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2.11 Security measures

2.11.1 Data encryption

Data stored on Wheel Fudo PAM is encrypted with AES-XTS algorithm using 256 bit encryption
keys. AES-XTS algorithm is most effective hard drive encryption solution.

Appliance

Encryption keys are stored on two USB flash drives. Flash drives delivered with Wheel Fudo
PAM are uninitialized. Keys initialization takes place during initial system boot-up, during
which both flash drives have to be connected (initiation procedure is described in chapter System
initiation).

After encryption keys have been initiated and Wheel Fudo PAM has booted up, both USB flash
drives can be removed and placed somewhere safe. During daily operation, encryption key is
required only for system boot up. If safety procedures allow, one USB flash drive can stay
connected to Wheel Fudo PAM, which will allow Wheel Fudo PAM to boot up automatically in
case of a power outage or system reboot after software update.

Virtual machine distribution

Wheel Fudo PAM’s file system, running in virtual environment is encrypted using an encryption
phrase, which is set up during system initiation and has to be entered each time the system
boots up.

2.11.2 Backups

User sessions data can be backed up on external servers running rsync service.

2.11.3 Permissions

Each data model entity, has a list of users defined, who are allowed to manage given object,
according to assigned user role.

For more information on user roles refer to Roles topic.

2.11.4 Sandboxing

Wheel Fudo PAM takes advantage of CAPSICUM sandboxing mechanism, which separates each
connection on Wheel Fudo PAM operating system level. Precise control over assigned system

resources and limiting access to information on the operating system itself, increase security and
greatly influence system’s stability and availability.

2.11.5 Reliability

System hardware configuration is optimized to deliver high performance and high availability.
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2.11.6 Cluster configuration

Wheel Fudo PAM supports cluster configuration in multimaster mode where system configu-
ration (connections, servers, sessions, etc.) is synchronized on each cluster node and in case a
given node crashes, remaining nodes will immediately take over user connection requests ensuring

service continuity.

Warning: Cluster configuration does not facilitate data backup. If session data is deleted
on one of the cluster nodes, it is also deleted from other nodes.

Virtual [P addresses are aggregated in redundancy groups which enable facilitating static load

10.0.0.1
10.0.0.2

balancing while preserving cluster’s high availability nature.

10.0.0.1
10.0.0.2

10.0.0.100

10.0.0.101 SLAVE

10.0.0.1
10.0.0.2
10.0.0.100 MASTER
10.0.0.101 Ll L

Related topics:

e User authorization methods and modes
e System overview

o Quick start - SSH connection configuration

10.0.0.2

. -

10.0.0.2

10.0.0.100

Quick start - RDP connection configuration

System initiation

2.12 Dashboard

10.0.0.100 MASTER
10.0.0.101 ses

10.0.0.1
10.0.0.2
10.0.0.100 ass
10.0.0.101 SLAVE

Wheel Fudo PAM dashboard page enables quick access to essential status information.

2.12. Dashboard
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Minimize menu pane
Fudo’

Management

i Dashboard

User options m

Events log

Recent system log events

Dashboard - s e . _ ) ]
Connections distribution in time Active user session —
(Eessions (RCTve Sessions
20 0000 Q20 04:00 D500 0800
% @sssons . L
(" Disk activity Disk usage Disks status
(2] oEcaz 0843 DB -
0% -l G- &
L/
Used: 10755 e e ()
Froe:
- [« LN s [
Wrean @erie
Memory and CPU usage —
Memory and GPU Cluster status MNetwork
o841 0842 0543 0884 2200 0000 o200 04:00
w
ne .
A ‘Smemony P processor . ®lagy0 el [ 4l etz $retd

Metwork interface activity -

— System information

T T
2016-03-21 07-53:53 user ser admin authenticated vsing password logged in from IF addreas: 10000135, juser: 68881 7234205736961
B-03-20 189000 ' chranization fror " i started,
B-03-20 14 Irriin Liser admir iged u 1=y BES 1L 42057 IE061
3 User admin changed snmp_snry 2 "AES* for User admin, (use
20N B admin Uiser admin changed snmp_snabled from [s] for User admin. (user: 88817234205
2018-03-20 acimin Liser admin changed snmp, h_math FONT SHA" for Usar admin. (user: 68861 7234205736861 (usar: GE68
% 2016-03-20 14:36:15 _admin Liser admin remoyed ad o anted users for Lisar adimin. (user: 68861 723420573685 lussr GE38172342057

Note:

Disk usage figures include space taken up by the filesystem’s redundancy mechanism.

The filesystem reserves a portion of available storage, which results in some of the storage space

being reported as used on a newly initiated sy

stem.

Note:
nodes.

Place the cursor over status indicator for details on data replication between cluster

2.12. Dashboard
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Replication status: from n2 to asd
Network
Session data: 2017-12-14 06:57:49
ik Objects: 2017-12-14 04:56:27 = .

. N

W

®laggl @nstl @

e Session data - the timestamp of the session data replicated from the given node.

e Objects - the timestamp of the replicated data model objects.

System information
2018-03-20 14:38:15 admin

2018-03-20 14:36:15 admin
Sernal number

. 2018-03-20 14:36:15 admin
System uptime

2018-03-20 14:36:15 admin

2018-03-20 14:36:15  admin

System revision

Cluster status

Hard drives status information

Hard drive operates properly.

® Data on the hard drive is being synchronized.

Data read/write errors - the hard drive does not operate properly and it is likely to fail
- contact the technical support to discuss hard drive replacement.

®  Hard drive failure - the hard drive must be replaced - contact the technical support to
discuss hard drive replacement.

Related topics:
e [nitial boot up
o Quick start - SSH connection configuration

o Quick start - RDP connection configuration
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System deployment

This topic describes Wheel Fudo PAM appliance and the system initiation procedure.

3.1 Requirements

Administration panel

System is managed in administration panel available through web browser. Recommended
browsers are Google Chrome and Mozilla Firefox.

Network requirements
Correct operation requires:

e ability to establish connections to Wheel Fudo PAM on port 443, for administration pur-
poses,

e ability for users to connect to Wheel Fudo PAM and for Wheel Fudo PAM to connect to
target systems.

Hardware requirements (not applicable to virtual appliance distributions)

Wheel Fudo PAM is a complete solution combining both hardware and software. Installing sys-
tem requires 2U (F100x model) or 3U (F300x model) of space in 19” rack cabinet and connection
to network infrastructure.

VNC software client requirements

VNC connections require 24-bit (true color) mode.

3.2 Hardware overview

Wheel Fudo PAM is delivered in a 2U (F1001) or 3U (F3000) 19” rack server case.
Wheel Fudo PAM F1001

25



Wheel Fudo PAM 3.8 - System Documentation, Release is not supported

Chassis: 19”7 2U
Dimensions: 89 mm (height), 437 mm (width), 647 mm (depth)
PSU: 2x 500W

Internal storage: 12x 2TB

_"=='—-_- mE—Y -

Power button
Front bezel release latch

—|F 1O0on -

= Reset button —

LED status lights Front panel lock

r A hard drive in a hot-swap tray

| gie

- Hot-swap tray lever release button

Hard drive’s state LED ligths

A hot-swap tray release lever

Wheel Fudo PAM F3001
e Chassis: 197 3U
e Dimensions: 132 mm (height), 437 mm (width), 647 mm (depth)
e PSU: 2x 920W

Internal storage: 16x 6TB
External storage controller: 2x Qlogic HBA FC QLE2560 8Gb
Additional network interfaces: 2x Intel I350AM4 4x RJ45 1GbE
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A hard drive in a hot-swap tray

e | <
1 System status LEDs -

Hot-swap tray lever release button

Hot-swap tray release lever - | i’

—

Related topics:
e Initial boot up
o Quick start - SSH connection configuration

e Quick start - RDP connection configuration

3.3 System initiation

Appliance

Wheel Fudo PAM is delivered with two uninitiated USB flash drives. During initial boot up,
Wheel Fudo PAM generates encryption keys, which are stored on enclosed USB flash drives.
More information on encryption keys can be found in the Security measures chapter.

1. Install device in 19” rack cabinet.

2. Connect both power supply units to 230V /110V power outlets.

Note: Connecting both power supplies is necessary to start the system.

3. Connect network cable to one of the RJ-45 ports.
4. Connect both of the USB flash drives delivered with Wheel Fudo PAM.

Note: Initial boot up requires conecting both USB flash drives. More information on encryption
keys can be found in Security measures chapter.

5. Press the power button on the front panel.
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Power button

6. After keys have been initiated, disconnect USB flash drives.

Warning;:
e One of the USB flash drives containing encryption key must be disconnected and placed

in a secure location, accessible only to authorized personnel.

e If the USB flash drives with encryption keys are lost, device will not be able to boot up
and stored sessions will not be accessible. Manufacturer does not store any encryption
keys.

Note:

e In daily operation, one encryption key is required to start the system after which it can
be disconnected.

e It is advised to make a backup copy of the encryption key.

Setting IP address using system console
1. Connect monitor and keyboard to the device.

2. Enter administrator account login and press Enter.
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FUDD, S5-H 12345678, firmware £.1-Z23500.

o reset FUDD to factory defaults, login as "reset".
o fix admin account and change network settings,

login as "admin” with an appropriate password.

FUDD (fudo.wheelsystems.com) (ttywd)

login: |

3. Enter administrator account password and press Enter.

FUDD, S5-H 12345678, firmware £.1-23500.

o reset FUDD to factory defaults, login as "reset".
o fix admin account and change network settings,
login as "admin” with an appropriate password.

FUDD (fudo.wheelsystems.com) (ttywd)

login: admin
Password:

4. Enter 2 and press Enter to change network configuration.
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FUDD, S5-H 12345678, firmware £.1-Z23500.

o reset FUDD to factory defaults, login as "reset".
o fix admin account and change network settings,
login as "admin” with an appropriate password.

FUDD (fudo.wheelsystems.com) (ttywd)

login: admin

Password:

Last login: Wed Jun 22 10:560:38 on ttywd

=x FUDOD configuration utility ===

Logged into FUDO, S-/N 12345678, firmware 2.1-23500.
1. Show =status

. Reset network settings

B. Exit

hoose an option (0): [

5. Enter y and press Enter to proceed with resetting network configuration.

FUDD, 5-H 12345678, firmware £.1-23500.

o reset FUDD to factory defaults, login as “reset”.
o fix admin account and change network settings,
login as "admin"” with an appropriate password.

FUDO (fudo.wheelsystems.com) (ttywvd)

login: admin
Password:
Last login: Wed Jun 22 10:50:38 on ttywd

=% FUDOD configuration utility s
Logged into FUDO, S-/N 12345678, firmware Z2.1-23500.
1. Show status

2. Reset network =ettings
B, Exit

hoose an option (B@): 2
Are you sure you want to continue? [ysN1 (nd:

6. Enter the name of the new management interface (Wheel Fudo PAM web interface is
accessible through the management interface).
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FUDD, S5-H 12345678, firmware £.1-Z23500.

o reset FUDD to factory defaults, login as "reset".
o fix admin account and change network settings,
login as "admin” with an appropriate password.

FUDD (fudo.wheelsystems.com) (ttywd)

login: admin
Password:
Last login: Wed Jun 22 10:560:38 on ttywd

=x FUDD configuration utility =
Logged into FUDO, SN 12345678, firmware 2.1-23500.

1. Show status
. Reset network settings
. Exit

hoose an option (©): 2
Are you sure you want to continue? [ysN]l (n): y
hooze new management interface (netl netd):

7. Enter IP address along with the network subnet mask separated with / (e.g. 10.0.0.8/24)
and press Enter.

FUDD, S-N 12345678,

fFirmware 2.1-23500.

o reset FUDD to factory defaults, login as “reset".
o fix admin account and change network settings,
login as "admin" with an appropriate password.

FUDD (fudo.wheelsystemz.com) (tityvd)

login: admin
Password:
Last login: Wed Jun 22 10:56:5Z on ttyvo

=% FUDD configuration utility e
Logged into FUDO, S-/N 12345678, firmware 2.1-23500.

1. Show status
2. Reset network =zettings
B. Exit

hooze an option (@): 2

Are you sure you want to continue? [yrsN]l (n): y

hoose new management interface (netl net@): netd

Enter new net® address (10.0.150.150-16): 10.0.150.150-16

8. Enter network gate and press Enter.
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FUDD, S5-H 12345678, firmware £.1-Z23500.

o reset FUDD to factory defaults, login as "reset".
o fix admin account and change network settings,
login as "admin” with an appropriate password.

FUDD (fudo.wheelsystems.com) (ttywd)

login: admin
Password:
Last login: Wed Jun 22 10:56:52 on ttywd

=x FUDOD configuration utility ===
Logged into FUDO, S-/N 12345678, firmware 2.1-23500.

Show status
Rezet network settings
Exit

hoose an option (©): 2

re you sure you want to continue? [ysN1 (nd): y

hoose new management interface (netl netd@): neto

Enter new net® address (10.0.150.1560-16): 10.0.150.150-16
Enter new default gateway IP address (10.0.0.1):

Related topics:

e Requirements

Quick start - SSH connection configuration

Quick start - RDP connection configuration

System overview

Security measures
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Quick start

4.1 SSH

This chapter contains an example of a basic Wheel Fudo PAM configuration, to monitor SSH
access to a remote server. In this scenario, the user connects to the remote server over the
SSH protocol and logs in to the Wheel Fudo PAM using an individual login and password
combination (john_smith/john). When establishing the connection with the remote server,
Wheel Fudo PAM substitutes the login and the password with the previously defined values:
root /password (authentication modes are described in the User authentication modes section).

4.1.1 Prerequisites

Description below assumes that the system has been already initiated. The initiation procedure
is described in the System wnitiation topic.

4.1.2 Configuration

Adding a server
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Server is a definition of the IT infrastructure resource, which can be accessed over one of the
specified protocols.

1. Select Management > Servers.
2. Click + Add.

3. Provide essential configuration parameters:

Parameter Value
General

Name ssh_server
Blocked x
Protocol SSH
Description x
Permissions

Granted users x

Destination host
Address 10.0.150.150
Port 22

4. Download or enter target server’s public key.
Destination host

Addrass T0.0.150.950 Port 22

aw

Bind address Arry

Sarver public key ssh-rsa LW:D
wmmzamw%wmmmmmmmmwm

MmHIxCIquTSlvnEE-'-".IGLISthWwE-BHE-DNcAkEaC+:-BTn5TrrrGu1I
BGHDeQEMOrOFhkZ2GOgHES TCEHWIDWIA Ypdw+ pU0UrbsgqiDEdRLs
KEM2sbEPpam 3 TO0hgH+pSaKaa0y BrimhdlyvdeCTPaagF

Destination server's fingerprint

c8:b8e8: 1405 5a:dDBlcE b5 02296877211 c:6a:M0:ceoB4:36 H'H.'IJ

5. Click Save.
Adding a user

User defines a subject entitled to connect to servers within monitored IT infrastructure. Detailed
object definition (i.e. unique login and domain combination, full name, email address etc.)
enables precise accountability of user actions when login and password are substituted with a
shared account login credentials.

1. Select Management > Users.

2. Click + Add.
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3. Provide essential user information:

Parameter Value

General

Login john_smith
-

Blocked ~

Account validity Indefinite

Role user

Preferred language English

Safes

default settings

Full name John Smith
Email john@smith.com

T
Organization ~

o
Phone -~

B
AD Domain ~

=
LDAP Base ~
Permissions

o
Granted users ~
Authentication
Type Password
Password john
Repeat password john

4. Click Save.

Adding a listener

Listener determines server connection mode (proxy, gateway, transparent, bastion) as well as its
specifics.

1. Select Management > Listeners.

2. Click + Add.

3. Provide essential configuration parameters:

4.1.

SSH
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Parameter Value

General

Name ssh_listener
Blocked x

Protocol SSH
Permissions

Granted users x
Connection

Mode proxy

Local address 10.0.150.151
Port 1022

4. Generate or upload proxy server’s private key.

Connection
Mode proxy s
Local address | 10.0.150.151 $| Pot | 1022
Fudo public: key

A5ShIEDIBG cwiowlg+Unda XSt ZFAAAAF QDA 1 dIxg| BamfYLEokDS
2Mckz|ReQAAAIEAGC TOHIPyd SERsLwwnl owno-+VeHJitviea@aF
KH3cWBESITVIMeFx5aC0 1 tkRcS0RAT Yw1 gnEYETHOLMdULImakMH
FOWIhMoDY TNGOgGOCwo CrETLMrul + 0T83ADN Y SKgvalild DA TSLM

_— I A GG Y B AACM HESTWESND Y TaSHAX|
FUDO's fingerprint [erm:tar s i

BHA1

Bb:ba:1 1:04:e5:00:96:06:a0:c4:c2: 11280 bi:aa:bd:Bh: 1eced: 15

Note: For security reasons the form displays server’s public key derived from the generated or
uploaded private key.

5. Click Save.
Adding an account

Account defines the privileged account existing on the monitored server. It specifies the actual
login credentials, user authentication mode: anonymous (without user authentication), regular
(with login credentials substitution) or forward (with login and password forwarding); password
changing policy as well as the password changer itself.

1. Select Management > Accounts.
2. Click + Add.

3. Provide essential configuration parameters:
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Parameter Value
General
Name admin_ssh_server
Account type regular
Session recording complete

o
OCR sessions ~
Delete session data after 61 days
Permissions

B
Granted users ~
Server
Server ssh_server
Credentials

o
Domain ~
Login root
Replace secret with with password
Password password
Repeat password password

Password change policy

Static, without restrictionms

Replace secret L

Password changer

Password changer None
B

Privileged user ~
=
e

Privileged user password

4. Generate or upload proxy server’s private key.

Note:

For security reasons the form displays server’s public key derived from the generated or
uploaded private key.

5. Click Save.

Defining a safe

1. Select Management > Safes.
2. Click + Add.

3. Provide essential configuration parameters:

Safe directly regulates user access to monitored servers. It specifies available protocols’ features,
policies and other details concerning users and servers relations.

4.1. SSH

37



Wheel Fudo PAM 3.8 - System Documentation, Release is not supported

Parameter Value
General
Name ssh_safe
o
Notifications ~
o
Ask for login reason ~
o
Policies ™~
Users john_smith

Protocol functionality

T
RDP ™
SSH -
T
VNC
Accounts
admin_ssh_server ssh_listener

4. Click Save.

4.1.3 Establishing connection

At this point john_smith can connect to the target host over the SSH protocol.

Example:
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i @ = zmroczkowski — ssh john_smith@10.0.150.151 -p 1022 — 122x31

Zbigniews-MacBook-Pro:~ zmroczkowski$ ssh john_smith@l®.®.156.151 -p 1822
Password:

Last login: Mon Oct 17 22:82:5@ 2016 from 18.0.158.151

root@fudo:~ # [I

Note: Note that the fingerprint displayed when connecting to the target host for the first time
is the same as was generated during server configuration.

After accepting the connection, user will be asked for the password. After successful authenti-
cation Wheel Fudo PAM starts recording user’s activities.

4.1.4 Viewing user session

1. Open a web browser and go to the 10.0.150.151 web address.
Enter the login and password to login to the Wheel Fudo PAM administration panel.

Select Management > Sessions.

Click Active.

AT el B

Find John Smith’s session and click the playback icon.

Management

El Sessions

B john_smith S5H  ssh_sarver admin_ssh_sarver ssh_safe 2016-10-17 13:45

John's active connection with test_server
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Related topics:
o PuTTY
e Requirements
e Data model
o Quick start - RDP connection configuration
o Quick start - HI'TP connection configuration
o Quick start - MySQL connection configuration

o Quick start - Telnet connection configuration

4.2 SSH in bastion mode

This chapter contains an example of a basic Wheel Fudo PAM configuration, to monitor SSH
access in bastion mode. In this scenario, the user connects to the remote server over the SSH
protocol and logs in to the Wheel Fudo PAM using an individual login and password combi-
nation (john_smith/john). The user specifies account on a target server in the login string
(john_smith#admin_ssh_server) and connects to it over default SSH port number. Upon
establishing connection, login credentials are substituted with the previously defined values:
root/password (authentication modes are described in the User authentication modes section).

g8 )rudo)

4.2.1 Prerequisites

Description below assumes that the system has been already initiated. The initiation procedure
is described in the System initiation topic.

4.2.2 Configuration

Adding a server

Server is a definition of the IT infrastructure resource, which can be accessed over one of the
specified protocols.

1. Select Management > Servers.

2. Click + Add.
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3. Provide essential configuration parameters:

Parameter Value
General

Name ssh_server
Blocked x
Protocol SSH
Description x
Permissions

Granted users x

Destination host
Address 10.0.150.1
Port 22

4. Download or enter target server’s public key.

Destination host

IF address 10.0.150.1 ! Port 22
Bind address 10u0L150.151 &
Server public key ssh-rsa

AAAABINEACT ytﬂEAkWP.ﬂAEMPﬂDMFTDHUkaTW ]

TBEH‘-'I,‘.h.,Il;]quW XDLNQSIUK}(HHHBlFrZEFh;NmF‘l.".l'luE-_"GF@ To
H-+utuaDDC ML gauEtHL GXzrPtrklsc DMV +aFind2 2cXDEri2u
BRVAWIBINEZAHFIHR 1 FOSZHMNDE T/ EYQpVZZrLAZEDD4mikd3g6
aCLHKRCVR " ,
Destination server's fingerprint

| alEfedald: 3100 SR 4 el 2 09 dieedd5a.c7 d a4 20:57 | SHAT

5. Click Save.
Adding a user

User defines a subject entitled to connect to servers within monitored IT infrastructure. Detailed
object definition (i.e. unique login and domain combination, full name, email address etc.)
enables precise accountability of user actions when login and password are substituted with a
shared account login credentials.

1. Select Management > Users.
2. Click + Add.

3. Provide essential user information:
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Parameter Value
General
Login john_smith
o
Blocked ~
Account validity Indefinite
Role user
Preferred language English
Safes default settings
Full name John Smith
Email john@smith.com
-
Organization ~
o
Phone ~
=
AD Domain
-
LDAP Base ~
Permissions
o
Granted users ~
Authentication
Type Password
Password john
Repeat password john

4. Click Sawve.

Adding a listener

Listener determines server connection mode (proxy, gateway, transparent, bastion) as well as its

specifics.

1. Select Management > Listeners.

2. Click + Add.

3. Provide essential configuration parameters:

4.2. SSH in bastion mode
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Parameter Value

General

Name ssh_listener
Blocked g

Protocol SSH
Permissions

Granted users x
Connection

Mode bastion
Local address 10.0.150.151
Port 22

4. Generate or upload proxy server’s private key.

Connection

il

Mode bastion

Local address 10U 150,152 ¥ Pont 22

AABLAUSICHT1gkiDOUSSFw phi2waxTB4vH +|2doaWurCZyEiSEy el
MRjCy1 2aDvat0n NOxbLIE Lipd Oak m OBy sQipg@WBEomZ mivy XEHHW
ZSbE| M+ ftFIkgDNMySC RenBD4CaMNpw THgwiSvETIahADTI+2W
Al4VdFkcHZsbyyh TCBearRiyaS 1 +gohgWHMETUKET INEIOG L

FUDO's fingerprint

S3eadB:bicdabicd 486010 15603295 c2 BheeT 380003 BHAT

Note: For security reasons the form displays server’s public key derived from the generated or

uploaded private key.

5. Click Save.

Adding an account

Account defines the privileged account existing on the monitored server. It specifies the actual
login credentials, user authentication mode: anonymous (without user authentication), regular
(with login credentials substitution) or forward (with login and password forwarding); password

changing policy as well as the password changer itself.
1. Select Management > Accounts.
2. Click + Add.

3. Provide essential configuration parameters:

4.2. SSH in bastion mode

43



Wheel Fudo PAM 3.8 - System Documentation, Release is not supported

Parameter Value
General
Name admin_ssh_server
Account type regular
Session recording complete

o
OCR sessions ~
Delete session data after 61 days
Permissions

B
Granted users ~
Server
Server ssh_server
Credentials

o
Domain ~
Login root
Replace secret with with password
Password password
Repeat password password

Password change policy

Static, without restrictionms

Replace secret L

Password changer

Password changer None
B

Privileged user ~
=
e

Privileged user password

4. Generate or upload proxy server’s private key.

Note:

For security reasons the form displays server’s public key derived from the generated or
uploaded private key.

5. Click Save.

Defining a safe

1. Select Management > Safes.
2. Click + Add.

3. Provide essential configuration parameters:

Safe directly regulates user access to monitored servers. It specifies available protocols’ features,
policies and other details concerning users and servers relations.

4.2. SSH in bastion mode
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Parameter Value
General
Name ssh_safe
o
Notifications ~
o
Ask for login reason ~
o
Policies ™~
Users john_smith

Protocol functionality

T
RDP ™
SSH -
T
VNC
Accounts
admin_ssh_server ssh_listener

4. Click Save.

4.2.3 Establishing connection

PuTTY - SSH client for Microsoft Windows
1. Download and launch PuTTY.
2. In the Host Name (or IP address) field, enter 10.0.150.151.

3. Select the SSH connection type and leave the default port number unchanged.

4.2. SSH in bastion mode 45



Wheel Fudo PAM 3.8 - System Documentation, Release is not supported

ﬁ PuTTY Configuration @
Category:
=- Sgssinn Basic options for your PuTTY session
- Logging Specify the destination you want to connect to
=)~ Teminal
- Keyboard Host Mame {or IP address) Port
- Bell 10.0.150.151 22
- Features Connection type:
= Window T Raw () Telnet ) Rlogin @ 55H ) Seral
ﬁppea@nce Load, save or delete a stored session
- Behaviour
- Translation Saved Sessions
- Selection
- Colours -
Default Settings
[=)- Connection Load
- Prosy
- Rlogin
- S5H
- Senal Close window on exdt:
() AMways () Mever @ Only on clean exit
About ] [ Help Open ] [ Cancel

4. Click Open.

5. Enter user name along with the account name on the target host.

4.2. SSH in bastion mode
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Note: Alternatively, instead of the account name, you can specify the server by its name
john_smit#ssh_server.

6. Enter password.

4.2.4 Viewing user session

1. Open a web browser and go to the 10.0.150.150 web address.
2. Enter the login and password to login to the Wheel Fudo PAM administration panel.
3. Select Management > Sessions.
4. Find John Smith’s session and click the playback icon.
Related topics:
o Requirements

e Data model

e Quick start - RDP connection configuration

o Quick start - HI'TP connection configuration

o Quick start - MySQL connection configuration
e (Quick start - Telnet connection configuration
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4.3 RDP

This chapter contains an example of a basic Wheel Fudo PAM configuration, to monitor RDP
access to a remote server. In this scenario, the user connects to the remote server over the
RDP protocol and logs in to the Wheel Fudo PAM using an individual login and password
combination (john_smith/john). When establishing the connection with the remote server,
Wheel Fudo PAM substitutes the login with specified in Account and the password with the
password managed by a password changer (authentication modes are described in the User
authentication modes section).

4.3.1 Prerequisites

Description below assumes that the system has been already initiated. The initiation procedure
is described in the System initiation topic.

4.3.2 Configuration

Adding a server

Server is a definition of the IT infrastructure resource, which can be accessed over one of the
specified protocols.

1. Select Management > Servers.

2. Click + Add.

3. Provide essential configuration parameters:
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Parameter Value
Name rdp_server
Blocked g
Protocol RDP
Description g
Permaissions

Granted users x

Destination host

Address 10.0.35.54
Port 3389
Bind address 10.0.150.151

4. Download or enter target server’s public key.

Destination host

Server certificate ™ -—— BEGIN PUBLIC KEY---—

MPawDOY KoZIhveNAGERBOADSwAwSAIBAMNADESE+ TWF 14

VFUCAWEAAG==
----- END PUBLIC MEY-—---

clidc: 1bcdoipfdacita:3 1060 2140 1 4:ba Oac Da:0d:58: 38200 SHAY

5. Click Save.
Adding a user

User defines a subject entitled to connect to servers within monitored IT infrastructure. Detailed
object definition (i.e. unique login and domain combination, full name, email address etc.)
enables precise accountability of user actions when login and password are substituted with a
shared account login credentials.

1. Select Management > Users.
2. Click + Add.

3. Provide essential user information:

4.3. RDP
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Parameter Value
Login john_smith
o
Blocked S
Account validity Indefinite
Role user
Preferred language English
Safes default settings
Full name John Smith
Email john@smith.com
-
Organization ~
B
Phone ~
=
AD Domain ~
o
LDAP Base ~
Permassions
B
Granted users ~
Authentication
Type Password
Password john
Repeat password john

4. Click Save.
Adding a listener

Listener determines server connection mode (proxy, gateway, transparent, bastion) as well as its
specifics.

1. Select Management > Listeners.
2. Click + Add.

3. Provide essential configuration parameters:
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Parameter Value

General

Name rdp_listener
Blocked g

Protocol RDP

Security Standard RDP Security
Announcement x
Permissions

Granted users g
Connection

Mode proxy

Local address 10.0.150.151
Port 3389

4. Generate or upload proxy server’s private key.

Connection
Meode proxy 5
Local address 100,150,151 % Port | 3388
Sarver public key

FUDO's fingerprint

o502 b3:d3: 95758 14:24: 20:14:07:43:29: 0aced: 58: 3380006 SHA1

Note: For security reasons the form displays server’s public key derived from the generated or
uploaded private key.

5. Click Save.
Adding an account

Account defines the privileged account existing on the monitored server. It specifies the actual
login credentials, user authentication mode: anonymous (without user authentication), regular
(with login credentials substitution) or forward (with login and password forwarding); password
changing policy as well as the password changer itself.

1. Select Management > Accounts.
2. Click + Add.

3. Provide essential configuration parameters:
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Parameter Value

General

Name admin_rdp_server
Blocked ~

Type regular
Session recording all

OCR sessions v

OCR Language English

Delete session data after 61 days
Permassions

Granted users ~

Server

Server rdp_server
Credentials

Domain ~

Login administrator
Replace secret with with password
Password password
Repeat password password

Password change policy

Static, without restrictions

Password changer

Password changer None
Privileged user ~
e

Privileged user password

4. Click Sawve.

Defining a safe

Safe directly regulates user access to monitored servers. It specifies available protocols’ features,
policies and other details concerning users and servers relations.

1. Select Management > Safes.
2. Click + Add.

3. Provide essential configuration parameters:
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Parameter Value
General
Name rdp_safe
o
Blocked ~
o
Login reason ~
o
Notifications
-
Policies ™
Users john_smith

Protocol functionality

RDP -
T
SSH
]
VNC ~
Accounts
admin_rdp_server rdp_listener

4. Click Save.

4.3.3 Establishing an RDP connection with a remote host

1. Launch RDP client of your choice.

2. Enter destination host IP address and RDP service port number.
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O] Edit Remote Desktops - 10.0.150.151
A D B
| ‘ Session Redirection

General

Connection name |10.0.150.151

PC name 10.0.150.151

Gateway = No gateway configured [ <]
Credentials
User name |Domain\user

Password |Password

Resolution | Native

Colors  True Color (24 bit)

Full screen mode = OS ¥ native

(of ol o

Start session in full screen
Scale content
Use all monitors

3. Enter user login and password and press the [Enter| keyboard key.

‘esoe 10.0.150.151

Fudo

Note: Wheel Fudo PAM enables using custom login, no access and session termination screens
for RDP and VNC connections. For more information on user defined images for graphical
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remote sessions, refer to the Resources topic.

[ IR ) 10.0.150.151

4.3.4 Viewing user session

1. Open a web browser and go to the 10.0.150.151 web address.

2.
3.
4.
o.

Management

Enter the login and password to login to the Wheel Fudo PAM administration panel.
Select Management > Sessions.
Click Active.

Find John Smith’s session and click the playback icon.

Sessing -l Active Deiwte | & OCA TAddfiter - & Generatereport  Search.., av
» john_smin  ROP rdp_server  sdmin_rdp server  rop sate  2016-10-17 14:30 1.1MB Jj
. . . 10.0KB L
active connection with tes
2016-10-17 1332 01356 7% 10.0KB & &

Related topics:
e Microsoft Remote Desktop

e Requirements

e Data model

o Quick start - RDP connection configuration

o Quick start - HI'TP connection configuration
o Quick start - MySQL connection configuration
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o Quick start - Telnet connection configuration

4.4 Telnet

This chapter contains an example of a basic Wheel Fudo PAM configuration, to monitor Telnet
connections to a remote server. In this scenario, the user connects to the remote server using
Telnet client and logs in using individual login and password. Wheel Fudo PAM authenticates
the user against the information stored in the local database, establishes connection with the
remote server and starts recording.

Note: Telnet connections do not support login credentials forwarding and login credentials
substitution. When connecting to target host over telnet protocol, users are asked to provide
their login credentials twice. First time to authenticate against Wheel Fudo PAM and then
again, to connect to the target host.

4.4.1 Prerequisites

Description below assumes that the system has been already initiated. For more information on
the initiation procedure refer to the System initiation topic.

4.4.2 Configuration

Adding a server

Server is a definition of the IT infrastructure resource, which can be accessed over one of the
specified protocols.

1. Select Management > Servers.
2. Click the Add button.

3. Provide essential configuration parameters:
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Parameter Value
General
Name telnet_server
o
Blocked ~
Protocol Telnet
=
Enable SSLv2 support ~
o
Enable SSLv3 support N
o
Description ~
Permissions
=
Granted users ™~
Destination host
Address 10.0.35.137
Port 23

4. Click Save.
Adding a user

User defines a subject entitled to connect to servers within monitored I'T infrastructure. Detailed
object definition (i.e. unique login and domain combination, full name, email address etc.)
enables precise accountability of user actions when login and password are substituted with a
shared account login credentials.

1. Select Management > Users.

2. Click + Add.

3. Provide essential user information:
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Parameter Value
Login john_smith
o
Blocked ™
Account validity Indefinite
Role user
Preferred language English
Full name John Smith
Email john@smith.com
-
Organization ™
o
Phone ~
o
AD Domain ~
o
LDAP Base ~
Permissions
o

Granted users

Connections

o
Connections ~
Authentication
Type Password
Password john
Repeat password john

4. Click Save.
Adding a listener

Listener determines server connection mode (proxy, gateway, transparent, bastion) as well as its
specifics.

1. Select Management > Listeners.
2. Click + Add.

3. Provide essential configuration parameters:
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Parameter Value

General

Name telnet_listener
B

Blocked ~

Protocol Telnet
=

Enable SSLv2 support ~
o

Enable SSLv3 support

Permissions

o
Granted users L
Connection
Mode proxy
Local address 10.0.150.151
Port 23

4. Click Save.
Adding an account

Account defines the privileged account existing on the monitored server. It specifies the actual
login credentials, user authentication mode: anonymous (without user authentication), regular
(with login credentials substitution) or forward (with login and password forwarding); password
changing policy as well as the password changer itself.

1. Select Management > Accounts.
2. Click + Add.

3. Provide essential configuration parameters:
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Parameter Value

General

Name admin_telnet_server
B

Blocked ~

Type forward

Session recording all
=

OCR sessions L)

Delete session data after 61 days

Permissions
B
Granted users ~
Server
Server telnet_server
Credentials
Replace secret with with password
B
Password ~
o
Repeat password ~

4. Click Save.
Defining a safe

Safe directly regulates user access to monitored servers. It specifies available protocols’ features,
policies and other details concerning users and servers relations.

1. Select Management > Safes.

2. Click + Add.

3. Provide essential configuration parameters:
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Parameter Value
General
Name telnet_safe
o
Blocked ~
o
Login reason ~
o
Notifications
-
Policies ™
Protocol functionality
o
RDP ~
o
SSH
-
VNC ™
Permissions
o
Granted users ~
Objects relations
Users john_smith
Accounts admin_telnet_server
Listeners telnet_listener

4. Click Sawve.

4.4.3 Establishing a telnet connection with the remote host

. Launch telnet client of your choice.

. Connect to the remote host:

telnet> open 10.0.150.151
Trying 10.0.150.151. ..

Connected to 10.0.150.151.
Escape character is '~]'.

. Provide user authentication information defined on Wheel Fudo PAM:

FUDO Authentication.
FUDO Login: john_smith
FUDO Password:

. Provide user authentication information defined on the target host:

FreeBSD/amd64 (fbsd83-cerb.whl) (pts/0)
login:
password:
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Note: Telnet connections do not support user credentials substitution.

4.4.4 Viewing user’s session

1. Open a web browser and go to the 10.0.150.151 web address.

2.
3.
4.
5.

Management

Enter the login and the password to log in to the Wheel Fudo PAM administration panel.
Select Management > Sessions.
Click Active.

Find John Smith’s session and click the playback icon.

Sessions L4l Aetive Dalate = OCR T Add filter - & Generate report Saarch, Q-

' » john_smith Telnet  telnet_server  admin_teinet_server  teinet_safe 2016-10-18 00:47 10.0 KB -3 —)
John's active connection -

Bl Sessions

Related topics:

o Quick start - SSH connection configuration

o Quick start - HT'TP connection configuration
o Quick start - MySQL connection configuration
o Quick start - RDP connection configuration

o Requirements

e Data model

e Resources

4.5 Telnet 5250

This chapter contains an example of a basic Wheel Fudo PAM configuration, to monitor Telnet
5250 connections to a remote server. In this scenario, the user connects to the remote server using
Telnet client and logs in using individual login and password. Wheel Fudo PAM authenticates
the user against the information stored in the local database, establishes connection with the
remote server and starts recording.

Note: Telnet connections do not support login credentials forwarding and login credentials
substitution. When connecting to target host over telnet protocol, users are asked to provide
their login credentials twice. First time to authenticate against Wheel Fudo PAM and then
again, to connect to the target host.

4.5. Telnet 5250 62



Wheel Fudo PAM 3.8 - System Documentation, Release is not supported

4.5.1 Prerequisites

Description below assumes that the system has been already initiated. For more information on
the initiation procedure refer to the System initiation topic.

4.5.2 Configuration

Adding a server

Server is a definition of the IT infrastructure resource, which can be accessed over one of the
specified protocols.

1. Select Management > Servers.

2. Click the Add button.

3. Provide essential configuration parameters:

Parameter Value

General

Name telnet_server
Blocked x

Protocol Telnet 5250

Enable SSLv2 support

Enable SSLv3 support

Description

Permissions

| 3K

Granted users

Destination host
Address 10.0.35.137
Port 23

4. Click Save.
Adding a user
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User defines a subject entitled to connect to servers within monitored I'T infrastructure. Detailed
object definition (i.e. unique login and domain combination, full name, email address etc.)
enables precise accountability of user actions when login and password are substituted with a
shared account login credentials.

1. Select Management > Users.

2. Click + Add.

3. Provide essential user information:

Parameter Value
Login john_smith
-
Blocked ~
Account validity Indefinite
Role user
Preferred language English
Full name John Smith
Email john@smith.com
-
Organization ~
B
Phone ~
o
AD Domain ~
o
LDAP Base ™~
Permissions
o

Granted users

Connections

=
Connections ~
Authentication
Type Password
Password john
Repeat password john

4. Click Save.
Adding a listener

Listener determines server connection mode (proxy, gateway, transparent, bastion) as well as its
specifics.

1. Select Management > Listeners.
2. Click + Add.

3. Provide essential configuration parameters:
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Parameter Value

General

Name telnet_listener
B

Blocked ~

Protocol Telnet
=

Enable SSLv2 support ~
o

Enable SSLv3 support

Permissions

o
Granted users L
Connection
Mode proxy
Local address 10.0.150.151
Port 23

4. Click Save.
Adding an account

Account defines the privileged account existing on the monitored server. It specifies the actual
login credentials, user authentication mode: anonymous (without user authentication), regular
(with login credentials substitution) or forward (with login and password forwarding); password
changing policy as well as the password changer itself.

1. Select Management > Accounts.
2. Click + Add.

3. Provide essential configuration parameters:
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Parameter Value

General

Name admin_telnet_server
B

Blocked ~

Type forward

Session recording all
=

OCR sessions L)

Delete session data after 61 days

Permissions
B
Granted users ~
Server
Server telnet_server
Credentials
Replace secret with with password
B
Password ~
o
Repeat password ~

4. Click Save.
Defining a safe

Safe directly regulates user access to monitored servers. It specifies available protocols’ features,
policies and other details concerning users and servers relations.

1. Select Management > Safes.

2. Click + Add.

3. Provide essential configuration parameters:
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Parameter Value
General
Name telnet_safe
o
Blocked ~
o
Login reason ~
o
Notifications ™~
-
Policies ™
Users john_smith

Protocol functionality

W)
RDP ™~

T
SSH

i
VNC ™
Permissions

W)
Granted users ™~
Accounts
admin_telnet_server telnet_listener

4. Click Sawve.

4.5.3 Establishing a telnet connection with the remote host

1. Launch telnet client of your choice.

2. Connect to the remote host:

telnet> open 10.0.150.151
Trying 10.0.150.151...

Connected to 10.0.150.151.
Escape character is '~]'.

3. Provide user authentication information defined on Wheel Fudo PAM:
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= Session A - [24 x 80] L

File Edit View Communication Achons Window Help
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4. Provide user authentication information defined on the target host:

FreeBSD/amd64 (fbsd83-cerb.whl) (pts/0)
login:
password:

Note: Telnet connections do not support user credentials substitution.
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4.5.4 Viewing user’s session

1. Open a web browser and go to the 10.0.150.151 web address.
Enter the login and the password to log in to the Wheel Fudo PAM administration panel.

Select Management > Sessions.

Click Active.

AT el B

Find John Smith’s session and click the playback icon.
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IBM i Main Menu

(C) COPYRIGHT IBM CORP. 1980, 2015.

no> o ¢ o022 0:00:22. @ 1nfo | @

¢ Terminate = @ Join = Pause

Related topics:
o Quick start - SSH connection configuration
o Quick start - HI'TP connection configuration
o Quick start - MySQL connection configuration
e Quick start - RDP connection configuration
o Requirements
e Data model

e Resources

4.6 MySQL

This chapter contains an example of a basic Wheel Fudo PAM configuration, to monitor SQL
queries to a remote MySQL database server.

In this scenario, the user connects to a MySQL database using individual login and password.
When establishing the connection with the remote server, Wheel Fudo PAM substitutes the login
and the password with the previously defined values: root/password (authorization modes are
described in the User authorization modes section).
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4.6.1 Prerequisites

The following description assumes that the system has been already initiated. For more infor-
mation on the initiation procedure refer to the System initiation topic.

4.6.2 Configuration

Adding a server

Server is a definition of the IT infrastructure resource, which can be accessed over one of the
specified protocols.

1. Select Management > Servers.
2. Click + Add.

3. Provide essential configuration parameters:

Parameter Value

General

Name mysql_server
Blocked x

Protocol MySQL
Description x
Permissions

Granted users x

Destination host

Address 10.0.1.35
Port 3306
Bind address Any

4. Click Sawve.

Adding a user
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User defines a subject entitled to connect to servers within monitored I'T infrastructure. Detailed
object definition (i.e. unique login and domain combination, full name, email address etc.)
enables precise accountability of user actions when login and password are substituted with a
shared account login credentials.

1. Select Management > Users.

2. Click + Add.

3. Provide essential user information:

Parameter Value
Login john_smith
-
Blocked ~
Account validity Indefinite
Role user
Preferred language English
Full name John Smith
Email john@smith.com
-
Organization ~
B
Phone ~
o
AD Domain ~
o
LDAP Base ™~
Permissions
o

Granted users

Connections

=
Connections ~
Authentication
Type Password
Password john
Repeat password john

4. Click Save.
Adding a listener

Listener determines server connection mode (proxy, gateway, transparent, bastion) as well as its
specifics.

1. Select Management > Listeners.
2. Click + Add.

3. Provide essential configuration parameters:
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Parameter Value
General
Name mysql_listener
o
Blocked ~
Protocol Mysql
Permissions
o
Granted users ™~
Connection
Mode proxy
Local address 10.0.150.151
Port 3306

4. Click Save.
Adding an account

Account defines the privileged account existing on the monitored server. It specifies the actual
login credentials, user authentication mode: anonymous (without user authentication), regular
(with login credentials substitution) or forward (with login and password forwarding); password
changing policy as well as the password changer itself.

1. Select Management > Accounts.

2. Click + Add.

3. Provide essential configuration parameters:
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Parameter Value

General

Name admin_mysql_server
Blocked ~

Type regular
Session recording all

OCR sessions ~

Delete session data after 61 days
Permassions

Granted users ~

Server

Server mysql_server
Credentials

Domain ~

Login root

Replace secret with with password
Password password
Repeat password password

Password change policy

Static, without restrictions

Password changer

Password changer None
Privileged user ~
e

Privileged user password

4. Click Save.

Defining a safe

Safe directly regulates user access to monitored servers. It specifies available protocols’ features,
policies and other details concerning users and servers relations.

1. Select Management > Safes.
2. Click + Add.

3. Provide essential configuration parameters:
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Parameter Value
General
Name mysql_safe
L X
Blocked ~
L
Login reason ~
L
Notifications N
LT
Policies s
Users john_smith
Protocol functionality
L
RDP ~
L
SSH L
L X
VNC ~
Accounts
admin_mysql_server mysql_listener

4. Click Save.

4.6.3 Establishing connection with a MySQL database

1. Launch a command line interface client.
2. Enter mysql -h 10.0.150.151 -u john_smith -p, to connect to the database server.

3. Enter the user’s password.

[ NoN | zmroczkowski — mysgl -h 10.0.150.151 -u john_smith -p — 122x31

Last login: Tuwe Oct 18 13:53:49 on ttys@el

Zbigniews-MacBook-Pro:~ zmroczkowski$ mysql =h 18.0.15@.151 =u john_smith -p
Enter password:

Welcome to the MySQOL monitor. Commands end with ; or \g.

Your MySQOL connection id is 2544

Server version: 5.7.16 MySQL Community Server {(GPL)

Copyright (c) 2088, 2816, Oracle and/or its affiliates. ALl rights reserved.
Oracle is a registered trademark of Oracle Corporation and/or its
affiliates. Other names may be trademarks of their respective

owners.

Type 'help;' or '\h' for help. Type '\c' to clear the current input statement.

mysql= I

4. Continue browsing the database contents using SQL queries.
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4.6.4 Viewing user session

1. Open a web browser and go to the Wheel Fudo PAM administration page.
Enter user login and password to log in to Wheel Fudo PAM administration panel.

Select Management > Sessions.

Click Active.

AT ol B

Find John Smith’s session and click the playback icon.

Managameant

I B john_smith MySOL myeql server  admin_mysgl_server  mysqlsafe  2018-10-1B 10:58 208

John's active connection ]

r. ] Session 848388532111147069
A https:[[10.0.150.151/sessions/848388532111147069/7i=1&gi=on&gc=0on&live=2016-10-18+10%3A58%3A26&g0=0n

Session: 848388532111147069, user: john_smith, server: mysql_serve

INIT 2016-10-

Protocol version: 10 Server version: 5.7.16 Connection ID: 2545 Authentication plugin name: mysg|_native_password

Capabilities: CLIENT_IGNORE_SPACE, CLIENT_RESERVED, CLIENT_PLUGIN_AUTH, CLIENT_INTERACTIVE, CLIENT_SECURE_CONNECTION,
CLIENT_MULTI_RESULTS, CLIENT_CONNECT_ATTRS, CLIENT_NO_SCGHEMA, CLIENT_TRANSAGTIONS, CLIENT_IGNORE_SIGPIPE, CLIENT_LONG._
CLIENT_CONNECT_WITH_DB, CLIENT_FOUND_ROWS, CLIENT_PLUGIN_AUTH_LENENC_CLIENT_DATA, CLIENT_LOCAL_FILES, CLIENT_COMPRE!
CLIENT_MULTI_STATEMENTS, CLIENT_LONG_PASSWORD, CLIENT_ODBC, CLIENT_PS_MULTI_RESULTS, CLIENT_PROTOCOL_41

oK 2016-10-

Affected rows: 0 Last inserted_id rows: 0 Status: 2 Warnings: 0 Info:

COM_QUERY 2016-10-

Query:

select @@version_comment limit 1

00:00:00 00:04:02

Related topics:

e Quick start - SSH connection configuration
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Quick start - RDP connection configuration

o Quick start - HT'TP connection configuration

Quick start - Telnet connection configuration

Requirements

Data model

4.7 MS SQL

This chapter contains an example of a basic Wheel Fudo PAM configuration, to monitor MS
SQL connections to a remote MS SQL database server.

In this scenario, the user connects to a MS SQL database using individual login and password
using SQL Server Management Studio. When establishing the connection with the remote server,
Wheel Fudo PAM substitutes the login and the password with the previously defined values:
fudo/password (authorization modes are described in the User authorization modes section).

4.7.1 Prerequisites

The following description assumes that the system has been already initiated. For more infor-
mation on the initiation procedure refer to the System initiation topic.

Note: Make sure that the SQL Server has the SQL Server and Windows Authentication mode
enabled.
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B Server Properties - MSEDGEWIN1OA\FUDO - O >

Selecta page
# General

& Memory

» E2M »
J& Connections Server authentication
# Dalabase Settings () Windows Authentication mode
& Advanced
& Pemissions

LT Script ~ @ Hep

- Make sure SQL Server and Windows Authentication mode is enable
Login

() None

(® Failed logins only

() Successful logins only

() Both failed and successful logins

Server proxy account
Connection [] Enable server proxy account
Server: Prouy account:
MSEDGEWIN10WFLUDO T
Connection:
fuda Options

ﬁ View connection properties

] Enable C2 audi tracing
] Cross database ownership chaining

Ready

[ ok ]| Ccancel

4.7.2 Configuration

R T =)

Adding a server

Server is a definition of the IT infrastructure resource, which can be accessed over one of the
specified protocols.

1. Select Management > Servers.
2. Click + Add.

3. Provide essential configuration parameters:
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Parameter Value

General

Name mssql_server
o

Blocked ~

Protocol MS SQL (TDS)
=

Description ~

Permissions
o

Granted users N

Destination host

Address 10.0.150.154

Port 1433

Bind address Any

4. Click Save.
Adding a user

User defines a subject entitled to connect to servers within monitored I'T infrastructure. Detailed
object definition (i.e. unique login and domain combination, full name, email address etc.)
enables precise accountability of user actions when login and password are substituted with a
shared account login credentials.

1. Select Management > Users.
2. Click + Add.

3. Provide essential user information:
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Parameter Value

Login john_smith
Blocked ™
Account validity Indefinite
Role user
Preferred language English
Full name John Smith
Email john@smith.com
Organization ™

Phone ~

AD Domain ~

LDAP Base ~
Permissions

*
]

Granted users

Connections

Connections ~
Authentication

Type Password
Password john
Repeat password john

4. Click Save.
Adding a listener

Listener determines server connection mode (proxy, gateway, transparent, bastion) as well as its
specifics.

1. Select Management > Listeners.

2. Click + Add.

3. Provide essential configuration parameters:

Parameter Value
General

Name MSSQL_proxy
Blocked ™~

Protocol MS SQL (TDS)
Permissions

Granted users ~
Connection

Mode proxy

Local address 10.0.150.150
Port 1433
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4. Click Save.
Adding an account

Account defines the privileged account existing on the monitored server. It specifies the actual
login credentials, user authentication mode: anonymous (without user authentication), regular
(with login credentials substitution) or forward (with login and password forwarding); password
changing policy as well as the password changer itself.

1. Select Management > Accounts.
2. Click + Add.

3. Provide essential configuration parameters:

Parameter Value
General
Name admin_mssql_server
=
Blocked ~
Type regular
Session recording all
o
OCR sessions ~
Delete session data after 61 days
Permissions
o
Granted users ~
Server
Server mysql_server
Credentials
=
Domain ~
Login fudo
Replace secret with with password
Password password
Repeat password password
Password change policy Static, without restrictions

Password changer

Password changer None
o

Privileged user ~
B

Privileged user password ™

4. Click Save.
Defining a safe

Safe directly regulates user access to monitored servers. It specifies available protocols’ features,
policies and other details concerning users and servers relations.

1. Select Management > Safes.
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2. Click + Add.

3. Provide essential configuration parameters:

Parameter Value
General
Name mssql_safe
=
Blocked ™~
o

Login reason

o
Notifications ™
B
Policies ~
Users john_smith
Protocol functionality
-
RDP ™
B
SSH L)
o
VNC ~
Accounts
admin_mssql_server MSSQL_proxy

4. Click Sawve.

4.7.3 Establishing connection with a MS SQL database

1. Start SQL Server Management Studio.
Enter previously configured proxy address (10.0.150.150).
From the Authentication drop-down list, select SQL Server Authentication.

Enter user login and password.

Click Connect.

AT ol B
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o® Connect to Server X

SQL Server

Database Engine

SEerver name: 10.0.150.150 w

Authentication: SCGL Server Authentication e
Login: john_smith "
Passwaord: e

[ ] Remember pazzword

Connect Cancel Help Cptions ==
L4¢ Microsoft SOL Server Management Studio Quick Launch (Ctrl+Q) Pl - B x
File Edit View Debug Teols Window Help
[~ 0 -2 | Brewaey B8 8 R E -¢ ||| Generic Debugger - |2

Object Explorer -~ 1 x
Connect~ # " ¢
Bl -} 10.0.150.150 (SOL Server 13.0.4001 - john _smith)
=2 Databases
System Databases
Database Snapshots
W ReportServerSFUDO
8 ReportServerSFUDOTempDB
Security
Server Objects
Replication

H®

(= =)

PolyBase
Management

®

4.7.4 Viewing user session

1. Open a web browser and go to the Wheel Fudo PAM administration page.
Enter user login and password to log in to Wheel Fudo PAM administration panel.

Select Management > Sessions.

Ll

Find John Smith’s session and click ».
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Managemant

E_H Sessions

& Ganarate report

T Add fitter -~

l B john_smith MSSOL(TDS) masql server  admin_mysgl senver

masg_safe

2017-08-10 08:57

[ ey |
A Not Secure | bttps://10.0.150.150/sessions/848388532111147120/7=1

'Session: 8483885321111471 20, user: john_smith, server: mssql_server

SQL batch

. . . 550 r admin_mysql_servar
John's active connection ek
- MaSyl Servdr  admin_Mysgl senser

P john_smith M5 50L (TDS) mssg_server  admin_mysgl_senvar

P john_smith M5 SOL (TDS) masgyl server  admin_mysgl_sener

masql_safe
rrssn]_sate
mssql_safe

it's safe..,

Session 848388532111147120

207T-08-10 05T
2017-08-1009:57 2017-08-10 D57
2017-08-1008:57 2017-08-10 0&k5T

2017-08-1009:44 2017-08-10 0951

o024

0oDg:00

00720

DECLARE @edition sysname; SET @edition = cast(SERVERPROPERTY(N'EDITION') as sysname); select case when @edition = N'SQL Azure' then 2 else 1 end as 'Dat

SELECT SERVERPROPERTY('EngineEdition') AS DatabaseEngineEdition

select N'Windows' as host_platform

Tabular result

host_platform
1
04000000

Windows

SQL batch

IF((SELECT HAS_PERMS_BY_NAME(null, null, 'VIEW SERVER STATE')) =

M 00:00:00

Related topics:
e SQL Server Management Studio

o Quick start - MySQL connection configuration

e Requirements

e Data model

4.8 HTTP

SERVERPROPERTY ( 'ProductBuildType'} AS [ProductBuildTypel,
SERVERPROPERTY ( 'ProductLevel') AS [ProductLevell,

SERVERPROPERTY( 'ProductUpdateLevel') AS [ProductUpdateLevell,

This chapter contains an example of a basic Wheel Fudo PAM configuration, to monitor HTTP
access to a remote server. In this scenario, the user browses resources of the monitored server
using a web browser. The user is authenticated by Wheel Fudo PAM against the local user
database. The connection will timeout after 15 minutes (900 seconds) and the user will have to

login again to continue browsing the server’s contents.

48. HTTP

84

1) BEGIN IF EXISTS{SELECT % FROM sys.system_views WHERE name = N'dm_seruer_registry') L

00:0
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4.8.1 Prerequisites

The following description assumes that the system has been already initiated. For more infor-
mation on the initiation procedure refer to the System initiation topic.

4.8.2 Configuration

Adding a server

Server is a definition of the IT infrastructure resource, which can be accessed over one of the
specified protocols.

1. Select Management > Servers.
2. Click + Add.

3. Provide essential configuration parameters:

Parameter Value
Genera

Name http_server
Blocked x

Protocol HTTP

HTTP timeout

Enable SSLv2 support

Enable SSLv3 support

Description

Permaissions

3 | (2K S

Granted users

Destination host

Address www.wheelsystems. com
Port 80
HTTP host x
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4. Click Save.
Adding a user

User defines a subject entitled to connect to servers within monitored I'T infrastructure. Detailed
object definition (i.e. unique login and domain combination, full name, email address etc.)
enables precise accountability of user actions when login and password are substituted with a
shared account login credentials.

1. Select Management > Users.
2. Click + Add.

3. Provide essential user information:

Parameter Value
Login john_smith

=
Blocked ~
Account validity Indefinite
Role user
Preferred language English
Full name John Smith
Email john@smith.com

B
Organization ~

=
Phone

-
AD Domain L

o
LDAP Base ~
Permissions

=
Granted users ™~
Connections

-
Connections L]
Authentication
Type Password
Password john
Repeat password john

4. Click Save.
Adding a listener

Listener determines server connection mode (proxy, gateway, transparent, bastion) as well as its
specifics.

1. Select Management > Listeners.
2. Click + Add.

3. Provide essential configuration parameters:
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Parameter Value

General

Name http_listener
B

Blocked ~

Protocol HTTP
=

Enable SSLv2 support ~
o

Enable SSLv3 support

Permissions
o
Granted users L
Connection
Mode proxy
Local address 10.0.150.151
Port 8080
o
Use TLS L

4. Click Save.
Adding an account

Account defines the privileged account existing on the monitored server. It specifies the actual
login credentials, user authentication mode: anonymous (without user authentication), regular
(with login credentials substitution) or forward (with login and password forwarding); password
changing policy as well as the password changer itself.

1. Select Management > Accounts.

2. Click + Add.

3. Provide essential configuration parameters:

48. HTTP 87



Wheel Fudo PAM 3.8 - System Documentation, Release is not supported

Parameter Value

General

Name admin_http_server
B

Blocked ~

Type forward

Session recording all
=

OCR sessions ~

Delete session data after 61 days

Permissions
B
Granted users ~
Server
Server http_server
Credentials
Replace secret with with password
B
Password ~
o
Repeat password ~

4. Click Save.
Defining a safe

Safe directly regulates user access to monitored servers. It specifies available protocols’ features,
policies and other details concerning users and servers relations.

1. Select Management > Safes.

2. Click + Add.

3. Provide essential configuration parameters:
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Parameter Value
General

Name http_safe
Blocked H

Login reason H
Notifications H

Policies H

Users john_smith

Protocol functionality

RDP ~
SSH b4
VNC ~

Accounts

admin_http_server http_listener

4. Click Save.

4.8.3 Connecting to remote resource

1. Launch a web browser.
2. Go to the 10.0.150.151:8080 web address.

3. Enter user login and password and press the [Enter| key or click the Login button.

Authentication

4. Continue browsing the website.

4.8.4 Viewing user session

1. Open a web browser and go to the Wheel Fudo PAM administration page.
2. Enter user login and password to log in to Wheel Fudo PAM administration panel.

3. Select Management > Sessions.
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4. Click Active.

5. Find John Smith’s session and click the playback icon.
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4.9 Citrix

Privileged sessions over ICA protocol cen be established either directly using client software or
initiated through Citrix StoreFront interface.

4.9.1 ICA

This chapter contains an example of a basic Wheel Fudo PAM configuration, to monitor direct
ICA protocol connections.

ica_server

10.0.0.21:1494

citrixuser
password

4.9.1.1 Prerequisites

The following description assumes that the system has been already initiated. For more infor-
mation on the initiation procedure refer to the System initiation topic.

4.9.1.2 Configuration

Adding a server

Server is a definition of the IT infrastructure resource, which can be accessed over one of the
specified protocols.

1. Select Management > Servers.
2. Click + Add.

3. Provide essential configuration parameters:
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Parameter Value
General
Name ica_server

B
Blocked ~
Protocol ICA

=
Description ~
Permissions

B
Granted users N
Destination host
Address 10.0.0.21
Port 1494

o
Use TLS P

4. Click Sawve.

Adding a listener

Listener determines server connection mode (proxy, gateway, transparent, bastion) as well as its

specifics.
1. Select Management > Listeners.

2. Click + Add.

3. Provide essential configuration parameters:

Parameter Value
General
Name ica_listener
=
Blocked ™~
Protocol ICA
Permissions
B
Granted users L
Connection
Mode proxy
Local address 10.0.150.151
Port 2494
o
Use TLS L

4. Click Save.

Adding an account

Account defines the privileged account existing on the monitored server. It specifies the actual
login credentials, user authentication mode: anonymous (without user authentication), regular
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(with login credentials substitution) or forward (with login and password forwarding); password
changing policy as well as the password changer itself.

1. Select Management > Accounts.

2. Click + Add.

3. Provide essential configuration parameters:

Parameter Value
General
Name admin_ica_server
o
Blocked ~
Type regular
Session recording all
o
OCR sessions ~
Delete session data after 61 days
Permissions
o
Granted users ~
Server
Server ica_server
Credentials
B
Domain ~
Login citrixuser
Replace secret with password
Password password
Repeat password password

Password change policy

Static, without restrictions

Password changer

Password changer none
o

Privileged user ~
o

Privileged user password

4. Click Sawve.

Adding a user

User defines a subject entitled to connect to servers within monitored I'T infrastructure. Detailed
object definition (i.e. unique login and domain combination, full name, email address etc.)
enables precise accountability of user actions when login and password are substituted with a
shared account login credentials.

1.
2.
3.

Select Management > Users.

Click + Add.

Provide essential user information:
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Parameter Value
Login john_smith
o
Blocked ™
Account validity Indefinite
Role user
Preferred language English
Full name John Smith
Email john@smith.com
-
Organization ™
o
Phone ~
o
AD Domain ~
o
LDAP Base ~
Permissions
o

Granted users

Connections

o
Connections ~
Authentication
Type Password
Password john
Repeat password john

4. Click Save.
Defining a safe

Safe directly regulates user access to monitored servers. It specifies available protocols’ features,
policies and other details concerning users and servers relations.

1. Select Management > Safes.
2. Click + Add.

3. Provide essential configuration parameters:
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Parameter Value
General
Name ica_safe

o
Blocked ~

o
Login reason ~

o
Notifications ™~

-
Policies ™
Users john_smith
Protocol functionality

=
RDP ™~

o
SSH

o
VNC ™
Accounts

admin_ica_server

ica_listener

4. Click Save.

Note: In case of TLS encrypted connections, Fudo returns an .ica configuration file to the
Citrix client, which has the FQDN server address (Address) set to the common name defined

in the TLS certificate.

4.9.1.3 Creating .ica file with connection parameters

Direct connection with remote server over ICA protocol requires preparing a connection confi-
guration file. This file specifies the listener used to connect to the remote host.

Note: Refer to ICA configuration file topic for details on the configuration file.

1. Create configuration file containing the following:

[ApplicationServers]
ica_connection_example=

[ica_connection_example]
ProxyType=S0OCKSV5
ProxyHost=10.0.150.151:2494
ProxyUsername=x*
ProxyPassword=x*
Address=john_smith
Username=john_smith
ClearPassword=john
TransportDriver=TCP/IP

(continues on next page)
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(continued from previous page)

EncryptionLevelSession=Basic
Compress=0£ff

2. Save the file with .ica extension.

4.9.1.4 Connecting to remote resource

1. Double-click the connection configuration file to launch ICA protocol client software.

2. Proceed with using the service.

4.9.1.5 Viewing user session

1. Open a web browser and go to the Wheel Fudo PAM administration page.
2. Enter user login and password to log in to Wheel Fudo PAM administration panel.
3. Select Management > Sessions.
4. Find John Smith’s session and click the playback icon.
Related topics:
e Data model
o Creating an ICA server
e Creating an ICA listener

o /CA

4.9.2 ICA via Citrix StoreFront

This chapter contains an example of a basic Wheel Fudo PAM configuration, to monitor access
to a remote server over ICA protocol with the connection itself being initiated via the Citrix

StoreFront.
i ICA server
10.0.0.21:1494
)
ﬁ 10.0.8.65:7003 - 10.0.90.1:80 -
> >
_/"fi?_\”)\ john_smith/john citrixuser_at_SF/password
S Citrix StoreFront

John Smith 10.0.90.1

4.9.2.1 Prerequisites

The following description assumes that the system has been already initiated. For more infor-
mation on the initiation procedure refer to the System initiation topic.
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4.9.2.2 Configuration

Adding an ICA server

Server is a definition of the IT infrastructure resource, which can be accessed over one of the
specified protocols.

1. Select Management > Servers.
2. Click + Add.

3. Provide essential configuration parameters:

Parameter Value
General

Name ica_server
Blocked x
Protocol ICA
Description x
Permissions

Granted users x

Destination host

Address 10.0.0.21
Port 1494
Use TLS x

4. Click Save.
Adding an ICA listener

Listener determines server connection mode (proxy, gateway, transparent, bastion) as well as its
specifics.

1. Select Management > Listeners.
2. Click + Add.

3. Provide essential configuration parameters:
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Parameter Value
General
Name ica_listener
o
Blocked ~
Protocol ICA
Permissions
o
Granted users ™~
Connection
Mode proxy
Local address 10.0.150.151
Port 2494
=
Use TLS ™~

4. Click Save.

Adding an account for the ICA server

Account defines the privileged account existing on the monitored server. It specifies the actual
login credentials, user authentication mode: anonymous (without user authentication), regular
(with login credentials substitution) or forward (with login and password forwarding); password
changing policy as well as the password changer itself.

1. Select Management > Accounts.

2. Click + Add.

3. Provide essential configuration parameters:

Parameter Value
General
Name ICA_forward
o
Blocked ~
Type forward
Session recording all
B
OCR sessions L]
Delete session data after 61 days
Permissions
o
Granted users ~
Server
Server ica_server
Credentials
B
Replace secret with ~
=
Forward domain ™~
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4. Click Save.
Adding a Citrix StoreFront server

Server is a definition of the IT infrastructure resource, which can be accessed over one of the
specified protocols.

1. Select Management > Servers.
2. Click + Add.

3. Provide essential configuration parameters:

Parameter Value
General
Name citrix_storefront
s
Blocked ™~
Protocol Citrix StoreFront (HTTP)
HTTP timeout 900
o
Description ~
Permissions
s
Granted users ™~

Destination host

Address 10.0.90.1

Port 80

Bind address Any

URL http://10.0.90.1/Citrix/StoreWeb/

4. Click Save.
Adding a Citrix StoreFront listener

Listener determines server connection mode (proxy, gateway, transparent, bastion) as well as its
specifics.

1. Select Management > Listeners.
2. Click + Add.

3. Provide essential configuration parameters:
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Parameter Value
General
Name citrix_storefront_listener
B
Blocked ~
Protocol Citrix StoreFront (HTTP)
Permissions
o
Granted users ™~
Connection
Mode pProxy
Local address 10.0.8.65
Port 7003
=
Use TLS ™~

4. Click Save.
Adding an account for the Citrix StoreFront server

Account defines the privileged account existing on the monitored server. It specifies the actual
login credentials, user authentication mode: anonymous (without user authentication), regular
(with login credentials substitution) or forward (with login and password forwarding); password
changing policy as well as the password changer itself.

1. Select Management > Accounts.

2. Click + Add.

3. Provide essential configuration parameters:
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Parameter Value

General

Name citrixuser_at_SF
Blocked ~

Type regular

Session recording all

OCR sessions L)

Delete session data after 61 days
Permissions

Granted users L

Server

Server citrix_storefront
Credentials

Domain tech.whl

Login citrixuser
Replace secret with password
Password password

Repeat password password

Password change policy

Static, without restrictions

Password changer

Password changer none
Privileged user ™
Fa)

Privileged user password

Adding a user

User defines a subject entitled to connect to servers within monitored I'T infrastructure. Detailed
object definition (i.e. unique login and domain combination, full name, email address etc.)
enables precise accountability of user actions when login and password are substituted with a
shared account login credentials.

1. Select Management > Users.
2. Click + Add.

3. Provide essential user information:
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Parameter Value
Login john_smith
o
Blocked ™
Account validity Indefinite
Role user
Preferred language English
Full name John Smith
Email john@smith.com
-
Organization ™
o
Phone ~
o
AD Domain ~
o
LDAP Base ~
Permissions
o

Granted users

Connections

o
Connections ~
Authentication
Type Password
Password john
Repeat password john

4. Click Save.
Defining a safe

Safe directly regulates user access to monitored servers. It specifies available protocols’ features,
policies and other details concerning users and servers relations.

1. Select Management > Safes.
2. Click + Add.

3. Provide essential configuration parameters:
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Parameter Value
General

Name ica_safe
Blocked H

Login reason H
Notifications H

Policies H

Users john_smith

Protocol functionality

RDP ~
SSH b4
VNC ~

Accounts
citrixuser_at_SF citrix_storefront_listener
ICA_forward ica_listener

4. Click Save.

4.9.2.3 Connecting to remote resource

1. Navigate your web browser to the 10.0.8.65:7003 web address.

2. Enter user login and password to log in into the Citrix StoreFront interface.

Authentication

Login

Password

3. Click desired element to establish ICA connection with selected resource.
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Citrix Receiver’ cifrixuser citrixuser = (o}

-/ %

MNotepad

4.9.2.4 Viewing user session

1. Open a web browser and go to the Wheel Fudo PAM administration page.

2. Enter user login and password to log in to Wheel Fudo PAM administration panel.
3. Select Management > Sessions.
4

. Find John Smith’s session and click the playback icon.
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Management r.‘unn‘
. Sessions Deata @ OCR Timastamp & Genarate report T Add fitter ~
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Related topics:
e Data model
e [CA
Citriz StoreFront (HTTP)

Creating a Clitriz server

Creating a Citriz listener

4.10 VNC

This chapter contains an example of a basic Wheel Fudo PAM configuration, to monitor VNC
access to a remote server. In this scenario, the user connects to the remote server over the VNC
protocol and logs in to the Wheel Fudo PAM using an individual login and password combination
(john_smith/john). When establishing the connection with the remote server, Wheel Fudo
PAM substitutes the password with the previously defined value: password (authentication

modes are described in the User authentication modes section).

Note: Due to specifics of VNC protocol, which authenticates the user using password only,
the substitution login string entered in account properties is ignored when establishing a VNC

connection.

User: John Smith VNC
Login: john_smith 10.0.150.151:5900 U U

Haskox jolhin QaEOn»

4.10.1 Prerequisites

Description below assumes that the system has been already initiated. The initiation procedure

is described in the System initiation topic.
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4.10.2 Configuration

o i 8 2l » sl o i B

Adding a server

Server is a definition of the IT infrastructure resource, which can be accessed over one of the
specified protocols.

1. Select Management > Servers.

2. Click + Add.

3. Provide essential configuration parameters:

Parameter Value
General

Name vnc_server
Blocked g
Protocol VNC
Description x
Permaissions

Granted users g

Destination host
Address 10.0.40.230
Port 5900

4. Click Save.
Adding a user

User defines a subject entitled to connect to servers within monitored I'T infrastructure. Detailed
object definition (i.e. unique login and domain combination, full name, email address etc.)
enables precise accountability of user actions when login and password are substituted with a
shared account login credentials.

1. Select Management > Users.
2. Click + Add.

3. Provide essential user information:
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Parameter Value
General
Login john_smith
o
Blocked ~
Account validity Indefinite
Role user
Preferred language English
Safes default settings
Full name John Smith
Email john@smith.com
-
Organization ~
o
Phone ~
=
AD Domain
-
LDAP Base ~
Permissions
o
Granted users ~
Authentication
Type Password
Password john
Repeat password john

4. Click Save.
Adding a listener

Listener determines server connection mode (proxy, gateway, transparent, bastion) as well as its
specifics.

1. Select Management > Listeners.

2. Click + Add.

3. Provide essential configuration parameters:
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Parameter Value
General
Name vnc_listener
o
Blocked ~
Protocol VNC
Permissions
o
Granted users ™~
Connection
Mode proxy
Local address 10.0.150.151
Port 5900

4. Click Save.
Adding an account

Account defines the privileged account existing on the monitored server. It specifies the actual
login credentials, user authentication mode: anonymous (without user authentication), regular
(with login credentials substitution) or forward (with login and password forwarding); password
changing policy as well as the password changer itself.

1. Select Management > Accounts.

2. Click + Add.

3. Provide essential configuration parameters:
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Parameter Value
General
Name admin_vnc_server
Account type regular
Session recording complete
OCR sessions =
Delete session data after 61 days
Permissions
Granted users L
Server
Server vnc_server
Credentials
5
Domain
Login ™
Replace secret with with password
Password root
Repeat password root

Password change policy

Static, without restrictioms

Password changer

Password changer None
Privileged user ™
Fa

Privileged user password

4. Click Save.

Defining a safe

Safe directly regulates user access to monitored servers. It specifies available protocols’ features,
policies and other details concerning users and servers relations.

1. Select Management > Safes.
2. Click + Add.

3. Provide essential configuration parameters:
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Parameter Value
General
Name vnc_safe
o
Notifications ~
o
Ask for login reason ~
o
Policies ™~
Users john_smith
Protocol functionality
B
RDP ™
=
SSH ™~
VNC "
Accounts
admin_vnc_server vnc_listener

4. Click Save.

4.10.3 Establishing connection

1. Launch VNC Viewer, enter 10.0.150.151 in the server address field and press the enter
key.

4.10. VNC 110



Wheel Fudo PAM 3.8 - System Documentation, Release is not supported

[ JON ] VNC Viewer

10.0.150.151 & sionin...-

2. Enter username and password and press the enter key.
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4.10.4 Viewing user session

1. Open a web browser and go to the 10.0.150.151 web address.

2.
3.
4.
d.

Enter the login and password to login to the Wheel Fudo PAM administration panel.
Select Management > Sessions.

Click Active.

Find John Smith’s session and click the playback icon.

Management & admin ~

B; Semsio Sessions & Generate report Y Add filter ~ Qv
P john_smith VNG VNC_andrzej VNC_anonim vne_safe 2017-11-08 13:28 356.0 KB El
P test VNG VNC_andrzej VNC_anonim vnc_safe 2017-11-08 13:10 2017-11-08 13:23 0:13:10 8% 1.8 MB &
P test VNC VNC_andrzej VNC_anonim vnc_safe 2017-11-08 13:00 2017-11-08 13:00 0:00:05 100% 345.0 KB £
> test VNC VNC_server admin_vnc_server VNC_safe_no_password 2017-11-08 12:58 2017-11-08 13:00 0:00:07 100% 139.0 KB EA

Related topics:

o VNC Viewer
o Requirements

e Data model
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o Quick start - RDP connection configuration

o Quick start - HT'TP connection configuration
o Quick start - MySQL connection configuration
o Quick start - Telnet connection configuration

4.11 Oracle over RemoteApp

This chapter contains an example configuration, to monitor Oracle database connections over
RempteApp. In this scenario, the user connects the the RemoteApp server over RDP. Login
credentials are checked in the Active Directory and forwarded to the target server. Connection
is established in the prozy mode.

Active Directory
10.0.150.152

john_smith/johnnyll

Login: john_smith

Password: johnnyll
) Y Oracle DB

RemoteApp server
10.0.150.153

10.0.150.151

4.11.1 Prerequisites

e RDS environment deployed and configured on Windows Server 2016,/2012/2012 R2,

e SQL Developer application added to a RDS collection,
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[ Server Manager

@ ¥ Server Manager * Remote Desktop Services * Collections * collection.one

==y PROPERTIES CONNECTIONS
i O rEne cl Properties of the collection [(Tasks ~ Last refreshed on 11/14/2018 11:38:03 PM | All connections | 1 total
] Servers Callection Type Session .
_ Filter P (DR
i Collections Resources RemoteApp Programs
i§ User Group BLLAB\Domain Users Server FODN User Session State Log On Time Disconnect Time
o
win2016-blbllabfudo BLLAB\ADministrator Active 11/14/2018 11:3402 PM  11/14/2018 11:34:09 PM
-3
o
o
REMOTEAPP PROGRAMS
Last refreshed on 11/15/2018 6:03:37 AM | Published RemoteApp programs | 4 total TASKS
Filter s B @~ >
RemoteApp Program Name  Alias Visible in RD Web Access
Calculator win32calc Yes
cmd md Yes
Paint mepaint  Yes
sqideveloper sqldeveloper Yes

HOST SERVERS
Last refreshed on 11/14/2018 11:37:09 PM | All servers | 1 total TASKS +
Filter P @Y @~ ~
Server Name  Type Virtual Desktops  Allow New Connections
WIN2016-BL  RD Session Host N/A True

e Active Directory service for user authentication,

e Users in Active Directory must be allowed to log in to the RDS server.

4.11.2 Configuration

Adding a server

Server is a definition of the IT infrastructure resource, which can be accessed over one of the
specified protocols.

1. Select Management > Servers.
2. Click + Add.

3. Provide essential configuration parameters:
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Parameter Value

General

Name RemoteApp server
o

Blocked ~

Protocol RDP

Security Enhanced RDP Security (TLS) + NLA
=

Description ~

Permissions
o

Granted users L

Destination host

Address 10.0.150.153
Port 3389
Bind address Any

4. Download or enter target server’s public key.
5. Click Save.
Adding a user

User defines a subject entitled to connect to servers within monitored IT infrastructure. Detailed
object definition (i.e. unique login and domain combination, full name, email address etc.)
enables precise accountability of user actions when login and password are substituted with a
shared account login credentials.

1. Select Management > Users.
2. Click + Add.

3. Provide essential user information:
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Parameter Value
General
Login john_smith
o
Blocked ~
Account validity Indefinite
Role user
Preferred language English
Safes default settings
Full name John Smith
Email john@smith.com
-
Organization ~
o
Phone ~
=
AD Domain
-
LDAP Base ~
Permissions
o
Granted users ~
Authentication
Type External authentication

External authentication so-
urce

Active directory 10.0.150.152:389

4. Click Save.
Adding a listener

Listener determines server connection mode (proxy, gateway, transparent, bastion) as well as its

specifics.
1. Select Management > Listeners.

2. Click + Add.

3. Provide essential configuration parameters:
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Parameter Value

General

Name RemoteApp-listener
o

Blocked ~

Protocol RDP

Security Enhanced RDP Security (TLS) + NLA
=

Announcement ™~

Permissions
o

Granted users N

Connection

Mode proxy

Local address 10.0.150.151

Port 10025
-

External address ~

4. Generate or upload proxy server’s private key.
5. Click Save.
Adding an account

Account defines the privileged account existing on the monitored server. It specifies the actual
login credentials, user authentication mode: anonymous (without user authentication), regular
(with login credentials substitution) or forward (with login and password forwarding); password
changing policy as well as the password changer itself.

1. Select Management > Accounts.

2. Click + Add.

3. Provide essential configuration parameters:
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Parameter Value

General

Name RemoteApp-account
Blocked ~

Type forward

Session recording all

OCR sessions v

OCR Language English

Delete session data after 61 days

Permissions

Granted users ~

Server

Server RemoteApp_server
Credentials

Replace secret with ~

Forward domain -

4. Click Save.
Defining a safe

Safe directly regulates user access to monitored servers. It specifies available protocols’ features,
policies and other details concerning users and servers relations.

1. Select Management > Safes.
2. Click + Add.

3. Provide essential configuration parameters:
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Parameter Value
General
Name RemoteApp-safe
o
Blocked ~
o
Notifications ~
o
Login reason ~
-
Require approval ~
B
Policies ~
Users john_smith

Protocol functionality

RDP "
i
SSH ™
W]
VNC ~
Accounts
RemoteApp-account RemoteApp-listener

4. Click Sawve.

4.11.3 Changing registry entries on the RDS domain controller

1. Log in, with administrator privileges, onto the server running the RDS service.
2. Start the system registry editor.
3. Browse registry to find the key HKEY LOCAL MACHINESOFTWAREMicrosoftWindows

NTCurrentVersionTerminalServerCentral Published ResourcesPubli-
shedFarmscollectiononeApplicationssqldeveloper

4. In the RDPFileContent parameter, find the full address:s: and change its value to the IP
address and port number of the previously configured listener, i.e. full address:s:192.
168.3.100:10025

4.11.4 Establishing connection

1. Launch the web browser on a client system, navigate to the RDS domain controller appli-
cation portal and log in.
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[} RDWeb Access X [} RDWeb Access x  +

€ > C A Niezabezpieczona | httpsi//win2016-bl.bllab.fudo/RDWeb/Pages/en-US/login.aspx

i Aplikacje [ RD Web Access

Work Resources
RemoteApp and Desktop Connection

Domainluser name: |bllab.fudo\blitwiniec
Password:

Security
Warning: By logging in to this web page, you confirm
that this computer complies with yeur organization’s
security policy.

To protect against unauthorized access, your RD Web
Access session will automatically time out after a period
of inactivity. If your session ends, refresh your browser
and sign in again.

2. Click the SQL Developer icon, to download the RemoteApp configuration file.

[y PO Web Access o
&€ 3 0 AN a3 | Betpsiwindlle-bl Dk Pangy Uidedaultaspn

5 Aplikage [ RDWeb Access

u Work Resources
#*/ RemateApp and Desitop Connection

RemateApp and Desktops

Click and download connection configuration file

3. Double-click the configuration file.
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[ RO Wb Access x +

€ 3 @ A Niezabezpieczons | hitp 2036-blilabhude RO g UG detabtasp

£ Apliace [ RD Web Access

@vhmum. Adminiztrator BULAB » Downleads
Organae -

W Favenites

OVA File
Appikcation
1114018 230 &M DMG File
11147018 11:30 .. Apphcation 2219368
B Managefngine MibBrowser_FreeTool f4.. 1122018 1246 &AM Apghcstion 2,302 k8
gwﬁbl““m 1077277018 543 AM Applc ation P40 KB

epub 11/714/2008 1142 PM Date cresfed: 11/14/2018 1142 PM
; Remate Desktop Conmection Sires 292 KB

4. Click Connect, to establish connection.

—

This RemoteApp program could Feem your local or remole computer. Do not cornet by mn the
prosgram unkses you know whans ths program came from or have used & befors.

% Publisher- Linknowen publishes
Tres: Rarmctadin prgom
Path: sgdevelaper
Hame: sabcdeveloner

Femole compuber W02 I
Ctieiry s £ vl

| Dol mak e again for conneciiona o ths computer

= Diimin

Connect to the remote resource

5. Provide login credentials.

6. Accept the certificate and proceed with establishing the connection.
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_-
The pemmobe computer ooukd not e suinenboated dus 1o peoblsTe wih s
mecurty penficals. § may be unsafe o procesdl.

Marras rrarateh

6 Reguesied mmobe compuer
L0220 2

ol Marme i e cotficate rom e remcle computer:
Ei

Ctiicate smors
T et ahde th remalE

iﬁ The server name on the cerficats is ncomedt

A, The cerbcaie i not rom o trested certhng authonty.

Dt s el Iy ety chisplle thaese: ceribails @t

[ Dion't mvsk me agen for connescsions: to fhis compuber

BB Oracle SQL Developer : Welcome Page

o ORACLE
© SQL Developer

Database Connection

Recent Databases Detected

Click to add the connection
No TNS entries found in {USER Home dir=C:\Users\blitwiniec)

Load a TN file

(& United States-Intemational

<€ >
Reports = 5
R I Create a Connection Manually

S Analytic View Reports
(> Analytic View Dictionary

=2 Data Dictionary Reports.
(2 About Your Database Resources
(2 All Objects
(2 Application Express
-2 ASH and AWR. Community  Extensions
@& Database Administration
(2> Data Dictionary SQL Developer Exchange
& (& Orade REST Data Service
@2 PLSQL
(2 Scheduler Team Blogs and Magazine Articles
- (2 Searity
G2 Streams
- Table
-3 ML

(& Data Modeler Reports followus: ] W 3

(2 OLAP Reports

(2 TimesTen Reparts

(2 User Defined Reports

SQL Developer Forum

Feature Screenshots

4.11.5 Viewing user session

Getting Started

Get a Database Information Tutorials Demos Training

Oradle VirtualBox Appliance
Docker Images
Oracle Database XE

Related Tools

g— Modeler - Data modeling and database design
t! SQLel - The power of SQL Developer in a CLI
‘ Oracle Live SQL - Learn and share SQL, for free.

g ORDS - REST Enable the Oracle Database

@ > - The SQL Workshest allows you to run queries and scripts, and offers a code insight feature to help you auto-complete your code.

1. Open a web browser and navigate to Fudo’s administration panel.

2. Enter login credentials.

3. Select Management > Sessions.
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4. Find John Smith’s session and click the playback icon.

Manageamant

Sessions

o & Generate report ¥ Approve

X Reject T Add fitter -

‘ - blitwiniec@bliab.fudo RODP win2016-RemaoteApp-nla  win2016-RamoteApp

RemateApp-safa 2018-11-15 10c55

. . RO
Active user connection _Fo1

win?016-Remctedpp-ria  win2018-Remotedpp

Rematedpp-safe 2018-11-16 1041 2018-11-15 1044 00244 73%

[ ] @ Sesja 848388532111147697

A NotSecure | https://10.0.220.220/sessions/848388532111147697/7i=1
[ Oracle S0L Developer: Welcome Page
Eile Edit View MNavigate Run Team Jools Window Help
SoEd 9@ -0~ & @

{5 Unied Stafes-réemational 3

Connections. (2 weicome Page

F-RTD
o | ) ORACLE
- © SQL Developer

Database Connection

Recent  Databases Detected

Click to add the connection
No TNS entries found in {USER Home dir=CAUsers\blitwiniec}

Connection Manually

Getting Started

GetaDatabase  Information  Tutoriasls  Demos  Training

Oracle VirtualBox Appliance

Docker Im.

Oracle Database XE

Resources

Community  Extensions

-6

{E Data Dictionary Reports
{2 Data Modeler Reports
[ OLAP Reports

[ TmesTen Reports

& [ User Defined Reports

R

Followus [ o I

Feature Screenshots

Related Tools

B Modeler - Data modeling and database design
_‘! SQLel - The power of SQL Developer in a CLI
@ Oracle Live QL - Learn and share SQL, for free

B ORDS - REST Enable the Oracle Database

The SQL Worksheet allows you to run queries and scripts, and offers a code insight feature to help you auto-complete your code.

5 e D — - — . . il
B 5t o Nt B e o Tk Hndon £
3o0d 4% 0 V- & W
e o [ ¥
+-A7S PEW-NA 30 Rean 3 -
1R comectre. e p———
&-ar T —— i
b vy a.enail enail,
PN ey e

W > > o w ooxsof N 350 0 e @ :

O Zakoficz (# Dotgcz  Wstrzymaj

Related topics:
e Microsoft Remote Desktop

o Requirements

e Data model

o Quick start - RDP connection configuration

o Quick start - HT'TP connection configuration
o Quick start - MySQL connection configuration
o Quick start - Telnet connection configuration
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4.12 User authentication against external LDAP server

This chapter contains an example of configuring user authentication against external LDAP
service.

4.12.1 Prerequisites
The following description assumes that the admin user’s authentication data is stored on LDAP
server accessible through 10.0.0.2 IP address and default LDAP service port number - 389.

User definition is stored under cn=admin,dc=example,dc=com.

LDAP 10.0.0.2:389
DC=com
DC=example
ChN=admin

4.12.2 Configuration

Adding external authentication source
1. Select Settings > External authentication.
2. Click + Add external authentication source.

3. Provide essential configuration parameters:

Parameter Value

Type LDAP

Host 10.0.0.2

Port 389

Bind to 10.0.0.10

Bind DN dc=example,dc=com

Note: Alternatively, define the path to where users definitions
are stored cn=##username##,dc=example,dc=com and leave the
LDAP base parameter in the user configuration empty

T
Encrypted connection ~
B
Delete ~
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4k

Type LDAP

Host 10.0.0.2 Port 389
Bind to 10.0.0.10 A
Bind DN dc=example,dc=com

Encrypted connection

Delete

4. Click Save.
Adding user authentication method
1. Select Management > Users.
2. Find and click the admin user definition.

3. In the LDAP base field specify the location of admin object in the directory structure
cn=admin,dc=example,dc=com.

Note: Leave the LDAP base field empty if you specified where users are stored in the LDAP
server configuration (cn=##username##,dc=example,dc=com).

4. Click + Add authentication method.

5. Provide essential configuration parameters:

Parameter Value

Type External authentication

External authentication so- LDAP 10.0.0.2:389 bind dn:dc=example,dc=com
urce

Delete H
Authentication
Type External authentication ¥
External authentication LDAP 10.0.0.2:389 binddn:dc=example,dc=com 5]
source
Delete

6. Click Save.

Related topics:
e FEaxternal authentication
e Creating a user

o Quick start - SSH connections monitoring

4.12. User authentication against external LDAP server 126



ROZDZIAL D

Users

User defines a subject entitled to connect to servers within monitored IT infrastructure. Detailed
object definition (i.e. unique login and domain combination, full name, email address etc.)
enables precise accountability of user actions when login and password are substituted with a
shared account login credentials.

Block selected users semmmmn _c/cte selected users

L ]
Management Define new user Filter users list

e CEDED ED

admin superadmin Password
admin Pasgwond
Edit user definition '
api-abat-operator aperator Pasgwinnd :
api-robot-oparator? operator Password

api-rabal-superadrminl superadmin 1

api-rabot-user [F:1-
api-rabot-user? LisEr m

(" jooe user Joe Doe External authentication

kwitaszciyk s Konmad Wit

Reason the user has bee
ERDSTIAl AL L

mborysiak uger Michal Biorysss T
mzaborski superadmin  Wheel Systems  m.zaborske@wheelsystems.com Mariusz Zaborski External authentication
poawidek user Wheel Systermns  pudawidekB@wheelsysiems.com Pawed Jakul Dawidek  External authentication

Note: Wheel Fudo PAM allows importing users definitions from directory services such as
Active Directory or LDAP. For more information on users synchronization service, refer to the
Users synchronization topic.
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5.1 Creating a user

Warning: Data model objects: safes, users, servers, accounts and listeners are replicated
within the cluster and object instances must not be added on each node. In case the replica-
tion mechanism fails to copy objects to other nodes, contact technical support department.

1. Select Management > Users.

2. Click + Add.

Managemeant u]

Create new user

admin superadmin WHL_LAB Imig Nazwisko Password 1&n

adminD Somin amaiiemail.aa Paggword 3 ™
admin strator admin Fasswaord e
andraej user Password 2y

Note: Wheel Fudo PAM enables creating users based on the existing definitions. Click desired
user to access its configuration parameters and click Copy user to create a new object based on
the selected definition.

&admin v ?

Management

User

General

ID B848388532111147009

Synchronize with LDAP

Login admin

Account validity indefinite

3. Enter user login.

Note:

e While there can be more than one user with the same username, the login and domain
combination must be unique.

e The Login field is not case sensitive.

4. Enter user domain.

Note:

e When domain is specified, the user will have to include it when logging into the admini-
stration panel or when establishing monitored connections.
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e Default domain allows for a discretion - user can either include the domain or leave it out.

5. Select the Blocked option to prevent user from accessing servers and resources monitored
by Wheel Fudo PAM.

6. Define account’s validity period.

7. Select user’s role, which will determine the access rights.

Note: Access rights restrictions also apply to API interface access.

5.1. Creating a user 129



Wheel Fudo PAM 3.8 - System Documentation, Release is not supported

Role Access rights
user . .

e Connecting to servers through assigned safes.

e Loggin to the User Portal (requires adding the user to the portal
safe)

e Fetching servers’ passwords (requires additional access right).

service Accessing SNMP information.
operator e Logging in to the administration panel.

e Browsing objects: servers, users, safes, accounts, to which the user
has been assigned sufficient access permisions.

Blocking /unblocking objects: servers, users, safes, listeners, accounts,
to which the user has been assigned sufficient access permisions.

e Generating reports on demand and subscribing to periodic reports.

e Activating/deactivating email notifications.

e Viewing live and archived sessions involving objects (user, safe, ac-
count, server), to which the user has been assigned sufficient access
permissions.

Converting sessions and downloading converted content involving ob-
jects (user, safe, account, server), to which the user has been assigned
sufficient access permissions.

admin L . )

e Logging in to the administration panel.

e Managing objects: servers, users, safes, listeners, accounts, to which
the user has been assigned sufficient access permisions.
Blocking/unblocking objects: servers, users, safes, listeners, accounts,
to which the user has been assigned sufficient access permisions.

e Generating reports on demand and subscribing to periodic reports.

e Activating/deactivating email notifications.

e Viewing live and archived sessions involving objects (user, safe, acco-
unt, server), to which the user has been assigned management privi-
leges.

Converting sessions and downloading converted content involving ob-
jects (user, safe, account, server), to which the user has been assigned
sufficient access permissions.
Managing policies.

superadmin

e Full access rights to objects management.
e Full access rights to system configuration options.

8. Select user’s preferred language in Wheel Fudo PAM administration panel.

9. Grant access to safes.

5.1. Creating a user
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Note:

e Drag and drop safe objects to change the order in which safes are processed upon establi-
shing connection.

° m implies that the Reveal password option is disabled.

. implies, that the Reveal password option is enabled.

e Click safe to define time access policy.

10. Enter user’s full name.

11. Enter user’s email address.

12. Enter user’s organizational unit.
13. Enter user’s phone number.

14. Provide user’s Active Directory domain.

Note: If there are two users with the same login, one of which has the domain configured the
same as the default domain, and the other does not have the domain defined, Wheel Fudo PAM
will report authentication problem as it cannot determine which user is trying to connect.

15. Enter LDAP service Base DN parameter.

Note:
e LDAP base is necessary for authenticating the user using the Active Directory service.

e E.g. for example.com domain, the LDAP base parameter value should be dc=example,
dc=com.

16. In the Permissions section, select users allowed to manage this user object and in case of
operators/administrators, assign management privileges to selected data model objects.

Note: Granting a user access to certain session requires assigning management priviliges to:
server, account, user and safe objects that were used in the given connection.

17. In the Authentication section, select authentication type.
External authentication
e Select External authentication from the Type drop-down list.

e Select external authentication source from the Faternal authentication source drop-down
list.

Note: Refer to Faternal authentication topic for more information on external authentication
sources.
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Password
e Select Password from the Type drop-down list.
e Type password in the Password field.
e Repeat password in the Repeat password field.
SSH key
e Select SSH key from the Type drop-down list.

e Click the upload icon and browse the file system to find the public SSH key used for
verifying user’s identity.

One-time password

Warning: One-time passwords are used for implementing AAPM use case scenarios.

e Select One-time password from the Type drop-down list.

18. Click + Add authentication method to define more authentication methods.

Note: When processing user authentication requests, Wheel Fudo PAM verifies login creden-
tials against defined authentication methods in order in which those methods have been defined.

19. In the API section, click *  and define TP address used by an external system to com-
municate with Fudo over API.

20. Click Sawve.
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Management Fudo & admin -~ 7
User
General
o )
Blocked G Block account after it is created y - "
Set account’s validity period
Account validity ﬂ_hdoﬁnio :]
Define user access rights
Rale (usu 9
Select preferred FUDO interface language
Preferred language {WW 3
Grant access to safes
seres (B3 o a)
Full name { )
Email ( Email address
e ¢ ) CEED
phone [ Telephone number
A0 domain Active Directory domain
LDAP Base L LDAP service BaseDN parameter
Permissions
Granted users ' o Ql
L Users allowed to manage this object —1
Authentication =
Tvne P
Delete
API
Add source IP Source IP address used to access data structures over APl interface
Define another authentication method

m Store object definition

Related topics:

e Users synchronization

e Data model

e Default domain

e System initiation

e Servers

e Accounts

e Approving pending connections

e Declining pending connections

5.2 Editing a user

1. Select Management > Users.

2. Find and click desired user to access its configuration parameters.
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Managerm_.-m

+ Adid S Block & Unblock E Dalete T Add filter - 8]

Users
admin superadmin  WHL_LAB Imig Nazwisko Password 12m
admin emabBemail.aa Password 3
e it User definition Fassward e
Passward 2y

andreg] [T

Note: Define filters to limit the number of objects displayed on the list.

3. Modify configuration values as needed.

Note:

e ID is a read-only, unique object identifier and it is assigned by Wheel Fudo PAM when
object is created.

Management

User &1 Copy user

General
D B48388532111147082

Synchronize with LDAP

Leogin john_smith

e Unsaved changes are marked with an icon.

General Unsaved changes
Login: |ohn_amith
Blocked
Account walidity | rcedinie
HnllO Tt :

4. Click Save.
Related topics:
e Users synchronization
e Data model
e System initiation

e Servers
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o Accounts

5.3 Blocking a user

Warning: Blocking a user will terminate its current connections.

1. Select Management > Users.

2. Find and select desired objects.

Note: Define filters to limit the number of objects displayed on the list.

3. Click Block.

Management

Select objects

Ll - - . s Imig Mazwisko Password 12 mimses age
mmD Block selected objects emuemail. aa Passwerd 3 months age

‘admin istrator admin Password never

andrze] user Password 2 yidrs, 5 manths ago

4. Optionally, provide blocking reason and click Confirm.

Note: To view the blocking reason, place the cursor over the ® icon on the accounts list.

Block objects

Provide blocking reason

Block selected objects

Note: Users can also be blocked by accessing the user object configuration form.
e Select the Blocked option.

e Provide an optional blocking reason.
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Management ¢ Fudo’

User % Copy user

General
1D 848388532111147024
Synchronize with LDAP

Login john_smith

Blocked Reason

e Click Save.

Related topics:

Users synchronization

e Data model

System initiation
e Servers

Accounts

5.4 Unblocking a user

1. Select Management > Users.

2. Find and select desired objects.

Note: Define filters to limit the number of objects displayed on the list.

3. Click Unblock.

Management

Select objects

admin AR Irnig Marwiske Passweord 11 mintes ago

G dming I Activate selected objects B Password 3 manths ago -
admin istrator SN Passwerd ever
andrze| user Password 2 years, 5 months ago
aneyTrUE Liser 2 years, 2 menths age

4. Click Confirm to unblock selected objects.
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Unblock objects

e iU BURS YU want % unbiaci 1 object?

-

Confirm unblocking selected objects

Related topics:
e Users synchronization
e Data model
o System initiation
o Servers

e Accounts

5.5 Deleting a user

Warning: Deleting a user definition will terminate its current connections.

1. Select Management > Users.

2. Find and select desired object.

Note: Define filters to limit the number of objects displayed on the list.

3. Click Delete.

Managemeant

& Unblock |'ﬂn*. |

............... M- 40 Imig Mazwisko Password 12nm
Delete selected objects maiGemail aa Password 3
admin strator sdmin Fasswaord MR
androgj user Password 2 yae
4. Confirm deleting selected objects.
5.5. Deleting a user 137



Wheel Fudo PAM 3.8 - System Documentation, Release is not supported

Dalate objacts

APE U BURS YOu want i dekets 1 abgect?

B -

Confirm deleting selected objects

Related topics:
e Users synchronization

Data model

System initiation

Servers

o Accounts

5.6 Time access policy

Wheel Fudo PAM can regulate access to safes based on time. To define time based safe access,
proceed as follows.

1. Select Management > Users.

2. Find and click desired user to access its configuration parameters.

Management

+ Add S Block & Unblock E Delete

Usars

admin superadmin WHL_LAB Imig MNarwisko Password 12m
acdmin emaifemail aa Pazgward 3 e

Fassword e

andrzej user Password 2 yo

Note: Define filters to limit the number of objects displayed on the list.

3. Click desired safe object.
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L

Preferred language English

Click to define access time policy to the safe

Safes 55H J portal | Y |

Full name

Email

4. Select the Blocked option to disable access through given safe.

5. Provide Valid from and Valid to dates to define time interval when user is allowed to access
servers through given safe.

6. Select the Enable time policy option.

7. Select the Reveal password option to allow user to see the passwords to accounts that are
grouped in selected safe.

Note: Passwords can be viewed in User Portal.

8. Click the weekly calendar to define time interval.
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Access time policy for user Z to safe z_test "

2017-11-23 13:21:43 : s

2017-11-26 13:21:45

Thursday ccess time interval

Sunday

3 -

9. Click OK.
10. Click Sawve.
Related topics:
e Creating a user
e ServiceNow - granting access
o Servers

o Accounts

5.7 Default domain

Note:

e In case the default domain is specified and the user does not have a domain defined, when
logging in, the user can either include the domain (e.g. john_smith@domain) or leave it
out (e.g. john_smith).

o If there are two users with the same login, one of which has the domain configured the
same as the default domain, and the other does not have the domain defined, Wheel Fudo
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PAM will report authentication problem as it cannot determine which user is trying to
connect.

Defining default domain
1. Select Settings > System.
2. In the User authentication section, provide the default domain.
3. Click Save.
Related topics:
e Creating a user

o Users synchronization
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5.8 Roles
Role Access rights
user i i

e Connecting to servers through assigned safes.

e Loggin to the User Portal (requires adding the user to the portal
safe)

e Fetching servers’ passwords (requires additional access right).

service Accessing SNMP information.
operator e Logging in to the administration panel.

e Browsing objects: servers, users, safes, accounts, to which the user
has been assigned sufficient access permisions.

Blocking /unblocking objects: servers, users, safes, listeners, accounts,
to which the user has been assigned sufficient access permisions.

e Generating reports on demand and subscribing to periodic reports.

e Activating/deactivating email notifications.

e Viewing live and archived sessions involving objects (user, safe, ac-
count, server), to which the user has been assigned sufficient access
permissions.

Converting sessions and downloading converted content involving ob-
jects (user, safe, account, server), to which the user has been assigned
sufficient access permissions.

admin L. .. .

e Logging in to the administration panel.

e Managing objects: servers, users, safes, listeners, accounts, to which
the user has been assigned sufficient access permisions.

Blocking /unblocking objects: servers, users, safes, listeners, accounts,
to which the user has been assigned sufficient access permisions.

e Generating reports on demand and subscribing to periodic reports.

e Activating/deactivating email notifications.

e Viewing live and archived sessions involving objects (user, safe, acco-
unt, server), to which the user has been assigned management privi-
leges.

Converting sessions and downloading converted content involving ob-
jects (user, safe, account, server), to which the user has been assigned
sufficient access permissions.
Managing policies.

superadmin

e Full access rights to objects management.
e Full access rights to system configuration options.

Related topics:

5.8. Roles
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Users synchronization

Data model

System initiation
o Servers

Accounts

5.9 Users synchronization

User is one of the fundamental data model entity. Only defined users are allowed to connect
to monitored servers. Wheel Fudo PAM features automatic users synchronization service which
enables importing users information from Active Directory servers or other servers compatible
with the LDAP protocol.

New users definitions and changes in existing objects are imported from the directory service
periodically every 5 minutes. Deleting a user object from an AD or an LDAP server requires
performing the full synchronization to reflect those changes on Wheel Fudo PAM. The full
synchronization process is triggered automatically once a day at 00:00, or can be triggered
manually.

Note:
e Wheel Fudo PAM supports nested LDAP groups.

e Users imported from the catalog service cannot be edited. To edit a user definition impor-
ted from an LDAP or an AD server, disable the Synchronize with LDAP option for the
given user.

-
Managemaent { FUudO Administration panel

Login ael
Blocked
Account validity Indafirite H
Aole uger H

Settings

Configuring users synchronization service

To enable users synchronization feature, proceed as follows.
1. Select Settings > LDAP synchronization.
2. Select Enabled.
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. In case of cluster configuration, from the Active cluster node drop-down list, select which

node will be performing objects synchronization with LDAP service.

. Click + Add LDAP domain.

Provide domain’s name.

Define priority, determining the order in which domains are queried.

Note: Lower number translates to higher priority.

LDAP synchronization

Enabled
Active cluster node node #1 v
LDAP server @D AD | 10.0.0.11:389 v
Random LDAP server name 9 LDAP | 10.0.0.4:389 ~
Name Random LDAP server name
Priority 2 s
Delete

In the Directory service section, select data source type from the Server type drop-down
list.

Provide the user authentication information to access user data on given server.

. Enter domain name, to which imported users are assigned to.
10.
11.

Provide base DN parameter for users’ objects (eg. DC=devel,DC=whl).

Provide base DN for parameter groups’ objects (eg. DC=tech,DC=whl).

Note: DN parameter should not contain any white space characters.

12.

13.

Define filter (or leave the default value) for user records, which are subject to synchroni-
zation.

Define filter (or leave the default value) for user groups, which are subject to synchroniza-
tion.
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Directory service

Server type
Username
Password

Domain name
Base user

Base group

User filter

Group filter

Active Directory ¥

Administrator

tech.whl

DC=tech,DC=whl

DC=tech,DC=whl

(&(objectclass=user))

(&(objectclass=group))

14. Click ' in the LDAP controllers section to define directory service server.

15. Provide IP address and port number.

Note: In case of TLS-encrypted connection, define LDAP server’s address using its full domain
name (e.g. tech.ldap.com) instead of an IP address, to ensure the certificate is verified properly.
Make sure that the given server name is included in certificate’s Common Name field.

16. Select the Page LDAP results option to enable paging.

17. Select the Encrypted connection option to enable encryption and upload the CA certificate.

Note: Click ©  to add more directory servers.

LDAP controllers

Address

Page LDAP results
Encrypted connection

Delete

10.0.0.2 Port | 389

18. Define user information mapping.

Note: Fields mapping enables importing users information from nonstandard attributes, e.g.
telephone number defined in an attribute named mobile instead of the standard telephoneNum-

ber.
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Fields mapping A
Login  sAMAccounthame
Email mail
Group assignment  memberot

Phone ‘talephoneNumbar

= LDAP synchronization

Organization company

Full name displayNarne

name
GuID obpctGUID
External authentication Define user information mapping for nonstandard attributes names

External authentication & Active Directory 10.0.40.100:389 domain:tech.whi
source Active Diractery 10.0.40.101:389 domain:tech2.wh

Group mappings

m « Save Farce full synchronization

19. Click ¥ in the Groups mapping section to define user groups to safes assignment.

20. Type in user group and select desired entry.

Group mappings

Mapping Ci=11, OU=tastowa DC=tach, DC ; q o
Enter group name

CH=11,OU=tastowa, DC=tach, DC -
B Select entry from the list

SR
CH=Administratorzy funkcji Hyper-V,GN=Builtin, DC=1ech,DC=whi fov | ®
Ch=Administratorzy presdsipbiorstwa, CH=Lisers, DC=tach, DC=wh L

v %

CH=Administralorry schematu C=Users, DC=tach, DC=whl

—‘ Admin| I-l orach 3 &, ]

+

21. Assign safes to user groups.

22. Assign external authentication sources to user groups.

Note: External authentication sources are assigned to users in the exact sequence they are
defined in groups mapping. Thus if the same user is present in more than one group, Wheel
Fudo PAM will be authenticating him against external authentication sources starting from
those defined in the first group mapping defined.

For example:

A user is assigned to groups A and B. Group B is mapped to Safe RDP and has CERB and Radius
authentication sources assigned. Group A is second in order and it is mapped to Safe SSH and
has AD authentication source assigned.
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Group mappings

Mapping Group B =2 Connection RDP : a, ~ x
CERB
Radius
1 AD

Mapping Group A 3  Connection SSH T Ty | %
—| CERB

+
Radius

AD

Authenticating a user, Wheel Fudo PAM will send requests to external authentication sources

in the following order:
1. CERB.
2. Radius.
3. AD.

23. Click Sawve.

Note: The Force full synchronization option enables processing changes in directory structures
which cannot be processed during periodical synchronization, eg. deleting a defined group or

deleting a user.

The full synchronization process is triggered automatically once a day at 00:00, or can be trig-

gered manually.

Related topics:
e User authentication against external LDAP server
e Users management
e Servers management

o Accounts

5.10 Adding a mobile device

A mobile device enables accepting/rejecting access to servers, accessing which require admini-

strator’s approval.

Note: Before adding a mobile device a proxy service must be configured. For more information
on setting up proxy for 4-Eyes authentication, refer to Prozy servers configuration topic.
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1. Login to Wheel Fudo PAM administration panel using login credentials of the user that
you want to add a mobile device to.

2. Select Management > Users.

3. Browse the list and click the user object definition.

Managemeant
o

+ Add @ Block & Unblack E Delete T Add filter ~ Searck

Usars

admin superadmin WHL_LAB Imig Nazwisko Password 12m
BTN emabiiemail ag Password 3

Passwaord e

andraoe] user Password 2 ye

Note: Define filters to limit the number of objects displayed on the list.

4. In the Fudo Mobile section, click Add device.

Fudo Mobile

| Initiate binding user account
|  with Fudo Mobile instance

5. Launch Fudo Mobile application.
6. Select + in the top right corner to create new profile.
7. Select Scan option and scan the QR code.

Add mobile device 3

Run the Fudo Mobile application and scan the QR code below using the QR code scanning
functionality in the new profile view.

Show JSON data

3 -
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Note: Alternatively, click Show JSON data, select Paste and paste profile data.

Add mobile device

Run the Fudo Mobile application and scan the QR code below using the QR code scanning
functionality in the new profile view.

{'cluster': {'token': u'55594435-cacB-11e7-8965-808c29bb6fRB', 'finger
print': ‘'E9:9C:D2:30:46:69:D6:B85:14:22:12:6A:E6:26:D8:C8:C7:62:81:92:D
A:41:78:41:0D:A09:A2:92:89:66:19:A6"}, 'proxy': {'addresses': [{'host':
u'le.a.8.2e8', 'port': 443e@}], 'fingerprint’': 'EE:BA:64:64:1C:86:3A:1
@:C3:1A:FB:D5:AE: 2B: 1A B1:EE: 16:F7:6@:10: 1A:F7:B6:55: 7B:5F:EFtA5:C3:2
7:61'}, 'user': {'id': 688817234285736962, 'mobiletoken': u'68083d@Be-b
f7c-5782-1aac-b558614ccddd', 'device_id': 6BBB17234285736964L}}

Show QR code

8. Define profile name and select Save.
9. Click OK to hide the QR code modal window.
10. Click Save to store changes in user account.
Related topics:
o User authentication methods and modes
e Proxy servers configuration

e Removing paired mobile device

5.11 Removing paired mobile device

1. Select Management > Users.

2. Find and click desired user to access its configuration parameters.

Managemeant
2

+ Add @ Block & Unblock B Delete T Add filter ~ Searck

Users
admin superadmin  WHL_LAB Imig Nazwisko Password 12m
admin emaidemail.as Password 3 m
a Cdit user definition Password neve
androgj LSEr Password 2 yae
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Note: Define filters to limit the number of objects displayed on the list.

3. In the Fudo Mobile section, click Remowve device.

Fudo Mobile

Platfarm ]

Push ID = Remove mobile device

‘ Ramove device

4. Click Confirm to proceed with device removal.
5. Click Save.
Related topics:
e Users synchronization
e Data model
e System initiation
e Servers

Accounts

5.11. Removing paired mobile device
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Servers

Server is a definition of the IT infrastructure resource, which can be accessed over one of the
specified protocols.

Block access to selected semvers

_Activate access to selected servers

Management e Delete selected servers

— ) [

ContQS 55H 10.0.7.11 22 1 manth, 1 week ago

FreeBSD10 88H 10.0.45.4 2 1 weak, B days ago
10.0.35.52 22 1 maonth, 1 week ago
10.0.40.101 fxt:l] 1 ronth, 1 wesk 3g0

10.0.8.106 X388

localhost

Reason the resource has bee

6.1 Creating a server

6.1.1 Static server

6.1.1.1 Creating a Citrix server

1. Select Management > Servers.

2. Click + Add.

151



Wheel Fudo PAM 3.8 - System Documentation, Release is not supported

Management

IO ol

=

Create new safe !

10.0,38.1 S8H 10.0.35.1

MES0L-100035.1 M35 S04 (TDS) 10L0.35.1
WMYSOL-0-10.0.35.52 My SaL 10.0.35.52
MYSOL- 10002351 MySQL 10035
QORACLE-10,0.40.148 Crache 10.0,40.148
ADP-D-10.0.35.54, ADP-0-10.0.35.54-AN. . ADF 10.0.35.54
RDP=-10.0.8.103: RDP 10.0.8.903

22

1433

306

3306

3388

3389

4 manths,
ravar
2 yesrs, 5
-1
2 yoars, §
T year agy

1 year g

Enter server’s unique name.
Select Blocked option to disable access to server after it’s created.
Select Citrix StoreFront (HTTP) from the Protocol drop-down list.

Enter value of the HTTP timeout parameter, determining the time period of inactivity
(expressed in seconds), after which the user will have to authenticate again.

Enter optional description, which will help identifying this server object.

. In the Permissions section, add users allowed to manage this object.
. In the Destination host section, enter server’s IP address and port number.

10.

From the Bind address drop-down list, select Wheel Fudo PAM IP address used for com-
municating with this server.

Note:

e The Bind address drop-down list elements are IP address defined in the Network con-

figuration menu (Network interfaces configuration) or labeled IP addresses (Labeled IP
addresses).

In case of cluster configuration, select a labeled IP address from the Bind address drop-
down list and make sure that other nodes have IP addresses assigned to this label. For
more information refer to the Labeled IP addresses topic.

11.
12.
13.

14.

15.
16.

In the URL field, enter Citrix StoreFront base URL.
Select Enable SSLv2 support to allow SSL v2 encrypted connections.
Select Enable SSLv3 support to allow SSL v3 encrypted connections.

Click |_| to upload CA certificate.

Click |_| to download server key.

Click Sawve.
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Fudo’ & s

Server

General : .
Unigue object name —

e — )

Disable access after object is created

Protocel ( Citrix StoreFrent (HTTF) 2 Select connection
— ) Gl
Desoription ( Add optional descr

Permissions

Granted wsers

Destination host

Bind podress (: Any

Enable SS1v2 support 0 Allow 551Lv2 connections

Enable S8Lv3 support . Allow S5Lv3 connections

CA cortificate Upload CA certificate O

SHA1

Server certificate Fetch server certificate —O

SHA

VAL ( ) Specify StoreFront b
m Save object’s definition

Related topics:
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e Data model

o Creating a Clitriz listener
o [CA wvia Citriz StoreFront
o Clitriz StoreFront (HTTP)
o [CA

o [CA configuration file

6.1.1.2 Creating an HTTP server

Note:
e A server object can be linked to only one anonymous account.

e A server object can be linked to only one forward account.

1. Select Management > Servers.

2. Click + Add.

Management

Create new safe 1

10.0,38.1 S8H 10.0.35.1

MSS0L-1000.35.1 MS SOL (TDS) 10.0.35.1 1433 raver
MYSAL-0-1000.35.52 My SQL 10.0.35.52 3306 2 years, 5
MYSOL- 10002351 MySQL 10035 3306 rever
CRACLE-10.0.40.145 Crrache 10040148 1521 2 yoars, §
ADP-0-10.0.35.54, ADP-0-10.0.35.54-AN. . ADP 1003554 3380 1 year ag
RDP=-10.0.8.103: RDP 10.0.8.903 3388 1 year ag

Enter server’s unique name.
Select Blocked option to disable access to server after it’s created.

Select HTTP from the Protocol drop-down list.

A T

Enter value of the HTTP timeout parameter, determining the time period of inactivity
(expressed in seconds), after which the user will have to authenticate again.

=

Enter optional description, which will help identifying this server object.
8. In the Permissions section, add users allowed to manage this object.
9. In the Destination host section, enter server’s IP address and port number.

10. From the Bind address drop-down list, select Wheel Fudo PAM IP address used for com-
municating with this server.

Note:
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e The Bind address drop-down list elements are IP address defined in the Network con-
figuration menu (Network interfaces configuration) or labeled IP addresses (Labeled 1P
addresses).

e In case of cluster configuration, select a labeled IP address from the Bind address drop-
down list and make sure that other nodes have IP addresses assigned to this label. For
more information refer to the Labeled IP addresses topic.

11. Specify the monitored resource in the HTTP host field.

12. Select the Use TLS options to connect to monitored server over TLS.

13. Select the Enable SSLv2 support to support SSL v2 encrypted connections.
14. Select the Enable SSLv3 support to support SSL v3 encrypted connections.

15. Click to upload CA certificate.

16. Click to download server key.
17. Click Save.
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Managerment F"lel:l.
Sarver
General
Name
Protacal
HTTP timeout
Enable S5Lv2 support

Enable 55Lv3 support

Description

Permissions

Granted users

Destination host

Address
Bind address

HTTP host

Server certificate

Related topics:

e Data model

o System initiation
o Users

Listeners

Safes

Accounts

6.1.1.3 Creating an ICA server

1. Select Management > Servers.

Unigue object name —

Disable access after object is created

£ Select connection prof

Enter HTTP connectio

Select to enable SSL v2 encrypted connections

Select to enable SSL v3 encrypted connections

Add optional descripti

Users allowed to manage this object

Semvers IP address and

( Fort B

)

- Source IP address

Specify monitored res

E)- s

Connect to server over TLS

Click to download server's certificate

Click to upload server's certificate

= e

SHA1

Save object's definition

6.1. Creating a server
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2.

Management

Click + Add.

Create new safe 1

10.0,35.1

S9H

10.0.35.1

MESQL-10.0.35.1 ME SOL (TDS) 10.0.35.1
MYSOL-0-10.0.35,52 My SQL 10.0,35.52
MYSOL-10U0.35.1 MySQL 10.0.35.1
CRACLE-10.0.40.148 Crracke 10040148
ADP-0-10.0.35.54, RDP-0-10.0.35.54-AN. . AOP 10.0.35.54
ROP-10.0.8.103 AODP 100,803

1433
306

3306

33ap

3388

4 manths,
Favar
2 years, 5
il
£ yoars, §
1 year ag

1 year ag

3. Enter server’s unique name.

4. Select Blocked option to disable access to server after it’s created.

5. Select ICA from the Protocol drop-down list.

6. Enter optional description, which will help identifying this server object.

7. In the Permissions section, add users allowed to manage this object.

8. In the Destination host section, enter server’s IP address and port number.

9. From the Bind address drop-down list, select Wheel Fudo PAM IP address used for com-
municating with this server.

Note:

e The Bind address drop-down list elements are IP address defined in the Network con-

figuration menu (Network interfaces configuration) or labeled 1P addresses (Labeled IP
addresses).

In case of cluster configuration, select a labeled IP address from the Bind address drop-
down list and make sure that other nodes have IP addresses assigned to this label. For
more information refer to the Labeled IP addresses topic.

10.
11.
12.

13.

14.
15.

Select the Use TLS options to connect to monitored server over TLS.
Select the Enable SSLv2 support to support SSL v2 encrypted connections.
Select the Enable SSLv3 support to support SSL v3 encrypted connections.

Click |_| to upload CA certificate.

Click |_| to download server key.

Click Save.
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Management Fudo

Sarver

General Unigue object name —
o )

Disable access after object is created

Pratocal ﬂ_m # Select connecti

Description [ Add optional de

Users allowed to manage this object

Permissions

Granted users

Settings Destination host
i Semvers IP address and port number

Address

Bind address Q-m- - Source |P addre

Connect to server over TLS

Enable S5Lv2 support Select to enable S5L v2 encrypted connections

Enabile S5Lv3 support

Select to enable S5L v3 encrypted connections

Server certificate

Click to download server's certificate

Click to upload server's cerificate

SHA

m Save object's definition

Related topics:
Data model
o [CA

Creating an ICA listener
ICA configuration file
o /CA

6.1.1.4 Creating a Modbus server
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Note:
e A server object can be linked to only one anonymous account.

e A server object can be linked to only one forward account.

1. Select Management > Servers.

2. Click + Add.

Management

Create new safe !

10.0.35.1 S8H 10.0.35.1

MESAL-10.0.35.1 WS SOL (TDS) 10.0.35.1
WMYSQL-0-10.0.35,52 My SQL 10.0,35.52
MYSQL-10.0.35.1 MySaL 10.0.35.1
QRACLE-10.0.40.148 Orache 1000L40.148
ADP-0-1000.35.54, ADP-0-10.0.35.54-AN. ADP 10.0.35.54
ROP-10.0.8.103 ROP T0.0.8. 703

22

1433

306

3306

3388

3383

4 mamhsg
maver
2 yesrs, 5
Peavial
2 years, 5
T year agy

1 year ag

3. Enter server’s unique name.

4. Select Blocked option to disable access to server after it’s created.

5. Select Modbus from the Protocol drop-down list.

6. Enter optional description, which will help identifying this server object.

7. In the Permissions section, add users allowed to manage this object.

8. In the Destination host section, enter server’s IP address and port number.

9. From the Bind address drop-down list, select Wheel Fudo PAM IP address used for com-
municating with this server.

Note:

e The Bind address drop-down list elements are IP address defined in the Network con-
figuration menu (Network interfaces configuration) or labeled IP addresses (Labeled IP
addresses).

e In case of cluster configuration, select a labeled IP address from the Bind address drop-

down list and make sure that other nodes have IP addresses assigned to this label. For
more information refer to the Labeled IP addresses topic.

10. Click Sawve.
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Managament

Sarver

General Unique object name —]
MName t )

Disable access after object is created

Protacal &lndm.a ‘= Select connection prof

Description t[ Add optional descripti

Permissions

Granted users

Users allowed to manage this object

Destination host
Server's IP address and

Address ( | Pom | 502

. (m Uam Source IP address
S Reset, Save object's definition

Related topics:

e Data model

System initiation
e Users

Listeners

Safes

Accounts

6.1.1.5 Creating a MS SQL server

Note:
e A server object can be linked to only one anonymous account.

e A server object can be linked to only one forward account.

1. Select Management > Servers.

2. Click + Add.
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Management

Create new safe !

10.0,38.1 S8H 10.0.35.1 22 4 manhs,

MSSOL-1000.35.1 M3 S0 (TDS) 10.0.35.1 1433 maver
WMYSQL-0-10.0.35,52 My SQL 10.0,35.52 306 2 years, 5
MYSQAL-10.0.35.1 MySQL 10.0.35.1 3306 rever
ORACLE-10,0.40.148 Oracie 10.0.40.148 1521 2 yoars, §
RADP-0-10.0.35.54, ADP-0-10.0.35.54-AN. . ADP 10.0.35.54 3388 1 year s
ROP-1000.8.103: ADP 10068703 3389 1 year e

3. Enter server’s unique name.

4. Select Blocked option to disable access to server after it’s created.

5. Select MS SQL (TDS) from the Protocol drop-down list.

6. Enter optional description, which will help identifying this server object.

7. In the Permissions section, add users allowed to manage this object.

8. In the Destination host section, enter server’s IP address and port number.

9. From the Bind address drop-down list, select Wheel Fudo PAM IP address used for com-
municating with this server.

Note:

e The Bind address drop-down list elements are IP address defined in the Network con-
figuration menu (Network interfaces configuration) or labeled IP addresses (Labeled IP
addresses).

e In case of cluster configuration, select a labeled IP address from the Bind address drop-
down list and make sure that other nodes have IP addresses assigned to this label. For
more information refer to the Labeled IP addresses topic.

10. Click Sawve.
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Managament

Server

General Unique object name —]
MName t )

Protacal &15 SQL (TDS) ‘= Select connection prof
Description t[ Add optional descripti

Permissions

Granted users

Destination host Users allowed to manage this object

Server's IP address and

Address ( U Pot | 1433 )

Bind address (_Arrr Cmm Source [P address

m Save object’s definition

Related topics:

e Data model

System initiation
e Users
Listeners

Safes

Accounts

6.1.1.6 Creating a MySQL server

Note:
e A server object can be linked to only one anonymous account.

e A server object can be linked to only one forward account.

1. Select Management > Servers.

2. Click + Add.
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Management

Create new safe !

10.0,38.1 S8H 10.0.35.1 22 4 manhs,

MSSOL-1000.35.1 M3 S0 (TDS) 10.0.35.1 1433 maver
WMYSQL-0-10.0.35,52 My SQL 10.0,35.52 306 2 years, 5
MYSQAL-10.0.35.1 MySQL 10.0.35.1 3306 rever
ORACLE-10,0.40.148 Oracie 10.0.40.148 1521 2 yoars, §
RADP-0-10.0.35.54, ADP-0-10.0.35.54-AN. . ADP 10.0.35.54 3388 1 year s
ROP-1000.8.103: ADP 10068703 3389 1 year e

3. Enter server’s unique name.

4. Select Blocked option to disable access to server after it’s created.

5. Select MySQL from the Protocol drop-down list.

6. Enter optional description, which will help identifying this server object.

7. In the Permissions section, add users allowed to manage this object.

8. In the Destination host section, enter server’s IP address and port number.

9. From the Bind address drop-down list, select Wheel Fudo PAM IP address used for com-
municating with this server.

Note:

e The Bind address drop-down list elements are IP address defined in the Network con-
figuration menu (Network interfaces configuration) or labeled IP addresses (Labeled IP
addresses).

e In case of cluster configuration, select a labeled IP address from the Bind address drop-
down list and make sure that other nodes have IP addresses assigned to this label. For
more information refer to the Labeled IP addresses topic.

10. Click Sawve.
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Managament

Sarver

General Unique object name —]
MName t )

Disable access after object is created

Pratacal ] 1 nnectiol ]
MySaL Select connection pro

Description t[ Add optional descripti

Permissions

Granted users

Users allowed to manage this object

Destination host
Server's IP address and

Address ( | Pomt | 3306

. (m Uam Source IP address
S Reset, Save object's definition

Related topics:

e Data model

System initiation
e Users

Listeners

Safes

Accounts

6.1.1.7 Creating an Oracle server

Note:
e A server object can be linked to only one anonymous account.

e A server object can be linked to only one forward account.

1. Select Management > Servers.

2. Click + Add.
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Management

Create new safe !

10.0,38.1 S8H 10.0.35.1 22 4 manhs,

MSSOL-1000.35.1 M3 S0 (TDS) 10.0.35.1 1433 maver
WMYSQL-0-10.0.35,52 My SQL 10.0,35.52 306 2 years, 5
MYSQAL-10.0.35.1 MySQL 10.0.35.1 3306 rever
ORACLE-10,0.40.148 Oracie 10.0.40.148 1521 2 yoars, §
RADP-0-10.0.35.54, ADP-0-10.0.35.54-AN. . ADP 10.0.35.54 3388 1 year s
ROP-1000.8.103: ADP 10068703 3389 1 year e

3. Enter server’s unique name.

4. Select Blocked option to disable access to server after it’s created.

5. Select Oracle from the Protocol drop-down list.

6. Enter optional description, which will help identifying this server object.

7. In the Permissions section, add users allowed to manage this object.

8. In the Destination host section, enter server’s IP address and port number.

9. From the Bind address drop-down list, select Wheel Fudo PAM IP address used for com-
municating with this server.

Note:

e The Bind address drop-down list elements are IP address defined in the Network con-
figuration menu (Network interfaces configuration) or labeled IP addresses (Labeled IP
addresses).

e In case of cluster configuration, select a labeled IP address from the Bind address drop-
down list and make sure that other nodes have IP addresses assigned to this label. For
more information refer to the Labeled IP addresses topic.

10. Click Sawve.
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Managament

Sarver

General Unique object name —
Name l )

Disable access after object is created

Protocal @mm ‘= Select connection prof

Description t[ Add optional descripti

Permissions

Granted usars

Users allowed to manage this object

Destination host
Server's IP address and

Address ( U Pomt | 1521

Bind scdress (W Source IP address
m Save object's definition

Related topics:
e Data model
e System initiation
o Users

Listeners

Safes

Accounts

6.1.1.8 Creating an RDP server

Note:
e A server object can be linked to only one anonymous account.

e A server object can be linked to only one forward account.

1. Select Management > Servers.

2. Click + Add.
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Management

Create new safe !

10.0,38.1 S8H 10.0.35.1 22 4 manhs,

MSSOL-1000.35.1 M3 S0 (TDS) 10.0.35.1 1433 maver
WMYSQL-0-10.0.35,52 My SQL 10.0,35.52 306 2 years, 5
MYSQAL-10.0.35.1 MySQL 10.0.35.1 3306 rever
ORACLE-10,0.40.148 Oracie 10.0.40.148 1521 2 yoars, §
RADP-0-10.0.35.54, ADP-0-10.0.35.54-AN. . ADP 10.0.35.54 3388 1 year s
ROP-1000.8.103: ADP 10068703 3389 1 year e

Enter server’s unique name.

Select Blocked option to disable access to server after it’s created.

Select RDP from the Protocol drop-down list.

From the Security drop-down list, select RDP connection security mode.
Enter optional description, which will help identifying this server object.

In the Permissions section, add users allowed to manage this object.

L ® N o e W

In the Destination host section, enter server’s IP address and RDP service port number.

10. From the Bind address drop-down list, select Wheel Fudo PAM IP address used for com-
municating with this server.

Note:

e The Bind address drop-down list elements are IP address defined in the Network con-
figuration menu (Network interfaces configuration) or labeled 1P addresses (Labeled IP
addresses).

e In case of cluster configuration, select a labeled IP address from the Bind address drop-
down list and make sure that other nodes have IP addresses assigned to this label. For
more information refer to the Labeled IP addresses topic.

10. Click |_| to upload CA certificate.

11. Click |_| to download server key.
12. Click Sawve.
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Managemant Fudo' &

Server

General Unigue object name ]
- )

Blocked Disable access after object is created
—y DY e omecion
Sacurity [:Enh.anced ROP Security (TLS) + MLA& H SE'ECT. RDFF SECUri
—
Permissions
Granted usars

Destination host Users allowed to manage this object

IF address (: ¥ Port g )
Bind address (Mr 3 Source |IP addres

CA cartificate Q
Click to upload CA certificate

Sarver certificate O

Click to download server's certificate

m Save object’s definition

Related topics:
e Data model
o System initiation

o Users
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e Listeners
e Safes

o Accounts

6.1.1.9 Creating an SSH server

Note:
e A server object can be linked to only one anonymous account.

e A server object can be linked to only one forward account.

1. Select Management > Servers.

2. Click + Add.

Management

Create new safe !

10.0,35.1 S8H 10.0.35.1

MSS0L-10.0.35.1 M5 SOL (TDS) 10.0.35.1
MYSQL-0-10.0.35,52 MySQL 10.0,35.52
MYSQL-10.0035.1 MySQL 10.0.35.1
CRACLE-10.0.40.145 Crrache 10040148
ADP-0-10.0.35.54, ADP-0-10.0.35.54-AN. .. ADP 10.0.35.54
RDP-1000.8.103: ADP 10.0.8.903

22

1433

306

3306

338

3349

4 manths,
Feaiiar
2 years, 5
raver
2 yoars, §
1 year ag

1 year ag

3. Enter server’s unique name.

4. Select Blocked option to disable access to server after it’s created.

5. Select SSH from the Protocol drop-down list.

6. Enter optional description, which will help identifying this server object.

7. In the Permissions section, add users allowed to manage this object.

8. In the Destination host section, enter server’s IP address and SSH service port number.

9. From the Bind address drop-down list, select Wheel Fudo PAM IP address used for com-
municating with this server.

Note:

e The Bind address drop-down list elements are IP address defined in the Network con-
figuration menu (Network interfaces configuration) or labeled IP addresses (Labeled IP
addresses).

e In case of cluster configuration, select a labeled IP address from the Bind address drop-
down list and make sure that other nodes have IP addresses assigned to this label. For
more information refer to the Labeled IP addresses topic.
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10. Click the fetch key icon to download server’s public key.

11. Click Save.

Management F"LIUU.
Sarver
General

Blocked
Protocol
Deseription

Permissions
Granbed users

Destination host

Settings

Addrass

Bind address

Sarver public key

Related topics:
e Data model
o System initiation
e Users

Listeners

Safes

Accounts

6.1.1.10 Creating a Telnet server

Unigue object name —

-

Disable access after object is created

Fom Select connection

Add optional desc

Users allowed to manage this object

Semver's IP address

s Source |IP addres

Click to download server's public key

@iu

SHA1

m Save object’s definition
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Note:

A server object can be linked to only one anonymous account.
A server object can be linked to only one forward account.

In case of Telnet connections over forward and regular accounts, users are asked to provide
their login credentials twice. First time to authenticate against Wheel Fudo PAM and then
to connect to the target host.

Management

© e N e s W

. Select Management > Servers.

. Click + Add.

Create new safe !

10.0,35.1 S8H 10.0.35.1

MSS0L-1000035.1 M5 SOL (TDS) 10L0.35.1
MYSOL-0-10.0035 52 MyS0L 10.0.35.52
MYSOL-1000.35.1 MySQL 10.0.35.1
ORACLE-10.0,40.148 Oracin 10.0.40.148
ROP-0-10.0.35.54, ADP-0-10.0.35.54-AN... ROP 10.0.35.54
ADP-10.0.8.103: RDP 10.0LE. 903

22

1433

3306

3306

338

3388

4 manths,
Feaiiar
2 years, 5
raver
2 yoars, §
1 year agy

1 year ag

Enter server’s unique name.

Select Blocked option to disable access to server after it’s created.

Select Telnet from the Protocol drop-down list.

Enter optional description, which will help identifying this server object.
In the Permissions section, add users allowed to manage this object.

In the Destination host section, enter server’s IP address and port number.

From the Bind address drop-down list, select Wheel Fudo PAM IP address used for com-
municating with this server.

Note:

The Bind address drop-down list elements are IP address defined in the Network con-
figuration menu (Network interfaces configuration) or labeled IP addresses (Labeled IP
addresses).

In case of cluster configuration, select a labeled IP address from the Bind address drop-
down list and make sure that other nodes have IP addresses assigned to this label. For
more information refer to the Labeled IP addresses topic.

10.
11.
12.

Select the Use TLS options to connect to monitored server over TLS.
Select the Enable SSLv2 support to support SSL v2 encrypted connections.

Select the Enable SSLv8 support to support SSL v3 encrypted connections.
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13. Click D to upload CA certificate.

14. Click D to download server key.
15. Click Save.

Management Fud u' & admi

Server

General : .
Unigue object name —

Mame

Blocked Disable access after object is created

Protocol | Teinet s Select connection pre

Description Add optional descript

Permissions

Granted users

Destination host

Bind address

v =0
(

Enable 55Lv2 support
Enable SSLv3 support

CA certificate

Server certificate O

Click to download server's certificate
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Related topics:
e Data model
o System initiation
o Users

Listeners

Safes

Accounts

6.1.1.11 Creating a Telnet 3270 server

Note:
e A server object can be linked to only one anonymous account.
e A server object can be linked to only one forward account.

e In case of Telnet connections over forward and regular accounts, users are asked to provide
their login credentials twice. First time to authenticate against Wheel Fudo PAM and then
to connect to the target host.

1. Select Management > Servers.

2. Click + Add.

Managament = *
9 Create new safe 1

10.0.35.1 S8H 10.0.35.1

MESQL- 100023351 M5 SOL (TDS) 10.0.35.1
WMYSOL-0-10.0.35.52 My SaL 10.0.35.52
MYSOL- 1000351 MySaL 100351
QORACLE-10,0.40.148 Oracle 10L0.40.148
ADP-D-10.0.35.54, ADP-0-10.0.35.54-AN. . ADP 10.0.35.54
RODP-10.0.8.103: RODP 1008703

22

1433

306

3306

3388

3383

4 mamhsg
maver
2 yesrs, 5
Peavial
2 years, 5
T year agy

1 year ag

Enter server’s unique name.

Select Blocked option to disable access to server after it’s created.

Select Telnet 3270 from the Protocol drop-down list.

Enter optional description, which will help identifying this server object.
In the Permissions section, add users allowed to manage this object.

In the Destination host section, enter server’s IP address and port number.

From the Bind address drop-down list, select Wheel Fudo PAM IP address used for com-
municating with this server.

£ © N o o W

6.1. Creating a server 173



Wheel Fudo PAM 3.8 - System Documentation, Release is not supported

Note:

e The Bind address drop-down list elements are IP address defined in the Network con-
figuration menu (Network interfaces configuration) or labeled IP addresses (Labeled 1P
addresses).

e In case of cluster configuration, select a labeled IP address from the Bind address drop-
down list and make sure that other nodes have IP addresses assigned to this label. For
more information refer to the Labeled IP addresses topic.

10. Select the Use TLS options to connect to monitored server over TLS.
11. Select the Enable SSLv2 support to support SSL v2 encrypted connections.
12. Select the Enable SSLv3 support to support SSL v3 encrypted connections.

13. Click to upload CA certificate.

14. Click to download server key.
15. Click Save.
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Management Fud u' & admi

Server

General : .
Unigue object name —

Mame

Blocked Disable access after object is created
Protocol | Teinet 3270 : Select connection pre
Description Add optional descript

Permissions

Granted wusers

Destination host

IF address (: £ Port 3 )

Bind address

Enable 55Lv2 support

Enable S5Lv3 support

Ch certificate

Server certificate O

Click to download server's certificate

m Save object’s definition

Related topics:
e Data model

e System initiation
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o Users
Listeners

Safes

Accounts

6.1.1.12 Creating a Telnet 5250 server

Note:
e A server object can be linked to only one anonymous account.
e A server object can be linked to only one forward account.

e In case of Telnet connections over forward and regular accounts, users are asked to provide
their login credentials twice. First time to authenticate against Wheel Fudo PAM and then
to connect to the target host.

1. Select Management > Servers.

2. Click + Add.

Management = r
anage Create new safe !

10.0.35.1 S8H 10.0.35.1

MESOL-1000035.1 M35 50U (TDS) 10L0.35.1
WMYSOL-0-10.0.35.52 My SaL 10.0.35.52
MYSOL- 1000351 MySaL 100351
ORACLE-10,0.40.148 Cracke 10,040,148
ADP-D-10.0.35.54, ADP-0-10.0.35.54-AN. . ADP 10.0.35.54
RODP-10.0.8.103: RODP 1008703

22

1433

306

3306

3388

3383

4 mamhsg
rEvar
2 yesrs, 5
Peavial
2 years, 5
T year agy

1 year ag

Enter server’s unique name.

Select Blocked option to disable access to server after it’s created.

Select Telnet 5250 from the Protocol drop-down list.

Enter optional description, which will help identifying this server object.
In the Permissions section, add users allowed to manage this object.

In the Destination host section, enter server’s IP address and port number.

I B A

From the Bind address drop-down list, select Wheel Fudo PAM IP address used for com-
municating with this server.

Note:

e The Bind address drop-down list elements are IP address defined in the Network con-
figuration menu (Network interfaces configuration) or labeled IP addresses (Labeled IP
addresses).
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e In case of cluster configuration, select a labeled IP address from the Bind address drop-

down list and make sure that other nodes have IP addresses assigned to this label. For
more information refer to the Labeled IP addresses topic.

10.
11.
12.

13.

14.
15.

Select the Use TLS options to connect to monitored server over TLS.
Select the Enable SSLv2 support to support SSL v2 encrypted connections.
Select the Enable SSLv3 support to support SSL v3 encrypted connections.

Click to upload CA certificate.

Click to download server key.

Click Sawve.
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Management Fud u' & admi

Server

General : .
Unigue object name —

Mame

Blocked Disable access after object is created
Protocol | Teinet 5250 s Select connection pre
Description Add optional descript

Permissions

Granted wusers

Destination host

IF address (: £ Port 3 )

Bind address

Enable 55Lv2 support

Enable S5Lv3 support

Ch certificate

Server certificate O

Click to download server's certificate

m Save object’s definition

Related topics:
e Data model

e System initiation
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o Users
Listeners

Safes

Accounts

6.1.1.13 Creating a VNC server

Note:
e A server object can be linked to only one anonymous account.

e A server object can be linked to only one forward account.

1. Select Management > Servers.

2. Click + Add.

Management

Create new safe 1

10.0,35.1 S8H

10.0.35.1

MESQL-10.0.35.1 ME SOL (TDS) 10.0.35.1
MYSOL-0-10.0.35,52 My SQL 10.0,35.52
MYSOL-1000.35.1 MySQL 10.0.35.1
ORACLE-10.0.40.148 Crache 10040, 148
ADP-0-10.0.35.54, RDP-0-10.0.35.54-AN. . AOP 10.0.35.54
ROP-10.0.8.103 AODP 100,803

1433
306

3306

33ap

3388

4 manths,
Favar
2 years, 5
il
2 yoars, 5
1 year ag

1 year ag

3. Enter server’s unique name.

4. Select Blocked option to disable access to server after it’s created.

5. Select VNC from the Protocol drop-down list.

6. Enter optional description, which will help identifying this server object.

7. In the Permissions section, add users allowed to manage this object.

8. In the Destination host section, enter server’s IP address and port number.

9. From the Bind address drop-down list, select Wheel Fudo PAM IP address used for com-
municating with this server.

Note:

e The Bind address drop-down list elements are IP address defined in the Network con-
figuration menu (Network interfaces configuration) or labeled IP addresses (Labeled IP
addresses).

e In case of cluster configuration, select a labeled IP address from the Bind address drop-
down list and make sure that other nodes have IP addresses assigned to this label. For
more information refer to the Labeled IP addresses topic.
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10. Click Sawve.

Managament

Server

General Unigue object name —]
Name t )

Disable access after object is created

Protacal @Nc ‘= Select connection prof

Description t[ Add optional descripti

Permissions

Granted users

Users allowed to manage this object
Destination host TEEEL ) LERGIER]

Semvers IP address and

Address ( Fort | 5800 )

Source IP address

Bind address (.lny

m m Save object’s definition

Related topics:
e Data model
e System initiation
o Users

Listeners

Safes

Accounts

6.1.1.14 Creating a TCP server

1. Select Management > Servers.

2. Click + Add.
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Management

Create new safe !

10.0,38.1 S8H 10.0.35.1

MES0L-100035.1 M35 S04 (TDS) 10L0.35.1
WMYSOL-0-10.0.35.52 My SaL 10.0.35.52
MYSOL- 10002351 MySQL 10035
QORACLE-10,0.40.148 Crache 10.0,40.148
ADP-D-10.0.35.54, ADP-0-10.0.35.54-AN. . ADF 10.0.35.54
RDP=-10.0.8.103: RDP 10.0.8.903

22

1433

306

3306

3388

3389

4 manths,
ravar
2 yesrs, 5
-1
2 yoars, §
T year agy

1 year g

3. Enter server’s unique name.

4. Select Blocked option to disable access to server after it’s created.

5. Select TCP from the Protocol drop-down list.

6. Enter optional description, which will help identifying this server object.

7. In the Permissions section, add users allowed to manage this object.

8. In the Destination host section, enter server’s IP address and port number.

9. From the Bind address drop-down list, select Wheel Fudo PAM IP address used for com-
municating with this server.

Note:

e The Bind address drop-down list elements are IP address defined in the Network con-

figuration menu (Network interfaces configuration) or labeled IP addresses (Labeled IP
addresses).

In case of cluster configuration, select a labeled IP address from the Bind address drop-
down list and make sure that other nodes have IP addresses assigned to this label. For
more information refer to the Labeled IP addresses topic.

10.
11.
12.

13.

14.
15.

Select the Use TLS options to connect to monitored server over TLS.
Select the Enable SSLv2 support to support SSL v2 encrypted connections.
Select the Enable SSLv3 support to support SSL v3 encrypted connections.

Click the = to upload CA certificate.

Click the ‘_| fetch server’s certificate.

Click Sawve.
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Management Fudo’

Server

General . .
Unigue object name ]
Mame l

./

Disable access after object is created

Protocol | TCP - Select connection pi

Description ( Add optional descrip

Users allowed to manage this object

Permissions

Granted users

Osstination hoet Server's IP address and port number

IP address

Bind address (Ms-' : Source IP address

0 - Connect to server over TLS

Enabla S5Lv2 support .

Select to enable SSL v2 encrypted connections

Enable S5Lv3 support . Select to enable SSL v3 encrypted connections

CA certificate
Click to upload CA certificate

SHA1

Server certificate

o

Click to download server's certificate

SHA1

m Save object’s definition

Related topics:
o TCP
e Data model

e Creating a TCP listener

6.1.2 Dynamic server

Wheel Fudo PAM enables defining a group of automatically managed servers deployed within a
specified network. When a user is trying to establish a connection with a specific resource that
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is within the defined network, Wheel Fudo PAM verifies whether he has sufficient privileges and
automatically adds host within the existing dynamic servers object, downloads its certificate
and establishes a monitored connection.

6.1.2.1 Creating a dynamic servers group

1. Select Management > Servers.

2. Click + Add.

Management

Create new safe 1

10.0,38.1

S8H 10.0.35.1 4 monhs,

MSSAL-10.0.35.1 M5 S0L (TDS) 10.0.35.1 1433 naver
MYSQL-0-10.0.35 52 WySal 10.0.35.52 06 2 years, §
MYSOL-10.0.35.1 MySaL 10.0.35.1 3306 raver
ORACLE-10.0.40.148 Cracie 100040, 148 1521 2 ymars, §
ROP-0-10.0.35.54, ADP-0-10.0.35.54-AN.... ROP 10.0.35.54 3388 1 year ag
ROP-10.0.8.103 AOP 10,008,103 3388 1 year ag

Enter server’s unique name.
Select Blocked option to disable access to server after it’s created.

Select desired protocol and define corresponding configuration parameters.

& ok W

In the Destination host section, enter server’s IP address, subnet mask in CIDR format
and port number.

7. From the Bind address drop-down list, select Wheel Fudo PAM IP address used for com-
municating with this server.

Note: The Bind address drop-down list elements are IP address defined in the Network
configuration menu. Refer to Network interfaces configuration for more information on managing
physical interfaces.

8. Click the |_‘ icon to upload the CA certificate used for generating certificates for dyna-
mically added servers.

9. Fill in the rest of the parameters and click Sawve.
6.1.2.2 Adding a single host to a servers group

1. Select Management > Servers.

2. Find and click desired servers group object.

Note: Server group objects are marked with the & icon.
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Management

© Block

© Unblock @ Delete T Add filter ~ Search... Q

~) RDP1 RDOP 10.0.70.235 3389 never
~| servers_group 88H 10.0.150.0 & 24 22 never
| servers_group_2 RDP 10.0.150.0 24 3389 never

3. Click + Add host.

4. Provide server’s IP address.

5. Click the |_‘ icon to download server’s certificate.
6. Click Save.

Related topics:
e Data model

e Static server

6.2 Editing a server

1. Select Management > Servers.

2. Find and click desired object to open its configuration page.

Management Fudo®
Barvers + Add = = & k

10.0.38.1 S8H 100351
M5 SOL (TDS) 10.0.35.1
My SQL 10.0.35.52

MYS0L- 1000035, MySQL 100351

QRACLE-10.0.40.148 Orache 1000L40.148

RDP-0-10.0.35.54, ADP-0-10.0.35.54-AN. . ADF 1003554

RDP-10.0.8.103 ADP 1006703

T Add fither -

22

1433
306
3306
151
338

3343

4 monhs,
maver
2 years, 5
Pl
2 years, 5
1 year ag

1 year ag

Note: Define filters to limit the number of objects displayed on the list.

3. Modify configuration parameters as needed.

Note: Unsaved changes are marked with the = icon.
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General Unsaved changes

. |ohin_smith

Blocked

Account validity Indefinie E

Hollommi

4. Click Save.
Related topics:
e Data model
e System initiation
o Users
Listeners

Safes

Accounts

6.3 Blocking a server

Wheel Fudo PAM allows blocking access to given server for all users.

Warning: Blocking a server will terminate current connections with the given server.

1. Select Management > Servers.

2. Find and select desired objects.

Note: Define filters to limit the number of objects displayed on the list.

3. Click Block.

Management

10.0.35.1

S84

4 months, 1 week ago

MSSOL-10.0.35.1 MBS SCL (TDS) 10.0.35.1 1433 never
MY5QL-0-10.0.35.52 MySOL 10.0.35.52 3306 2 years, 5 months ago
MYSOL-10.0.35.1 MySaL 10.0.35.1 3306 never
ORACLE-10.0.40.148 Qracle 10.0.40.148 1821 2 years, & months ago
ROP-0-10.0.35.54, ADP-0-10.0,35.54-AN.... RDP 10.0.35.54 3388 1 year ago
ROP-10.0.8.103- ROP 10.0.8.103 3389 1 year ago

4. Optionally, provide blocking reason and click Confirm.
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Note: To view the blocking reason, place the cursor over the ® icon on the servers list.

Block objects

Related topics:
e Data model
e System initiation
o Users

Listeners

Safes

Accounts

6.4 Unblocking a server

Warning: Blocking a server will terminate current connections with the given server.

1. Select Management > Servers.

2. Find and select desired objects.

Note: Define filters to limit the number of objects displayed on the list.

3. Click Unblock.

Management

&  Dolote T Addfitter «  Search. Q
Select object
0.35.1 Activate selected objects 88H 10.0.35.1 22 4 manthe, 1 wesk 850 -

MS5QL-10.0.35.1 MS S0L (TDS) 10.0.35.1 1433 nevar

MY30L-0-10.0.35.52 My30L 10.0.35.52 306 2 years, 5 months ago
MYSOL-10.0035.1 MySQL 10.0.35.1 3306 nevar

ORACLE-10,0.40.148 Oracle 10.0.40,149 s 2 years, 5 months ago
RODP-0-10.0.35.54, ADP-0-10.0.35.54-AN... ROP 10.0.35.54 3388 1 year ago

ADP-10.0.8,103- ADP 10,0,8,103 3389 1 year ago

4. Click Confirm to unblock selected objects.
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Unblock objects "

Ar@ y0U BUM v 'want 1 unDiock 1 abesct?

-

Confirm unblocking selected objects

Related topics:
e Data model
e System initiation
o Users

Listeners

Safes

Accounts

6.5 Deleting a server

server.

Warning: Deleting a server definition will terminate current connections with the given

6.5.1 Deleting a static server definition

1. Select Management > Servers.

2. Find and select desired objects.

Note: Define filters to limit the number of objects displayed on the list.

3. Click Delete.

Management Fudo
5 + Add @ Block & Unblock |.iD|I-l I T Add fitter ~ Bearch
Select object

u.n.arm Delete selected objects 58H 10,0.35.1 22 4 marths

MSSOL-10.0.35.1 MS SOL (TDS) 10.0.35.1 1433 never
MYSQL-0-10.0.35.52 MySaL 10.0.35.52 3306 2 years, §

MYSOL-10.0.35.1 MysSaL 10.0.35.1 3306 never
ORAGLE-10.0.40.148 Orace 10.0.40.148 1521 2years, 5
ADP-0-10.0.35.54, ADP-0-10,0.35.54-AN... ADP 10.0.35.54 3380 1yearag
ROP-10u0.8.103- ADP 10.0.6.103 3388 1 year s

4. Confirm deletion of selected objects.
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Dalate objacts

APE U BURS YOu want i dekets 1 abgect?

Confirm deleting selected objects

6.5.2 Deleting a dynamically added host

1. Select Management > Servers.

2. Find and click desired dynamic servers object.

3. In the Destination host section, find desired host and click the W jcon.
Settings Destination host

IP address 100,160,150 430 Port | 22

Bind address Any

10.0.150.150 (&)

Delete selected host

4. Click Save.

Related topics:
e Data model
e System initiation
o Users

Listeners

Safes

Accounts
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Accounts

Account defines the privileged account existing on the monitored server. It specifies the actual
login credentials, user authentication mode: anonymous (without user authentication), regular
(with login credentials substitution) or forward (with login and password forwarding); password
changing policy as well as the password changer itself.

Note: In case of Telnet connections, user has to go through authentication process twice. First
time to authenticate against Wheel Fudo PAM and then to connect to the target host.

Activate selected accounts

Deactivate selected accounts smmmmms  _clete selected accounts

-

Managamaeant Create new account Define ClhjE!CT.Ei I

Accounts [ Hﬂ) Lﬁ mu_] Le mm) Ln mmJ

ace CentDS all regular Saatic, without restrictions Mong
BaminG@nwinZa 12 Vindows2012 all reguiar Saatic, without restriclions Mona
all regular Static, without restrictions MNona
all ANOrmous Nore Mana
all regular Static, without restrictions Nona

joeBFreaBE010 FreeB2010 all regular Random, 8 langth, change 1hour Linix Account
ropt@Cant0S CentQS5 all regular Saatic, without reatnctions Mona
rect@lreebsdil FreeBS010 all regular Blocked account e
@ wnc ne all reguiar Saatic, without restrictions Mona

Hover to view t
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7.1 Creating an account

Warning: Data model objects: safes, users, servers, accounts and listeners are replicated
within the cluster and object instances must not be added on each node. In case the replica-
tion mechanism fails to copy objects to other nodes, contact technical support department.

7.1.1 Creating an anonymous account

1. Select Management > Accounts.

2. Click + Add.

Management

Create new account

@ Black & = Delate [# Timastamp T Add fitter ~

Accounts

B accouni 4 10,0,35.1 all regular Static, without restrictions Mo
admin@senwverd serwerd all regular Static, without restrictions  Nomn
administrator at RDP-0-1000.35.54, RD.. ROP-0-10.0.35.54, ADP-0-10.0.35. 54-ANOWNYMOUS all regular Static. without restrictions Mo
administrator@sanmer serwerl all reguiar Static, wthout restrictions  Nor
agministrator@sanvars SEMWars all regular Static. without restrictions MNors
anonymous S5H-0-10.0.35.52 all anonyrmous  Mone Nor

Define object’s name.
Select Blocked option to disable account after it’s created.

Select anonymous from the Type drop-down list.

A T

Select desired session recording option.

all - Wheel Fudo PAM records network traffic allowing for future session playback, using
the built in session player, as well as converting session material to a selection of video file
formats.

e raw - Wheel Fudo PAM keeps records of the data exchanged between the user and the
monitored server. The raw data can be downloaded later on but the session cannot be
played back using the built in session player.

e none - Wheel Fudo PAM only takes note of the fact that the give session took place but
does not record the data exchanged between the user and the server.

7. Select the OCR sessions option to fully index RDP and VNC sessions contents.
8. Select language used for processing recorded sessions.

9. In the Mowve session data to external storage after, define the number of days after which
the session data will moved to external storage device.

10. In the Delete session data after field, define the number of days after which the session
data will be deleted.

11. In the Permissions section, add users allowed to manage this object.

12. In the Server section, assign account to a specific server by selecting it from the Server
drop-down list.

13. Click Save.
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Management

Account

General Unigue object name —

Blocked

Type (uwmm.s

DI iem oo

Security policie

Session recording (ﬂ

ar

OCH sessions

Delete session data after

Move sassion data to external
storage after

Sattings

Permissions

Granted users

m Save object’s definition

Related topics:

e Data model

Deleting an account

Editing an account

Unblocking an account

Blocking an account

7.1.2 Creating a forward account

1. Select Management > Accounts.

2. Click + Add.
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Management

Create new account

@ Block & Unbio ® Delete [# Timestamp T Add filter ~

Accounts

account_4 10.0.38.1 all regular Static. without restrictions o
admin@serwerd serwerd all regular Static, without restrictions ~ Nor
administrator at RDP-0-10,0.35.54, RD.., ROP-0-10.0.35.54, ADP-0-10.0.35.54-ANONYMOUS all regular Static, without restrictions Mo
adminigtrater@aenver] serwer] all regular Static, wikhout restrictions Nor
administrator@sanwers serwars all regular Static. without restrictions MNors
ancnymous 55H-0-10.0.35.52 all anonymous  Mons Mo

Define object’s name.
Select Blocked option to disable account after it’s created.

Select forward from the Type drop-down list.

o otk W

Select desired session recording option.

e all - Wheel Fudo PAM records network traffic allowing for future session playback, using
the built in session player, as well as converting session material to a selection of video file
formats.

e raw - Wheel Fudo PAM keeps records of the data exchanged between the user and the
monitored server. The raw data can be downloaded later on but the session cannot be
played back using the built in session player.

e none - Wheel Fudo PAM only takes note of the fact that the give session took place but
does not record the data exchanged between the user and the server.

7. Select the OCR sessions option to fully index RDP and VNC sessions contents.
8. Select language used for processing recorded sessions.

9. In the Move session data to external storage after, define the number of days after which
the session data will moved to external storage device.

10. In the Delete session data after field, define the number of days after which the session
data will be deleted.

11. In the Permissions section, add users allowed to manage this object.

12. In the Server section, assign the account to a server by selecting it from the Server drop-
down list.

13. From the Replace secret with drop down list in the Credentials, select desired option.
other account

e From the Account drop-down list, select account object, whose credentials will be used to
authenticate user when establishing connection with monitored server.

Note: The list contains only objects to which you have been given access permissions.

key

e Click the ﬂ icon and select the key type.
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e (lick the and browse the file system to find the key definition file.

e Click the i icon and select the key type.

e Click the i icon and browse the file system to find the key definition file.
password

e Provide account password.

e Repeat account password.

Note: Two-fold authentication

With two-fold authentication enabled, user is being prompted twice for login credentials. Once
for authenticating against Wheel Fudo PAM and once again for accessing target system.

To enable two-fold authentication, select password from the Replace secret with drop-down list
and leave the password and login fields empty.

password from external repository

e Select external repository.

Note: Authentication by the server

With the Authentication against server option enabled, Wheel Fudo PAM does not verify the
correctness of user credentials. Login information is forwarded to the target host, which verifies
whether the user is allowed to access it. Verification status is returned to Fudo, which establishes
monitored connection. To enable this authentication scenario, select the Authenticate against

server option in the Credentials section (available only for SSH servers and RDP hosts with the
Enhanced RDP Security (TLS) + NLA security option selected).

Credentials

Replace secret with N —

“

Forward domain

Authenticate against server

14. Select Forward domain option to have the domain name included in the string identifying
the user.

15. Click Save.
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Management Fudo’

Account

General Unigue object name —]

-C )

Session recording

OCH sessions

Delate session data after

Mowe session data te external
storage after

Parmissions

Granted users

Server

Credentials

Replace secret with H

Forward domain

m m Save object’s definition

Related topics:
e Data model

e Deleting an account

Editing an account

Unblocking an account

Blocking an account

7.1.3 Creating a regular account

1. Select Management > Accounts.

2. Click + Add.
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Management

Create new account

@ Block &0 ® Delete [# Timestamp T Add filter ~

Accounts

account_4 10.0.38.1 all regular Static. without restrictions o
admin@serwerd serwerd all regular Static, without restrictions ~ Nor
administrator at RDP-0-10.0.35.54, RO.. ROP-0-10.0.35.54, ADP-0-10.0,35.54-ANONYMOUS all regular Static, without restrictions Mo
adminigtrater@aenver] serwer] all regular Static, wikhout restrictions Nor
administrator@sanwers serwars all regular Static. without restrictions MNors
ancnymous 55H-0-10.0.35.52 all anonymous  Mons Mo

. Define object’s name.

3
4. Select Blocked option to disable account after it’s created.
5. Select regular from the Type drop-down list.

6

. Select desired session recording option.

e all - Wheel Fudo PAM records network traffic allowing for future session playback,
using the built in session player, as well as converting session material to a selection
of video file formats.

e raw - Wheel Fudo PAM keeps records of the data exchanged between the user and the
monitored server. The raw data can be downloaded later on but the session cannot
be played back using the built in session player.

e none - Wheel Fudo PAM only takes note of the fact that the give session took place
but does not record the data exchanged between the user and the server.

7. Select the OCR sessions option to fully index RDP and VNC sessions contents.

Note: Indexing sessions enables full-text content searching.

8. Select language used for processing recorded sessions.

9. In the Mowve session data to external storage after, define the number of days after which
the session data will moved to external storage device.

10. In the Delete session data after field, define the number of days after which the session
data will be deleted.

11. In the Permissions section, add users allowed to manage this object.

12. In the Server section, assign account to a specific server by selecting it from the Server
drop-down list.

13. In the Credentials section, enter privileged account domain.

14. Type in login to the privileged account.

15. From the Replace secret with drop down list, select desired option.
sercret from a different account

e From the Account drop-down list, select account object, whose credentials
will be used to authenticate user when establishing connection with moni-
tored server.

key
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e Click the n icon and select the key type.
e Click the icon and browse the file system to find the file with a non-
passphrase protected private key.
password
e Provide account password.

e Repeat account password.

Note: Two-fold authentication

With two-fold authentication enabled, user is being prompted twice for login
credentials. Once for authenticating against Wheel Fudo PAM and once again
for accessing target system.

To enable two-fold authentication, select password from the Replace secret with
drop-down list and leave the password and login fields empty.

password from external repository
e Select external repository.

16. Select the defined password changing policy from the Password change policy drop-down
list.

17. In the Password changer section, from the Password changer drop-down list select pas-
sword changer specific for given account.

Unix Account over SSH
e Enter privileged user name.
e Enter privileged user password.
Windows Account over WMI
e Enter privileged user name.
e Enter privileged user password.
MySQL User Account on Unix Server over SSH
e Provide SSH user name.
e Provide SSH account password.

Enter SSH server address.

Provide SSH service port.

Enter privileged user name.

e Enter privileged user password.
Cisco Account over Telnet

e Provide privileged mode password.

e Enter privileged user name.
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e Enter privileged user password.
Cisco Enable Password over Telnet

e Provide privileged mode password.

e Enter privileged user name.

e Enter privileged user password.
Cisco Account over SSH

e Provide privileged mode password.

e Enter privileged user name.

e Enter privileged user password.
Cisco Enable Password over SSH

e Provide privileged mode password.

e Enter privileged user name.

e Enter privileged user password.
LDAP

e Enter privileged user name.

e Enter privileged user password.

e Provide LDAP base.

e Upload LDAP CA certificate.
WinRM

e Select target host language.

e Enter privileged user name.

e Enter privileged user password.

Note:

e Select Use an existing account option and select existing account from the drop-down list
to use it for authentication purposes.

e Privileged user account is used for changing the password when system detects that pas-
sword has been changed in an unauthorized way.

18. Click Sawve.
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Management Fudo’
Account
General

MName

Blocked

Type
Session recording

OCRA sessions

Delete session data after

Move session data to external
storage after

Permissions

Granted users

Server
Barver
Credentials
Domain
Login
Replace secret with

Password change policy
Password changer

Pasaword changer
Privileged user

Privileged user password

Related topics:
e Data model
e Fditing an account

e Blocking an account

Unigue object name —]

———

(Smic. without restrictions

Privileged accc

m Save object's definition
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e Unblocking an account

e Deleting an account

7.2 Editing an account

1. Select Management > Accounts.

2. Find and click desired object to open its configuration page.

Management #udu-
Anoounts + Add & Block & Unblock Delate # Timastamp T Add fikter ~ Se
account 4 10.0.35.1 all resgular Static, without restrictions Nors
BEAWEr3 all regular Static, without restrictions Mo
S - e syl FOP-0-10.0.35.54, ROP-0-10.0.35.54-ANDNYMOUS all reguiar Static, without restrictions  Nor
administralor@senner] serwer] all reguiar Static, without restrictions Mo
administrator@sensar? serwars all regular Static. without restrictions Nors
anenymous 58H-0-10.0.35.52 all anonymous  Mone Nairs
anonymous for RDF-0-10.0.35.54, RDP-0... ROP-0-10.0.35.54, ROP-0-10.0.35.54-ANONYMOUS all anonymous  Wona Mo
anonymous for ADP-0-TLS-10.0.40.100, .. serwer all anonyrmous  Mone N
anonymous for RADP-0-TLS-NLA-10.0.40.1 ... SErwars all anonymous  Mona Mo
Note: Define filters to limit the number of objects displayed on the list.
3. Modify configuration parameters as needed.
Note: Unsaved changes are marked with the = icon.
General Unsaved changes
LI}ﬂll'I |ohn_smith
Blocked
Accournt validity Indefinite H
Hol-Oﬂmmi B
4. Click Save.
Related topics:
e (Creating an account
e Blocking an account
e Unblocking an account
e Deleting an account
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7.3 Blocking an account

Warning: Blocking an accout definition will terminate all current connections to servers
which use selected account for accessing those servers.

1. Select Management > Accounts.

2. Find and select desired objects.
3. Click Block.

Deactivate selected object

+ Add ©Unblock @ Delete [ Timestamp T Add filter ©  Search a

Accounts

@ account 4 10.0,35.1 all reguiar Static, without restrictions  None
samin@servers serwers all reguiar Static. wRhout restrictions  None
administrator at RDP-0-10.0.35.54, RO... ROP-0-10.0.35.54, RDP-0-10.0.35.54-ANONYMOUS all reguiar Static, without restrictions Mona
administraterBaanser serwert all reguiar Static, without restrictions  None
administrator@serwer? serwar2 all reguiar Static, without restrictions  None
anonymous S5H-0-10.0.35.52 all anonymous  None None

4. Optionally, provide blocking reason and click Confirm.

Note: To view the blocking reason, place the cursor over the ® icon on the accounts list.

Block objects

(m"

Provide blocking reason

Block selected objects

Related topics:
e (Clreating an account
e Fditing an account
e Unblocking an account

e Deleting an account

7.4 Unblocking an account

1. Select Management > Accounts.
2. Find and select desired objects.
3. Click Unblock.
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Activate selected objects

+ Add 2 Block

Accounts

ROP-0-10.0.35.54, ROP-0-10.0.35.54-ANONYMOUS

administrator@serwer] serwer]

administrator@senser? SErwer?

ANCIYIMoUs S5H-0-10.0.35.52

anonymous for ADP-0-10,0,35.54, RDP-0, RDP-0-10,0.35.54, RDP-0-10.0.35 54-ANONYMOUS
anonymous for RDP-0-TLS-10.0.40,100, ... Serwert

regular
regular
Feésgular
regular
risgular
anonymous
anoMyToUs

ANOMYTOLS

T Add fifter ~

Static, without restrictions
Static, without restrictions
Static, without restrictions
Static, without restrictions
Static, without réstrictions
More

Mong

Mo

Nene
None
Nene

None

Kone

None
Nene

4. Confirm unblocking selected objects.

Unblock objacts

ARG F0L BUNE YU wWant 1 unDiock 1 okpect?

o

Confirm unblocking selected objects

Related topics:
e Blocking an account
e (reating an account
e Fditing an account

e Deleting an account

7.5 Deleting an account

which use selected account for accessing those servers.

Warning: Deleting an accout definition will terminate all current connections to servers

1. Select Management > Accounts.
2. Find and select desired objects.
3. Click Delete.

7.5. Deleting an account
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Fudo’

{ Select objects R TAddfier~ 5o
Delete selected elements
@xnuﬂ_d 10.0.35.1 el regular Static, without restrictions Kone
admin@serwerd sermerd al regular Static, without restrictions  None
adrministrator at ROP-0-10.0.35.54, RO... RDP-0-10.0.35.54, ROP-0-10.0.35,54-ANONYMOUS 2 Feésgular Static, without restrictions Mone
‘administrator@senwer] serwer] B’ regular Static, without restrictions~ None
administrator@senser? SErarE e regulir Static, without restrictions Mone
ANONYIMOUS 55H-0-10.0.35.52 &l anonymous  Mone None
anonymous for ADP-0-10,0,35.54, RDP-0, RDP-0-10,0.35.54, RDP-0-10.0.35 54-ANONYMOUS al ancnymous  Mong None
anonymous for ADP-0-TLS-10.0.40.100, ... Serwert il AMOAYMOUS  MNone Mone
4. Confirm deletion of selected objects.
: x
Dalate objacts
B -
Confirm deleting selected objects
Related topics:
e (Clreating an account
e Fditing an account
e Blocking an account
e Unblocking an account
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Safes

Safe directly regulates user access to monitored servers. It specifies available protocols’ features,
policies and other details concerning users and servers relations.

Deactivate selected safes smmmmmms  Lclete selected safes

L] - -
Managament Create new safe 10 Define CIhJE!CT.Ei li

e CREDED) )

Search,

BOUSErs jdoe, kwikasrczyk, mborysiak. mzaborskl, fdwormicks F

api-abal-gafal

aafle - AnonyMous  BNONYMOoUS EFGI‘lyNDUB@FﬁE«EBEﬂE L
— ——— joe@FraeBSOTD Blocked safe
f S ’

whisys admin, pdawidek admin@windowsT, vne, mot@CanOs, roat@ineaty Hover tao view t

Note:
e The system safe can only contain system account.
e The portal safe can only contain the portal account.

e Operator, admin and superadmin users always have access to the system safe.

User type users cannot have access to the system safe.

e Anonymous user must have access to safes containing anonymous accounts.
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8.1 Creating a safe

Warning: Data model objects: safes, users, servers, accounts and listeners are replicated
within the cluster and object instances must not be added on each node. In case the replica-
tion mechanism fails to copy objects to other nodes, contact technical support department.

1. Select Management > Safes.
2. Click + Add.

10"

Management Create new safe

T Add filtar -

BOusars jdoe, kwiteszczyk, mbonysiak, mzaborski, fdwomick f
api-rabal-gafel

ap-rabot-safed

partal adrrin 1, pdawidek, test-fuda

gale - ANONYMOoUS  BNONYMOoUS EI"GI‘I:.'[“'IDUB#FI‘NBEDE £
support poawicak joe@FreeBSD10

tesisafe

whisys admin1, pdawidek admingwindowsT, vng, nnot@CantCs, root@ireetsd 10, admin@win2012

3. Enter object’s name.

4. Select Blocked option to disable access to object after it’s created.

5. Select Login reason option, to display prompt upon logging in, asking user to enter login
reason.

6. Select Require approval option to have the administrator approve each connection to servers
accessed through configured safe.

7. Select Notifications option and choose notifications sent out to Wheel Fudo PAM admini-
strator.

Note:
e Notifications settings are applied only to the currently logged in user.

e Session start (push) notification requires an external proxy service. For more information
on proxy server configuration refer to Proxy servers configuration topic.

8. Assign security policies in the Policies field.

9. Add users allowed to connect to servers using accounts assigned to this safe.

Note: Click a specific user element to define time policy and allow him to see passwords in
the User Portal.
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Access time policy

Enable time policy Reveal password

00:00 2359

Monday

Tuesday

L]

Wednesday
Thursday
Friday
Saturday

Sunday

3 -

10. In the Protocol functionality section, select allowed protocols’ features.

11. In the Permissions section, add users (administrators, operators) allowed to manage this
object.

+
12. In the Accounts section, click the icon.

13. Select privileged account from the drop-down list and assign listeners allowed to initiate
connections to hosts using selected account.

14. Click Save.
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Management
Safe
General
Name

Blocked

Login reason

Notifications —

Policies

Users

Protocol functionality

Settings

RDP

SSH@

VNC B

Granted users

Accounts

Accounti#1

“

Account#2

“

Select account

aw

+

Related topics:
e Data model
e Fditing a safe
e Blocking a safe
e Deleting a safe

Management permissions

| Session start
| Session join
~| Session policy match

Clipboard redirection
Device redirection
Audio input redirection

Max. resolution

Sessions
Terminal
X1
Shell
SFTP

Client Gut Text

{ sehn | aehz | gaivt

Add listeners...

A
¥

| Session finish
_| Session leave

Sound redirection

Dynamic Virtual Channels

Multimedia redirection

Max. color depth

Port forwarding
Environment

SSH Agent forwarding
SCP

Server Cut Text

A

8.1. Creating a safe
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8.2 Editing a safe

1. Select Management > Safes.

2. Find and click desired object to open its configuration page.

L ]
Managamaent b Fudo
Safas + Add & Block & Unblock Dedete T Add filter - Saarch
Bdusers jdos, kwitaszszyk, mborysiak, mzaborski, twormick [
api-robot-sate

Edit safe definition

gala - NONYMOUS  ANONYMOUS anonymols@FreeB502 !
support pdawidak joe@FreeBS0N0

testsate

whisys Bdmin, pdawidek admin@windows?, vng, eot@Cant0S, root@ireebsd 10, admin@win2012

Note: Define filters to limit the number of objects displayed on the list.

3. Modify configuration parameters as needed.

Note: Unsaved changes are marked with the "= icon.

General Unsaved changes
Login |ohin_smith
Blocked
Account walidity | e E
HD'IO LEIE e :

4. Click Save.
Related topics:

e Data model

e (reating a safe

e Blocking a safe

e Unblocking a safe
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8.3 Blocking a safe

Warning: Blocking a safe definition will terminate all current connections that use accounts
assigned to this safe to connect to servers.

1. Select Management > Safes.

2. Find and select desired objects.

Note: Define filters to limit the number of objects displayed on the list.

3. Click Block.

& Delate T Add filter - Search... a
anonymous for RDP-0-10.0.35.54, RDP-0-  RDP-0-10.0.35 54-ANONYMOUS
10.0.35.54-ANONYMOUS

anonymous = ADP-0-TLS- ANONYMoUS ancnymous for RDP-0-TLS-10.0.40.100,  RDP-0-TLS-10.0.40.100-

10.0.40,900-ANO..., ADP-0-TLS-10.0.40.1 00-ANDNYMOLS ANONYMOUS

anonyFhous > ADP-0-TLS-NLA- ANOMTOUS andiyaus for RDP-0-TLS-NLA- RDP-0-TLS-NLA-10.0.40.101-

10.0.40.901... 10.0.40.101, ADP-0-TLS-NLA- ANONYMOUS
10.0.40.107-ANONYMOUS

ananymous > ROP-10.0,8,103- anonymaus for ROP-10.0.8.103- REP-10.0,8,103-

4. Optionally, provide blocking reason and click Confirm.

Note: To view the blocking reason, place the cursor over the ® icon on the safes list.

Block objects

Related topics:
e Unblocking a safe
e Data model
e (reating a safe

e Blocking a safe

8.4 Unblocking a safe

1. Select Management > Safes.
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2. Find and select desired objects.

Note: Define filters to limit the number of objects displayed on the list.

3. Click Unblock.

Fudo’

Management

Safes = Add & Block

Select object

yrm-.ls.;- Activate selected elements

ANONYMOLIS

anonymous = ROP-0-TLS- ANONYTOUS
100,40, 100-AN0. .,

anonymous = ADP-0-TLE-NLA-  enonymous

10.0.40.901 .

anonymous > RDOP-10.0.8,103-

T Add filter ~ Search

anorymous for ADP-0-10.0.35.54, RDOP-
0-10.0.35.54-ANONYRMOUS

anorymous for ADP=0-TLS-10.0.40,100,
RDP-0-TLS-10.0.40. 100-ARONYMOUS

anorymous for RDP-0-TLS-MLA-
10.00.40.101, RDP-0-TLS-NLA-
10,0040, 1 01 -ANONYMOLIS

anonymous for ADP-10.0.8.103-

ROP-0-1000.3

ROP-0-TLS-1
ANONYBAOL

RODP-0-TLS-b
ANONYROL

RDP-10.0.8,1

4. Click Confirm to unblock selected objects.

Unblock objects -

Ar@ y0U BUMS yOu 'want 1 unDioc 1 abesct?

-

Confirm unblocking selected objects

Related topics:
e Blocking a safe
e Data model
e Creating a safe

e Deleting a safe

8.5 Deleting a safe

assigned to this safe to connect to servers.

Warning: Deleting a safe definition will terminate all current connections that use accounts

1. Select Management > Safes.

2. Find and select desired objects.

Note: Define filters to limit the number of objects displayed on the list.

8.5. Deleting a safe
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3. Click Delete.

Fudo’

Safes + Add S Block & Unblock l = Delote I
Select object

mg Delete selected safes
ANONYMOLIE

anonymous > ROP-0-TLS- BNOMYMCUS
10.0.40,100-AN..,

anonyrmous » ROP-0-TLS-NLA- ANOMTTIOLS
10.0.40.101..

anonymous = ROP-10.0.8,103-

T Add fitter ~

anonymaus for RDP-0-10.0.35.54, RDP-D-
10.0.35.54-ANONYMOUS

ancnymaus for RDP-0-TLS-10.0.40.100,
RDP-0-TLS-10.0.40,100-ANONY MOUS
andnymous for RDP-0-TLS-MNLA-
10.0.40.10, RDP-D-TLS-MLA-
10.0.40.107-ANONYMOUS

anonymaus for RDP-1000.8,103-

Search

RDP-0-10.0

ROP-0-TLS:
AMOMNYRADH

RDP-0-TLS:
ANONYRAO!

RDP-10.0.8

4. Confirm deletion of selected objects.

Dalete objects —

ANE 0 BUMS YU want 1 dekets 1 abpect?

B -

Confirm deleting selected objects

Related topics:

e Data model

Creating a safe

Editing a safe

Blocking a safe

Unblocking a safe

8.5. Deleting a safe
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Listeners

Listener determines server connection mode (proxy, gateway, transparent, bastion) as well as its
specifics.

Activate selected listeners

Deactivate selected listeners smmmmmms U clete selected listeners

Create new listener Define objects li

Listoners(_+44a ) (@ mock (@ unviock ) (13 oeies |

Managament

ROP adusers, whisys 10.0.8.60:3388 RDP L
whisys 10.0.8.160:22 58H bnas
afg - OMYMOoUS 10.0.8.60:222 S5H e
whisys 10.0.8.60: 5388 RDP b

Blocked listener

ssh-listener

10.0.8.60:58102

Hover to view t

Note:

e A listener cannot link to an account that is assigned to a server with a different protocol
then the one defined in the listener.

A proxy type listener can link to only one server.

A bastion type listener cannot link to an anonymous account.

A listener cannot link to the same anonymous account through two different safes.

A listener cannot link to an anonymous and a regular or forward account to the same
server with the same protocol as the listener’s protocol.
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e A listener cannot link to two regular or forward type accounts to the same server with the
same protocol as the listener’s protocol, to which a single user has access.

e For a given linked RDP listener and RDP server, both have to use either Standard RDP
Security or TLS or NLA.

9.1 Creating a listener

Listener determines server connection mode (proxy, gateway, transparent, bastion) as well as its
specifics.

Warning: Data model objects: safes, users, servers, accounts and listeners are replicated
within the cluster and object instances must not be added on each node. In case the replica-
tion mechanism fails to copy objects to other nodes, contact technical support department.

9.1.1 Creating a Citrix listener

1. Select Management > Listeners.

2. Click + Add.

Management

Create new listener

adusers, whisys 10.0.8.60:3380

whisys 10.0.8.160:22
SEH - Ananymous Safe - anomymous 10.0.8.60:222
rdp2 whisys 10.0.8.50:6890
ssh-lisgtener 10,0.8,60:686
L= whisys 10.0.8.60:58102

T Agd Tilter -

RDP

S5H

RDP

S5H

WHC

3. Select Citrix StoreFront (HTTP) from the Protocol drop-down list.
4. In the Permissions section, add users allowed to manage this object.
5. In the Connection section, select desired connection mode.

gateway

Note: User connects to the target host by providing its actual IP address. Wheel Fudo PAM
moderates the connection with the remote host using own IP address. This option requires
deploying Wheel Fudo PAM in the bridge mode.

e Select gateway from the Mode drop-down list.
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e Select the network interface used for handling connections over this listener.

proxy

Note:

e User connects to the target host by providing Wheel Fudo PAM IP address and port
number which unambiguously identifies target host.

e Proxy mode is not supported by dynamically added hosts.

e Select proxy from the Mode drop-down list.

e Select the the IP address from the Local address drop-down list and enter port number.

Note:

e The Local address drop-down list elements are IP address defined in the Network con-
figuration menu (Network interfaces configuration) or labeled IP addresses (Labeled IP
addresses).

e In case of cluster configuration, select a labeled IP address from the Local address drop-
down list and make sure that other nodes have IP addresses assigned to this label. For
more information refer to the Labeled IP addresses topic.

e In the External address field, enter an IP address (or FQDN name) along with the port
number, under which Fudo can be accessed from outside the local network.

Note: The external address is listed in user portal and it enables establishing connections from
external networks.

transparent

Note: User connects to the target host by providing its actual IP address. Wheel Fudo PAM
moderates the connection with the remote host using user’s IP address. This option requires
deploying Wheel Fudo PAM in the bridge mode.

e Select transparent from the Mode drop-down list.
e Select the network interface used for handling connections over this listener.
6. Select Use TLS option to enable encryption.
7. Select the Enable SSLv2 support option to support SSL v2 encrypted connections.
8. Select the Enable SSLv3 support option to support SSL v3 encrypted connections.
9. In the TLS certificate field, click to upload (optionally provide encryption passphrase)
or ﬂ to generate TLS certificate.
10. Click Save.
Related topics:
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e Data model
o [CA wvia Citriz StoreFront

e (Creating a Citrix server

9.1.2 Creating a HTTP listener

1. Select Management > Listeners.

2. Click + Add.

Managament

Create new listener

adusers, whisys 10.0.8.60:3380

whisys 10.0.8.160:22
SEH - Ananymous afg - anomymous 10.0.8,680:222
rdp2 whisys 10.0.8.50:6890
ssh-lisgtener 10,0.8,60:686
L= whisys 10.0.8.60:58102

T Agd Tilter -

RDP

S5H

RDP

S5H

WHC

3. Select HTTP from the Protocol drop-down list.
4. In the Permissions section, add users allowed to manage this object.
5. In the Connection section, select desired connection mode.

gateway

Note: User connects to the target host by providing its actual IP address. Wheel Fudo PAM
moderates the connection with the remote host using own IP address. This option requires
deploying Wheel Fudo PAM in the bridge mode.

e Select gateway from the Mode drop-down list.

e Select the network interface used for handling connections over this listener.

proxy

Note:

e User connects to the target host by providing Wheel Fudo PAM IP address and port
number which unambiguously identifies target host.

e Proxy mode is not supported by dynamically added hosts.

e Select proxy from the Mode drop-down list.

e Select the the IP address from the Local address drop-down list and enter port number.
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Note:

e The Local address drop-down list elements are IP address defined in the Network con-
figuration menu (Network interfaces configuration) or labeled IP addresses (Labeled 1P
addresses).

e In case of cluster configuration, select a labeled IP address from the Local address drop-
down list and make sure that other nodes have IP addresses assigned to this label. For
more information refer to the Labeled IP addresses topic.

e In the External address field, enter an IP address (or FQDN name) along with the port
number, under which Fudo can be accessed from outside the local network.

Note: The external address is listed in user portal and it enables establishing connections from
external networks.

transparent

Note: User connects to the target host by providing its actual IP address. Wheel Fudo PAM
moderates the connection with the remote host using user’s IP address. This option requires
deploying Wheel Fudo PAM in the bridge mode.

e Select transparent from the Mode drop-down list.
e Select the network interface used for handling connections over this listener.
6. Select the Use TLS option to enable encryption.
7. Select the Enable SSLv2 support to support SSL v2 encrypted connections.
8. Select the Enable SSLv8 support to support SSL v3 encrypted connections.
9. In the TLS certificate field, click to upload (optionally provide encryption passphrase)
or ﬂ to generate TLS certificate.
10. Click Save.
Related topics:

e Data model

Editing a listener

Deleting a listener

Blocking a listener

Unblocking a listener

9.1.3 Creating an ICA listener

1. Select Management > Listeners.

2. Click + Add.
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Managameant

Create new listener

adusers, whisys 10.0.8.60: 3388

whizys 10.0.8. 16022
S5H - Anonymous afe - anomymous 10.0.8.60:222
rdp2 whisys 10.0.8.60:8998
ssh-lisiener 10.0.8.60:686
niC whisys 10.0.8.60:58102

T Add filtar -

ROP

S5H

RDOP

85H

VNG

ba:

e

e

il

3. Select ICA from the Protocol drop-down list.
4. In the Permissions section, add users allowed to manage this object.
5. In the Connection section, select desired connection mode.

bastion

Note:  User connects to the target host by including its name in the login string, e.g.
john_smith#mail_server.

e Select bastion from the Mode drop-down list.
e Select the the IP address from the Local address drop-down list and enter port number.

gateway

Note: User connects to the target host by providing its actual IP address. Wheel Fudo PAM
moderates the connection with the remote host using own IP address. This option requires
deploying Wheel Fudo PAM in the bridge mode.

e Select gateway from the Mode drop-down list.

e Select the network interface used for handling connections over this listener.

proxy

Note:

e User connects to the target host by providing Wheel Fudo PAM IP address and port
number which unambiguously identifies target host.

e Proxy mode is not supported by dynamically added hosts.

e Select proxy from the Mode drop-down list.

e Select the the IP address from the Local address drop-down list and enter port number.

Note:
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e The Local address drop-down list elements are IP address defined in the Network con-
figuration menu (Network interfaces configuration) or labeled IP addresses (Labeled 1P
addresses).

e In case of cluster configuration, select a labeled IP address from the Local address drop-
down list and make sure that other nodes have IP addresses assigned to this label. For
more information refer to the Labeled IP addresses topic.

e In the External address field, enter an IP address (or FQDN name) along with the port
number, under which Fudo can be accessed from outside the local network.

Note: The external address is listed in user portal and it enables establishing connections from
external networks.

transparent

Note: User connects to the target host by providing its actual IP address. Wheel Fudo PAM
moderates the connection with the remote host using user’s IP address. This option requires
deploying Wheel Fudo PAM in the bridge mode.

e Select transparent from the Mode drop-down list.
e Select the network interface used for handling connections over this listener.
Select Use TLS option to enable encryption.

Select the Enable SSLv2 support option to support SSL v2 encrypted connections.

©

Select the Enable SSLvS support option to support SSL v3 encrypted connections.

10. In the TLS certificate field, click to upload (optionally provide encryption passphrase)
or ﬂ to generate TLS certificate.

Note: In case of TLS encrypted connections, Fudo returns an .ica configuration file to the
Citrix client, which has the FQDN server address (Address) set to the common name defined
in the TLS certificate.

11. Click Sawve.
Related topics:
e [CA
e [CA configuration file
e Data model
o [CA wia Citrixz StoreFront
o [CA

o Creating an ICA server
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9.1.4 Creating a Modbus listener

1. Select Management > Listeners.

2. Click + Add.

Managamant

Create new listener

adusers, whisys 10.0.8.60:3385

whisys 10.0.8.160:22
S5H - Anonymous Safe - EnOMymous 10.0.8.60:222
rdp2 whisys 10.0.8.60:6898
ssh-listener 10,0.8,60:686
L= Whisys 10.0.8.60:58102

T Add filtar -

ROP

S5H

RDP

S5H

WHC

3. Select Modbus from the Protocol drop-down list.
4. In the Permissions section, add users allowed to manage this object.
5. In the Connection section, select desired connection mode.

gateway

Note: User connects to the target host by providing its actual IP address. Wheel Fudo PAM
moderates the connection with the remote host using own IP address. This option requires
deploying Wheel Fudo PAM in the bridge mode.

e Select gateway from the Mode drop-down list.

e Select the network interface used for handling connections over this listener.

proxy

Note:

e User connects to the target host by providing Wheel Fudo PAM IP address and port
number which unambiguously identifies target host.

e Proxy mode is not supported by dynamically added hosts.

e Select proxy from the Mode drop-down list.

e Select the the IP address from the Local address drop-down list and enter port number.

Note:

e The Local address drop-down list elements are IP address defined in the Network con-
figuration menu (Network interfaces configuration) or labeled 1P addresses (Labeled IP
addresses).
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e In case of cluster configuration, select a labeled IP address from the Local address drop-
down list and make sure that other nodes have IP addresses assigned to this label. For
more information refer to the Labeled IP addresses topic.

e In the Fxternal address field, enter an IP address (or FQDN name) along with the port
number, under which Fudo can be accessed from outside the local network.

Note: The external address is listed in user portal and it enables establishing connections from
external networks.

transparent

Note: User connects to the target host by providing its actual IP address. Wheel Fudo PAM
moderates the connection with the remote host using user’s IP address. This option requires
deploying Wheel Fudo PAM in the bridge mode.

e Select transparent from the Mode drop-down list.
e Select the network interface used for handling connections over this listener.
6. Click Save.
Related topics:
e Data model

e Fditing a listener

Deleting a listener

Blocking a listener

Unblocking a listener

9.1.5 Creating a MySQL listener

1. Select Management > Listeners.

2. Click + Add.

Managamaeant

Create new listener

adusers, whisys 10.0.8.60: 3388

whisys 10.0.8.160:22
S5H - Anomymous safe - anonymous 10.0.8.60:222
rdp2 whisys 10.0.8.60:8998
ssh-lisiener 10.0.8.60:686
niC whisys 10.0.8.60:58102

T Add filtar -

ROP

S5H

RDOP

85H

VNG

ba:

e

e

il
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3. Select MySQL from the Protocol drop-down list.
4. In the Permissions section, add users allowed to manage this object.
5. In the Connection section, select desired connection mode.

gateway

Note: User connects to the target host by providing its actual IP address. Wheel Fudo PAM
moderates the connection with the remote host using own IP address. This option requires
deploying Wheel Fudo PAM in the bridge mode.

e Select gateway from the Mode drop-down list.

e Select the network interface used for handling connections over this listener.

proxy

Note:

e User connects to the target host by providing Wheel Fudo PAM IP address and port
number which unambiguously identifies target host.

e Proxy mode is not supported by dynamically added hosts.

e Select proxy from the Mode drop-down list.

e Select the the IP address from the Local address drop-down list and enter port number.

Note:

e The Local address drop-down list elements are IP address defined in the Network con-
figuration menu (Network interfaces configuration) or labeled IP addresses (Labeled 1P
addresses).

e In case of cluster configuration, select a labeled IP address from the Local address drop-
down list and make sure that other nodes have IP addresses assigned to this label. For
more information refer to the Labeled IP addresses topic.

e In the External address field, enter an IP address (or FQDN name) along with the port
number, under which Fudo can be accessed from outside the local network.

Note: The external address is listed in user portal and it enables establishing connections from
external networks.

transparent

Note: User connects to the target host by providing its actual IP address. Wheel Fudo PAM
moderates the connection with the remote host using user’s IP address. This option requires
deploying Wheel Fudo PAM in the bridge mode.
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e Select transparent from the Mode drop-down list.
e Select the network interface used for handling connections over this listener.
6. Click Save.

Related topics:

e Data model

Editing a listener

Deleting a listener

Blocking a listener

Unblocking a listener

9.1.6 Creating an Oracle listener

1. Select Management > Listeners.

2. Click + Add.

Managament

Create new listener

adusers, whisys 10.0.8 60:3380

whisys 10.0.8.160:22
SEH - Ananymous afg - anomymous 10.0.8,680:222
rdp2 whisys 10.0.8.50:6890
ssh-lisgtener 10,0.8,60:686
L= whisys 10.0.8.60:58102

T Agd Tilter -

ROP

S5H

RDP

S5H

WHC

ba:

=)

g

e

3. Select MySQL from the Protocol drop-down list.
4. In the Permissions section, add users allowed to manage this object.
5. In the Connection section, select desired connection mode.

gateway

Note: User connects to the target host by providing its actual IP address. Wheel Fudo PAM
moderates the connection with the remote host using own IP address. This option requires
deploying Wheel Fudo PAM in the bridge mode.

e Select gateway from the Mode drop-down list.

e Select the network interface used for handling connections over this listener.

proxy

Note:
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User connects to the target host by providing Wheel Fudo PAM IP address and port
number which unambiguously identifies target host.

Proxy mode is not supported by dynamically added hosts.

Select proxy from the Mode drop-down list.

Select the the IP address from the Local address drop-down list and enter port number.

Note:

e The Local address drop-down list elements are IP address defined in the Network con-
figuration menu (Network interfaces configuration) or labeled IP addresses (Labeled IP
addresses).

e In case of cluster configuration, select a labeled IP address from the Local address drop-

down list and make sure that other nodes have IP addresses assigned to this label. For
more information refer to the Labeled IP addresses topic.

e In the Ezternal address field, enter an IP address (or FQDN name) along with the port
number, under which Fudo can be accessed from outside the local network.

Note: The external address is listed in user portal and it enables establishing connections from
external networks.

transparent

Note: User connects to the target host by providing its actual IP address. Wheel Fudo PAM
moderates the connection with the remote host using user’s IP address. This option requires
deploying Wheel Fudo PAM in the bridge mode.

e Select transparent from the Mode drop-down list.
e Select the network interface used for handling connections over this listener.
6. Click Save.

Related topics:

e Data model

Editing a listener

Deleting a listener

Blocking a listener

Unblocking a listener

9.1.7 Creating an RDP listener

1. Select Management > Listeners.

2. Click + Add.
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Managament

Create new listener

adusers, whisys 10.0.8.60: 3388

whizys 10.0.8. 16022
S5H - Anonymous afe - anomymous 10.0.8.60:222
rdp2 whisys 10.0.8.60:8998
ssh-lisiener 10.0.8.60:686
niC whisys 10.0.8.60:58102
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3. Select RDP from the Protocol drop-down list.
4. From the Security drop-down list, select RDP connection security mode.

5. In the Announcement field, type in the announcement that will be presented to the user
on the login screen.

6. In the Permissions section, add users allowed to manage this object.
7. In the Connection section, select desired connection mode.

bastion

Note: User connects to the target host by including its name in the login string, e.g.
john_smith#mail_server.

e Select bastion from the Mode drop-down list.

e Select the the IP address from the Local address drop-down list and enter port number.

Note:

e The Bind address drop-down list elements are IP address defined in the Network con-
figuration menu (Network interfaces configuration) or labeled IP addresses (Labeled 1P
addresses).

e In case of cluster configuration, select a labeled IP address from the Local address drop-
down list and make sure that other nodes have IP addresses assigned to this label. For
more information refer to the Labeled IP addresses topic.

gateway

Note: User connects to the target host by providing its actual IP address. Wheel Fudo PAM
moderates the connection with the remote host using own IP address. This option requires
deploying Wheel Fudo PAM in the bridge mode.

e Select gateway from the Mode drop-down list.

e Select the network interface used for handling connections over this listener.
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proxy

Note:

e User connects to the target host by providing Wheel Fudo PAM IP address and port
number which unambiguously identifies target host.

e Proxy mode is not supported by dynamically added hosts.

e Select proxy from the Mode drop-down list.

e Select the the IP address from the Local address drop-down list and enter port number.

Note:

e The Local address drop-down list elements are IP address defined in the Network con-
figuration menu (Network interfaces configuration) or labeled IP addresses (Labeled IP
addresses).

e In case of cluster configuration, select a labeled IP address from the Local address drop-
down list and make sure that other nodes have IP addresses assigned to this label. For
more information refer to the Labeled IP addresses topic.

e In the Fxternal address field, enter an IP address (or FQDN name) along with the port
number, under which Fudo can be accessed from outside the local network.

Note: The external address is listed in user portal and it enables establishing connections from
external networks.

transparent

Note: User connects to the target host by providing its actual IP address. Wheel Fudo PAM
moderates the connection with the remote host using user’s IP address. This option requires
deploying Wheel Fudo PAM in the bridge mode.

e Select transparent from the Mode drop-down list.
e Select the network interface used for handling connections over this listener.
8. In the TLS certificate field, click to upload (optionally provide encryption passphrase)
or ﬂ to generate TLS certificate.
9. Click Save.
Related topics:
e Data model
e Fditing a listener
e Deleting a listener

e Blocking a listener
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e Unblocking a listener

9.1.8 Creating an SSH listener

1. Select Management > Listeners.

2. Click + Add.

Managamaeant

Create new listener

adusers, whisys 10.0.8.60:3388

whisys 10.0.8.160:22
S5H - Anomymous safe - anonymous 10.0.8.60:222
rdp2 whisys 10.0.8.60:8938
ssh-lisiener 10,0.8,60;686
WNC whisys 10.0.8.60:58102

T Add filtar -

ROP

S5H

RDP

S5H

WHC

3. Select SSH from the Protocol drop-down list.
4. In the Permissions section, add users allowed to manage this object.
5. In the Connection section, select desired connection mode.

bastion

Note: User connects to the target host by including its name in the login string, e.g.
john_smith#mail_server.

e Select bastion from the Mode drop-down list.

e Select the the IP address from the Local address drop-down list and enter port number.

Note:

e The Local address drop-down list elements are IP address defined in the Network con-
figuration menu (Network interfaces configuration) or labeled IP addresses (Labeled IP
addresses).

e In case of cluster configuration, select a labeled IP address from the Local address drop-
down list and make sure that other nodes have IP addresses assigned to this label. For
more information refer to the Labeled IP addresses topic.

gateway

Note: User connects to the target host by providing its actual IP address. Wheel Fudo PAM
moderates the connection with the remote host using own IP address. This option requires

9.1. Creating a listener 225



Wheel Fudo PAM 3.8 - System Documentation, Release is not supported

deploying Wheel Fudo PAM in the bridge mode.

e Select gateway from the Mode drop-down list.

e Select the network interface used for handling connections over this listener.

proxy

Note:

e User connects to the target host by providing Wheel Fudo PAM IP address and port
number which unambiguously identifies target host.

e Proxy mode is not supported by dynamically added hosts.

e Select proxy from the Mode drop-down list.

e Select the the IP address from the Local address drop-down list and enter port number.

Note:

e The Local address drop-down list elements are IP address defined in the Network con-
figuration menu (Network interfaces configuration) or labeled IP addresses (Labeled 1P
addresses).

e In case of cluster configuration, select a labeled IP address from the Local address drop-
down list and make sure that other nodes have IP addresses assigned to this label. For
more information refer to the Labeled IP addresses topic.

e In the External address field, enter an IP address (or FQDN name) along with the port
number, under which Fudo can be accessed from outside the local network.

Note: The external address is listed in user portal and it enables establishing connections from
external networks.

transparent

Note: User connects to the target host by providing its actual IP address. Wheel Fudo PAM
moderates the connection with the remote host using user’s IP address. This option requires
deploying Wheel Fudo PAM in the bridge mode.

e Select transparent from the Mode drop-down list.
e Select the network interface used for handling connections over this listener.
6. In the Fudo public key field, click to upload (optionally provide encryption passphrase)
or ﬂ to generate TLS certificate.
7. Click Save.
Related topics:
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Data model

Editing a listener

Deleting a listener

Blocking a listener

Unblocking a listener

9.1.9 Creating a MS SQL listener

1. Select Management > Listeners.

2. Click + Add.

Managameant

Create new listener

T Add filtar -

adusers, whisys 10.0.8.60:3389 RDP a:
whizys 10.0.8. 16022 55H ba:
85H - Anonymous afe - anomymous 10.0.8.60:222 85H e
rap2 whizyg 10.0.8.60:5998 RDP b
ssh-lisiener 10,08 60:686 S5H [oiys
TiC whizys 10.0.8.60:58102 WNC e

3. Select MS SQL (TDS) from the Protocol drop-down list.
4. In the Permissions section, add users allowed to manage this object.
5. In the Connection section, select desired connection mode.

gateway

Note: User connects to the target host by providing its actual IP address. Wheel Fudo PAM
moderates the connection with the remote host using own IP address. This option requires
deploying Wheel Fudo PAM in the bridge mode.

e Select gateway from the Mode drop-down list.

e Select the network interface used for handling connections over this listener.

proxy

Note:

e User connects to the target host by providing Wheel Fudo PAM IP address and port
number which unambiguously identifies target host.

e Proxy mode is not supported by dynamically added hosts.
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e Select proxy from the Mode drop-down list.

e Select the the IP address from the Local address drop-down list and enter port number.

Note:

e The Local address drop-down list elements are IP address defined in the Network con-
figuration menu (Network interfaces configuration) or labeled IP addresses (Labeled IP
addresses).

e In case of cluster configuration, select a labeled IP address from the Local address drop-
down list and make sure that other nodes have IP addresses assigned to this label. For
more information refer to the Labeled IP addresses topic.

e In the Fxternal address field, enter an IP address (or FQDN name) along with the port
number, under which Fudo can be accessed from outside the local network.

Note: The external address is listed in user portal and it enables establishing connections from
external networks.

transparent

Note: User connects to the target host by providing its actual IP address. Wheel Fudo PAM
moderates the connection with the remote host using user’s IP address. This option requires
deploying Wheel Fudo PAM in the bridge mode.

e Select transparent from the Mode drop-down list.
e Select the network interface used for handling connections over this listener.
6. Click Save.

Related topics:

e Data model

Editing a listener

Deleting a listener

Blocking a listener
o Unblocking a listener
9.1.10 Creating a Telnet listener

1. Select Management > Listeners.

2. Click + Add.
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Managameant

Create new listener

adusers, whisys 10.0.8.60: 3388

whizys 10.0.8. 16022
S5H - Anonymous afe - anomymous 10.0.8.60:222
rdp2 whisys 10.0.8.60:8998
ssh-lisiener 10.0.8.60:686
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3. Select Telnet from the Protocol drop-down list.
4. In the Permissions section, add users allowed to manage this object.
5. In the Connection section, select desired connection mode.

gateway

Note: User connects to the target host by providing its actual IP address. Wheel Fudo PAM
moderates the connection with the remote host using own IP address. This option requires
deploying Wheel Fudo PAM in the bridge mode.

e Select gateway from the Mode drop-down list.

e Select the network interface used for handling connections over this listener.

proxy

Note:

e User connects to the target host by providing Wheel Fudo PAM IP address and port
number which unambiguously identifies target host.

e Proxy mode is not supported by dynamically added hosts.

e Select proxy from the Mode drop-down list.

e Select the the IP address from the Local address drop-down list and enter port number.

Note:

e The Local address drop-down list elements are IP address defined in the Network con-
figuration menu (Network interfaces configuration) or labeled IP addresses (Labeled IP
addresses).

e In case of cluster configuration, select a labeled IP address from the Local address drop-
down list and make sure that other nodes have IP addresses assigned to this label. For
more information refer to the Labeled IP addresses topic.
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e In the External address field, enter an IP address (or FQDN name) along with the port
number, under which Fudo can be accessed from outside the local network.

Note: The external address is listed in user portal and it enables establishing connections from
external networks.

transparent

Note: User connects to the target host by providing its actual IP address. Wheel Fudo PAM
moderates the connection with the remote host using user’s IP address. This option requires
deploying Wheel Fudo PAM in the bridge mode.

e Select transparent from the Mode drop-down list.
e Select the network interface used for handling connections over this listener.
6. Select the Use TLS option to enable encryption.
7. Select the Enable SSLv2 support to support SSL v2 encrypted connections.
8. Select the Enable SSLv3 support to support SSL v3 encrypted connections.
9. In the TLS certificate field, click to upload (optionally provide encryption passphrase)
or ﬂ to generate TLS certificate.
10. Click Save.
Related topics:

e Data model

Editing a listener

Deleting a listener

Blocking a listener

Unblocking a listener

9.1.11 Creating a Telnet 3270 listener

1. Select Management > Listeners.

2. Click + Add.
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Managameant

Create new listener

adusers, whisys 10.0.8.60: 3388

whizys 10.0.8. 16022
S5H - Anonymous afe - anomymous 10.0.8.60:222
rdp2 whisys 10.0.8.60:8998
ssh-lisiener 10.0.8.60:686
niC whisys 10.0.8.60:58102
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3. Select Telnet 3270 from the Protocol drop-down list.
4. In the Permissions section, add users allowed to manage this object.
5. In the Connection section, select desired connection mode.

gateway

Note: User connects to the target host by providing its actual IP address. Wheel Fudo PAM
moderates the connection with the remote host using own IP address. This option requires
deploying Wheel Fudo PAM in the bridge mode.

e Select gateway from the Mode drop-down list.

e Select the network interface used for handling connections over this listener.

proxy

Note:

e User connects to the target host by providing Wheel Fudo PAM IP address and port
number which unambiguously identifies target host.

e Proxy mode is not supported by dynamically added hosts.

e Select proxy from the Mode drop-down list.

e Select the the IP address from the Local address drop-down list and enter port number.

Note:

e The Local address drop-down list elements are IP address defined in the Network con-
figuration menu (Network interfaces configuration) or labeled IP addresses (Labeled IP
addresses).

e In case of cluster configuration, select a labeled IP address from the Local address drop-
down list and make sure that other nodes have IP addresses assigned to this label. For
more information refer to the Labeled IP addresses topic.
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e In the External address field, enter an IP address (or FQDN name) along with the port
number, under which Fudo can be accessed from outside the local network.

Note: The external address is listed in user portal and it enables establishing connections from
external networks.

transparent

Note: User connects to the target host by providing its actual IP address. Wheel Fudo PAM
moderates the connection with the remote host using user’s IP address. This option requires
deploying Wheel Fudo PAM in the bridge mode.

e Select transparent from the Mode drop-down list.
e Select the network interface used for handling connections over this listener.
6. Select the Use TLS option to enable encryption.
7. Select the Enable SSLv2 support to support SSL v2 encrypted connections.
8. Select the Enable SSLv3 support to support SSL v3 encrypted connections.
9. In the TLS certificate field, click to upload (optionally provide encryption passphrase)
or ﬂ to generate TLS certificate.
10. Click Save.
Related topics:

e Data model

Editing a listener

Deleting a listener

Blocking a listener

Unblocking a listener

9.1.12 Creating a Telnet 5250 listener

1. Select Management > Listeners.

2. Click + Add.
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3. Select Telnet 5250 from the Protocol drop-down list.
4. In the Permissions section, add users allowed to manage this object.
5. In the Connection section, select desired connection mode.

gateway

Note: User connects to the target host by providing its actual IP address. Wheel Fudo PAM
moderates the connection with the remote host using own IP address. This option requires
deploying Wheel Fudo PAM in the bridge mode.

e Select gateway from the Mode drop-down list.

e Select the network interface used for handling connections over this listener.

proxy

Note:

e User connects to the target host by providing Wheel Fudo PAM IP address and port
number which unambiguously identifies target host.

e Proxy mode is not supported by dynamically added hosts.

e Select proxy from the Mode drop-down list.

e Select the the IP address from the Local address drop-down list and enter port number.

Note:

e The Local address drop-down list elements are IP address defined in the Network con-
figuration menu (Network interfaces configuration) or labeled IP addresses (Labeled IP
addresses).

e In case of cluster configuration, select a labeled IP address from the Local address drop-
down list and make sure that other nodes have IP addresses assigned to this label. For
more information refer to the Labeled IP addresses topic.
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e In the External address field, enter an IP address (or FQDN name) along with the port
number, under which Fudo can be accessed from outside the local network.

Note: The external address is listed in user portal and it enables establishing connections from
external networks.

transparent

Note: User connects to the target host by providing its actual IP address. Wheel Fudo PAM
moderates the connection with the remote host using user’s IP address. This option requires
deploying Wheel Fudo PAM in the bridge mode.

e Select transparent from the Mode drop-down list.

e Select the network interface used for handling connections over this listener.
Select the Use TLS option to enable encryption.

Select the Enable SSLv2 support to support SSL v2 encrypted connections.
Select the Enable SSLv3 support to support SSL v3 encrypted connections.

© o N @

Click the generate certificate icon to generate certificate, or the certificate upload icon to
upload a certificate.

10. Click Save.
Related topics:
e Data model

e Fditing a listener

Deleting a listener

Blocking a listener

Unblocking a listener

9.1.13 Creating a VNC listener

1. Select Management > Listeners.

2. Click + Add.
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Managameant

Create new listener

T Add filtar -

adusers, whisys 10.0.8.60: 3388 RODP ba:
whizys 10.0.8. 16022 55H ba:
S5H - Anonymous afe - anomymous 10.0.8.60:222 85H e
rdp2 whisys 10.0.8.60:398 RDP bas
ssh-lisiener 10.0.8.60:686 85H 2y
niC whisys 10.0.8.60:58102 WHC e

3. Select VNC from the Protocol drop-down list.

4. In the Announcement field, type in the announcement that will be presented to the user
on the login screen.

5. In the Permissions section, add users allowed to manage this object.
6. In the Connection section, select desired connection mode.

bastion

Note: User connects to the target host by including its name in the login string, e.g.
john_smith#mail_server.

e Select bastion from the Mode drop-down list.

e Select the the IP address from the Local address drop-down list and enter port number.

Note:

e The Local address drop-down list elements are IP address defined in the Network con-
figuration menu (Network interfaces configuration) or labeled TP addresses (Labeled IP
addresses).

e In case of cluster configuration, select a labeled IP address from the Local address drop-
down list and make sure that other nodes have IP addresses assigned to this label. For
more information refer to the Labeled IP addresses topic.

gateway

Note: User connects to the target host by providing its actual IP address. Wheel Fudo PAM
moderates the connection with the remote host using own IP address. This option requires
deploying Wheel Fudo PAM in the bridge mode.

e Select gateway from the Mode drop-down list.

e Select the network interface used for handling connections over this listener.
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proxy

Note:

e User connects to the target host by providing Wheel Fudo PAM IP address and port
number which unambiguously identifies target host.

e Proxy mode is not supported by dynamically added hosts.

e Select proxy from the Mode drop-down list.

e Select the the IP address from the Local address drop-down list and enter port number.

Note:

e The Local address drop-down list elements are IP address defined in the Network con-
figuration menu (Network interfaces configuration) or labeled IP addresses (Labeled IP
addresses).

e In case of cluster configuration, select a labeled IP address from the Local address drop-
down list and make sure that other nodes have IP addresses assigned to this label. For
more information refer to the Labeled IP addresses topic.

e In the Fxternal address field, enter an IP address (or FQDN name) along with the port
number, under which Fudo can be accessed from outside the local network.

Note: The external address is listed in user portal and it enables establishing connections from
external networks.

transparent

Note: User connects to the target host by providing its actual IP address. Wheel Fudo PAM
moderates the connection with the remote host using user’s IP address. This option requires
deploying Wheel Fudo PAM in the bridge mode.

e Select transparent from the Mode drop-down list.
e Select the network interface used for handling connections over this listener.
7. Click Save.

Related topics:

e Data model

Editing a listener

Deleting a listener

Blocking a listener

Unblocking a listener
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9.1.14 Creating a TCP listener

1. Select Management > Listeners.

2. Click + Add.

Managamant

Create new listener

adusers, whisys 10.0.8.60:3385

whisys 10.0.8.160:22
S5H - Anonymous Safe - EnOMymous 10.0.8.60:222
rdp2 whisys 10.0.8.60:6898
ssh-listener 10,0.8,60:686
L= Whisys 10.0.8.60:58102

T Add filtar -
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3. Select TCP from the Protocol drop-down list.
4. In the Permissions section, add users allowed to manage this object.
5. In the Connection section, select desired connection mode.

gateway

Note: User connects to the target host by providing its actual IP address. Wheel Fudo PAM
moderates the connection with the remote host using own IP address. This option requires
deploying Wheel Fudo PAM in the bridge mode.

e Select gateway from the Mode drop-down list.

e Select the network interface used for handling connections over this listener.

proxy

Note:

e User connects to the target host by providing Wheel Fudo PAM IP address and port
number which unambiguously identifies target host.

e Proxy mode is not supported by dynamically added hosts.

e Select proxy from the Mode drop-down list.

e Select the the IP address from the Local address drop-down list and enter port number.

Note:

e The Local address drop-down list elements are IP address defined in the Network con-
figuration menu (Network interfaces configuration) or labeled 1P addresses (Labeled IP
addresses).
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e In case of cluster configuration, select a labeled IP address from the Local address drop-
down list and make sure that other nodes have IP addresses assigned to this label. For
more information refer to the Labeled IP addresses topic.

e In the Fxternal address field, enter an IP address (or FQDN name) along with the port
number, under which Fudo can be accessed from outside the local network.

Note: The external address is listed in user portal and it enables establishing connections from
external networks.

transparent

Note: User connects to the target host by providing its actual IP address. Wheel Fudo PAM
moderates the connection with the remote host using user’s IP address. This option requires
deploying Wheel Fudo PAM in the bridge mode.

e Select transparent from the Mode drop-down list.
e Select the network interface used for handling connections over this listener.
7. Select Use TLS option to enable encryption.
8. Select the Enable SSLv2 support option to support SSL v2 encrypted connections.
9. Select the Enable SSLv3 support option to support SSL v3 encrypted connections.
10. In the TLS certificate field, click to upload (optionally provide encryption passphrase)
or ﬂ to generate TLS certificate.
11. Click Sawve.
Related topics:
o TCP
e Creating a TCP server

e Data model

9.2 Editing a listener

1. Select Management > Listeners.

2. Find and click desired listener to access its configuration parameters.
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Note: Define filters to limit the number of objects displayed on the list.

3. Modify configuration values as needed.

Note: Unsaved changes are marked with an icon.

General Unsaved changes
Login john_smith
Blocked
Account validity | Picedinie
HD'IO TR o :

4. Click Save.
Related topics:

e Data model

o System initiation

e Servers

9.3 Blocking a listener

Warning: Blocking a listener will terminate current connections with server which uses it.

1. Select Management > Listeners.

2. Find and select desired listener.
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Note: Define filters to limit the number of objects displayed on the list.

3. Click Block to disable access to hosts over selected listeners.

Management r.'unn'
 Delete T Add fitter - Search
10.0.4:0.50: 5
10.0.40.50: 95589 htip 1004050 5
Listrar-10.0,40,.50:8000 test-safe-1 10.0.4:0.50: Bl
MYSQL-0-10.0.35.52 db-0 > MYSOL-0-10.0.35.52 10.0.40.50: 3
QRACLE-10.0.40. 143 db-0 » ORACLE-10.0.40.149 10.0.40.50:1
ADF-0-10.0.35.54 rdp-podmiana-0 > ROP-0-10.0.35.54 10.0040.50:
ROP-0-10.0.35,54-ANONYMOLIS anormymous = RDP-0-10.0.35,54-ANONYMOLUS 100,40 5021
4. Optionally, provide descriptive reason for blocking given resource and click Confirm.
Related topics:
e Data model
e System initiation
e Servers
9.4 Unblocking a listener
1. Select Management > Listeners.
2. Find and select desired listener.
Note: Define filters to limit the number of objects displayed on the list.
3. Click Unblock to enable access to hosts over selected listeners.
Management r.'unn'
 Delete T Add fitter - Search
10.0.4:0.50: 5
10.0.40.50: 95589 htip 1004050 5
Listrar-10.0,40,.50:8000 test-safe-1 10.0.4:0.50: Bl
MYSAL-0-10.0.35.52 db-0 = MYSOL-0-10.0.35.52 1004050 3
QRACLE-10.0.40. 143 db-0 » ORACLE-10.0.40.149 10.0.40.50:1
ADP-D-10.0.35.54 rdp-podmiana-0 > ROP-0-10.0.35.54 1004050 14
ROP-0-10.0.35,54-ANONYMOLIS anormymous = RDP-0-10.0.35,54-ANONYMOLUS 100,40 5021

4. Click Confirm to unblock selected objects.
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Unblock objects
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-

Confirm unblocking selected objects

Related topics:
e Data model
e System initiation

e Servers

9.5 Deleting a listener

Warning: Deleting a listener will terminate current connections with server which uses it.

1. Select Management > Listeners.

2. Find and select desired listener.

Note: Define filters to limit the number of objects displayed on the list.

3. Click Delete.

Management F"l.ll:":ll.I

Listarers + Add @ Block & Unblock l H Delata | T Add filter ~ Bearch

Select objects

| Delete selected objects Eg=i= 10.0.40.50:9
10.0.40. 502959 htip 10040509
Listrar-10.0,40.50:8000 test-safe-1 100,40 50: B
MYSQL-0-10.0.35.52 db-0 > MYSOL-0-10.0.35.52 10.0.40.50: 3
QRACLE-10.0.40.14% db-0 » ORACLE-10.0.40.149 100,40, 50:1!
ADF-0-10.0.35.54 rdp-podmiana-0 > RAOP-0-10.0.35.54 10.0.40.50:

RADP-0-10.0.35,54-ANONYMOLIS anormymous > RDP-0-10.0.35,54-ANONYMOLUS 10.0040.50:24

4. Confirm deleting selected objects.
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Dalate objacts

AR OU BUM Ou want 10 deke 1 obper?

m I:;L". I"-"

Confirm deletin cted objects

Related topics:
e Data model
e System initiation

e Servers
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Password changers

Wheel Fudo PAM uses proprietary password changers to manage credentials to privileged acco-
unts defined on monitored servers. Password changer feature supports the following password
management scenarios:

e Unix over SSH
e MySQL over SSH
Cisco over SSH and Telnet

Cisco Enable Password over SSH and Telnet
e MS Windows over WMI

10.1 Password changer policy

Password changer policy defines specifics of how frequently the password should be changed and
password complexity requirements.

10.1.1 Defining a password changer policy

1. Select Management > Password changers.
2. Click + Add.

3. Enter object name.

4

. Select the Password change enabled option and specify the time interval between each
password change.

5. Select the Password verification enabled option and specify the time interval between each
password verification.

6. Define password complexity.
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Parameter Description

Length Provide the number of characters comprising the password.

Small letters Select to include lowercase characters, define their minimal
number.

Capital letters Select to include uppercase characters, define their minimal
number.

Special characters Select to include special characters, define their minimal num-
ber.

Digits Select to include digits, define their minimal number.

Note: The sum of the enforced password requirements cannot be greater than the specified
password length.

7. Click Save.

Management

Policy

General

Unigue object name
Nama tr I

Passward mnwmm( a minutes

Define how frequent the password
will be changed

Password verification mbl-ed( als minutes

Define how frequently
the password will be verified

Password requirements

Define passwords complexity

Length
Small |etters
Seattings Capital |etters

Special characters

Digits

| Pl Save object

10.1.2 Editing a password changer policy

1. Select Management > Password changers.
2. Find and click desired object to open its configuration page.

3. Modify configuration parameters as needed.

Note: Unsaved changes are marked with an icon.
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General

Unsaved changes

Account validity Indefinie

Hvllommi

4. Click Save.

10.1.3 Deleting a password changer policy

1. Select Management > Password changers.

2. Find and select desired objects.

3. Click Delete.

4. Confirm deletion of selected objects.
Related topics:

e Data model

e Accounts

o (Clustom password changers

e Setting up password changing on a Unix system

10.2 Custom password changers

Custom password changers enable defining a set of commands executed on a remote host in
order to change the password.

10.2.1 Defining a custom password changer

1. Select Management > Password changers.
. Select Custom changers tab.

. Click + Add.

2
3
4. Define the password changer’s name.
5. Click + to add a command.

6

. Enter command.

Note: Commands allow usage of variables listed in the List of available variables section.
Variables encapsulated in %% charachters will be replaced in all commands (e.g. %%host%%).
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e host - IP address or hostname of the target system (using hostname requires configuring
DNS server)

e port - port number
e [ogin - user login
e secret - current user password

e new_secret - new password

7. Provide optional comments.

8. Repeat steps 5 through 7 to add additional commands.

Note: Drag and drop each command to change the execution order.

9. Repeat steps 5 through 8 and define a password verification commands in the Password
verification commands list section.

10. Click Sawve.

11. Define password change policy and assign the password changer to account.

Note: Example

In this password changer example, the password is changed is triggered with the passwd com-
mand, followed by the current password string secret and the new secret repeated twice
new_secret. The last command creates a file, which is later used to verify that the password
has been changed successfully.

Password change

1. passwd

2. %%secret% %

3. %%mew _secret%%

4. %%mnew secret%%

5. touch /tmp/%%login%%.passwd-changed
Password verification

1. stat /tmp/%%login%%.passwd-changed | | exit 1

2. touch /tmp/%%login%%.passwd-verified

10.2.2 Editing a custom password changer

—_

. Select Management > Password changers.
2. Select Custom changers tab.

3. Click the name of desired password changer.
4

. Edit selected commands.
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5. Click X to remove selected command.

6. Click Save.

10.2.3 Deleting a custom password changer

1. Select Management > Password changers.

2. Select Custom changers tab.

3. Select desired elements and click Delete.

4. Confirm deleting selected objects.
Related topics:

e Data model

e Accounts

e Password changer policy

e Setting up password changing on a Unix system

10.3 Setting up password changing on a Unix system

This topic contains an example of setting up password changing on a Unix system.
Adding a password change policy
1. Select Management > Password changers.

2. Click + Add to create a new password changing policy.

Management ' FUI Define new password changer

Password policies Custom changears

20 minut
Custom password polcy 1

Static, without resfrictions MNane

Manage password changers

h- Password changers

3. Provide password change policy name.

Note: Provide a descriptive name so that anyone administrating Wheel Fudo PAM can tell
what the policy does at a glance. E.g. 10 minutes, 20 characters, special characters,
uppercase.

4. Select the Password change enabled option and define how frequently the password will be
changed.
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5. Select the Password verification enabled option and define how frequently the Secret Ma-
nager should verify whether the password has not been changed in any outher way but the
Secret Manager itself.

L]
Management { Fudo

Policy

General . e
Provide descriptive name —

Mame ' 10 minutes, 20 chars, lowercase, digits
Enable password change 7 '
Password change enabled B 10

ow frequently the password will be changed

Password verification enabled Q Define h

Enable password verification

6. Provide the number of characters comprising the password.

7. Select desired password complexity options and provide the minimal number of characters
for each.

Password requirements

Define password length —

Length ‘ 20

Small letters ’ 15
Enable enforcing selected requirement. Provide the minimum number of characters

Settings Special characters

Digits g s

8. Click Save to store password changer policy.
Assigning password changer to the privileged account
1. Select Management > Accounts.

2. Find and click desired account object.
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Management < F"LII'JD.
Accounts + Add S Block & Unblock Delete T Add filter ~ Search
http-aceount 10,0235 054 all risgular Static, without restictions M
Manage accounts
ntlp-anonymous 10.0.235.254 all ANCMNYIMIoU S Mone Mona
@ Aocounts inux 1 =nginx-acocount ML 1 =ngin all foreard Mone oing
i ] -gah-Liser] ini:d-agh all "&g;hlr Statie, without restrictions Mo
Nl -ssh-Lserz inus 1 -58h all '\qulnr Static, without restnctions Lirib Acc
i - bk - Lsnr L 1 - lrt all risgular Statie, without restictions M
myagl-noot miysgl all regular Static, without restrictions Mona
mEdlt account win2D0Er? all forward Mone o
BsD all "Eﬂfﬂﬂ.r' 10 minutes, 20 chars, wencase, Ijil;ﬂS Limix Ace
terminalsenen-ancnymous tarminalsenier all AnNONYTTICUS MNone Moina

3. Provide the privileged account login in the Credentials section.
4. Select with password from the Replace secret drop-down list.
5. Provide privileged account password.

6. Select your policy from the Password change policy drop-down list.

Credentials

Password change policy 10 minutes, 20 chars, lowercase, dgits

Select password change policy

7. In the Password changer section, select the Unix Account over SSH from the Password
changer drop-down list.

8. Provide superuser login credentials.

Password changer

Select password changer specific to the target operating

anger " Unix Account over SSH

Privileged user password {

Provide superuser account password ]

Note: Superuser account enables resetting the password in case the Secret manager detects
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that it has been changed by someone else.

9. Click Save.
Related topics:
e Requirements

e Data model

10.4 Setting up password changing on Michrosoft Windows system

This topic contains an example of setting up password changing to Microsoft Windows account
over WMI.

Note: Windows WMI password changer
Using Windows WMI password changers requires granting sufficient permissions to regular users.

e Run the winrm quickconfig command to detect any potential issues, turn on the Loca-
[AccountTokenFilterPolicy option and unblock ports on internal firewall.

e In case the winrm is unavailable, execute the following command cmd /c reg
add HKLM\SOFTWARE\Microsoft\Windows\CurrentVersion\Policies\system /v
LocalAccountTokenFilterPolicy /t REG_DWORD /d 1 /f

Additionally, unblock WMI and DCOM ports and change the network interface
type to Office network.

If neither of the above has brought expected results, the administrator must explicitely asign
users and groups priviledges to WMI or DCOM using wmimgmt.msc and dcomenfg:

e http://www-01.ibm.com/support/docview.wss?uid=swg21681046

e https://technet.microsoft.com/en-us/library/cc771551(v=ws.11).aspx

Adding a password change policy
1. Select Management > Password changers.

2. Click + Add to create a new password changing policy.

Management ' FUI Define new password changer

Password policies Custom changers

20 minut
Custom password podicy 1

Static. without resfrictions MNang

Manage password changers

# Password changers

10.4. Setting up password changing on Michrosoft Windows system 250


http://www-01.ibm.com/support/docview.wss?uid=swg21681046
https://technet.microsoft.com/en-us/library/cc771551(v=ws.11).aspx

Wheel Fudo PAM 3.8 - System Documentation, Release is not supported

3. Provide password change policy name.

Note: Provide a descriptive name so that anyone administrating Wheel Fudo PAM can tell
what the policy does at a glance. E.g. 10 minutes, 20 characters, special characters,
uppercase.

4. Select the Password change enabled option and define how frequently the password will be
changed.

5. Select the Password verification enabled option and define how frequently the Secret Ma-
nager should verify whether the password has not been changed in any outher way but the
Secret Manager itself.

-
Management { Fudo

Policy

General . e
Provide descriptive name —

Marme ' 10 minutes, 20 chars, lowercase, digits
Enable password change '
Password change enabled a 10

G Define how frequently the password will be changed

Password verification enabled

Enable password verification

6. Provide the number of characters comprising the password.

7. Select desired password complexity options and provide the minimal number of characters
for each.

Password requirements

Define password length —]

Length ‘ 20

Small letters ’ 15
Enable enforcing selected requirement Provide the minimum number of characters

Special characters

Digits g s

8. Click Save to store password changer policy.
Assigning password changer to the privileged account
1. Select Management > Accounts.

2. Find and click desired account object.

10.4. Setting up password changing on Michrosoft Windows system 251



Wheel Fudo PAM 3.8 - System Documentation, Release is not supported

Management < F"LII'JD.
Accounts + Add S Block & Unblock Delete T Add filter ~ Search
http-aceount 10,0235 054 all risgular Static, without restictions M
Manage accounts
ntlp-anonymous 10.0.235.254 all ANCMNYIMIoU S Mone Mona
@ Aocounts inux 1 =nginx-acocount ML 1 =ngin all foreard Mone oing
i ] -gah-Liser] ini:d-agh all "&g;hlr Statie, without restrictions Mo
Nl -ssh-Lserz inus 1 -58h all '\qulnr Static, without restnctions Lirib Acc
i - bk - Lsnr L 1 - lrt all risgular Statie, without restictions M
myagl-noot miysgl all regular Static, without restrictions Mona
mEdlt account win2D0Er? all forward Mone o
BsD all "Eﬂfﬂﬂ.r' 10 minutes, 20 chars, wencase, Ijil;ﬂS Limix Ace
terminalsenen-ancnymous tarminalsenier all AnNONYTTICUS MNone Moina

3. Provide the privileged account login in the Credentials section.
4. Select with password from the Replace secret drop-down list.
5. Provide privileged account password.

6. Select your policy from the Password change policy drop-down list.

Credentials

Password change policy 10 minutes, 20 chars, lowercase, dgits

Select password change policy

7. In the Password changer section, select the Unix Account over SSH from the Password
changer drop-down list.

8. Provide superuser login credentials.

Password changer

Select password changer specific to the target operating

anger " Unix Account over SSH

Privileged user password {

Provide superuser account password ]

Note: Superuser account enables resetting the password in case the Secret manager detects
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that it has been changed by someone else.

9. Click Save.
Related topics:
e Requirements

e Data model
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Policies

Policies are patterns definitions facilitating proactive session monitoring. In case a defined
pattern is detected, Wheel Fudo PAM can automatically pause or terminate given connection,
block the user and send notification to Wheel Fudo PAM administrator.

Defining patterns

Note: Wheel Fudo PAM supports POSIX extended regular expression.

1. Select Management > Policies.
2. Select Regular expressions tab.

3. Click + Add regular expression.
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Managearment Fudo

Policies rﬂngulu expressions Select patterns settings tab

Marme delete all
RAegular exprassion m =Rf
Delate
Open policies configuration page Name assaginate al
U Policies Regular expression il

Delate

Add pattern definition

4. Enter pattern name.

5. Define the pattern itself.

Note:
e Patterns can be defined as regular expressions.

e Wheel Fudo PAM does not recognize expressions which use backslash character, e.g. \d,

\D, \w, \W.

6. Repeat steps 3-5 to define additional patterns.
7. Click Save.
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Managerment

Policies

Regular exprassions

Marne delate all
Rugular exprassion m =R
Delete
Marne assasinabe all
U Poliches Ragular expression kilal

Dalate Enter name of the pattern
tum. )

@mu-r exprassion )

Enter pattern characters string

Delete

Note: Regular expressions examples
Command rm

(~l[~a-zA-Z])rm[[:space:]]

Command rm -rf (also -fr; -Rf; -fR)
(~|[~a-zA-Z])rm[[:space:]1]1+-([rRIf|£f [rR])
Command rm file

(I [~a-zA-Z])rm[[:space:]11+([~[:space:]]1+[[:space:]11*)?/full/path/to/a/
file([[:space:11I\;1$) (~|[~a-zA-Z])rm[[:space:]]+.*justafilename

Defining policies
1. Select Management > Policies.

2. Click Add policy.
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Management

Policies Regular expressions

Marne notd_low_in n n % & x

Regular sxpression | tosti | a

Lo

Open policies configuration page

U Policies

Settings

Create new polic

3. Enter policy name.

4. Select actions.

= Send email notification to system administrator.
n Pause connection.

o . .

S Terminate connection.

@ Block user.

Note:

e Sending email notifications requires configuring and enabling notification service as well
as Session policy match notification enabled in safe configuration.

e Note that blocking the user automatically terminates the connection.

5. Select monitored patterns.

6. Select policy severity.

Note: Severity parameter value is included in the email notification message.

7. Select the Match input only option to process input stream only.
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Note: In RDP, VNC and MySQL protocols only input data is processed.

8. Click Sawve.

Management

Policies

Regular expressions

MNarme natid_low_in n n =oe x
Regular sxprossion | tosti | a
Sevearity Lo H

Match inp
Deﬁne pc+||cyr name g
U Policles ( ]ﬂ = n )

Regulas axpression Select pattge
monitored by gi

Sevarity | ceeeeeees H

Mateh input anly (P Select policy match sevent

Select to process input stream only

Save changes

Note: After defining a policy, you can assign it to a safe that is used to establish connections
to servers.
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Management Fudo’
Safe
General
Lo} BEAA1T2342057 385975
Marme Paolicy_test
Blocked
Notifications Sassion start Sasslon start fpush)
Sassion finish Sassian join
Sassion leave Sassion policy match

Lagin raason a

Assign policy to safe ]

( — (= 7o)

Users | wnrrey | uwert | a,

Deleting patterns
1. Select Management > Policies.
2. Select the Regular expressions tab.
3. Find desired pattern definition and select the Delete option.
4. Click Save.
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Managerment

Policies

Regular exprassions

Marne delate all
Rugular exprassion m =R
Delete
Marne assasinabe all
U Poliches Ragular expression kilal

Select to delete given pattern

Deleting policies
To delete policy definition, proceed as follows.
1. Select Management > Policies.
2. Find desired policy definition and select corresponding Delete option.

3. Click Save.
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Management

_Open policies configuration page

Policies Reg

natidl_low_in

Settings

Save changes

Related topics:
e Safes
e Terminating connection
e Notifications

e Security
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Sessions

Wheel Fudo PAM stores all recorded servers access sessions, allowing to playback, review, delete
and export to one of supported video format.

Sessions management page allows filtering stored user sessions, accessing current users connec-
tions and downloading stored sessions. It also provides status information on each session and
enables access to session sharing options.

Note: Cotents of the session list depend on the logged in user’s access rights. Being able to
access a given session requires having management priviliges to: server, account, user and safe
objects that were used in the given connection.

Icon  Description

v

Start session playback (applicable to sessions with the entire traffic recording
option selected in connection properties).
Icon indicating that session has been timestamped.

Purpose why the user has connected to the server.

Session has been commented.

Session has been processed for full-text search purposes.

Access session sharing management options.

= O W # 9 0

Download session material i selected file format (applicable to sessions with either
complete or raw traffic recording option selected in connection properties).

il User activity monitor (applicable to live sessions).

Username whom approved pending session.

Approve pending connection.

Decline pending connection.

Pending connection awaiting authorization.

+ V| x| 4| B

Element aggregating connections established within the same session.

To open sessions management page, select Management > Sessions.
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Note: Wheel Fudo PAM stores compressed session material which may result in differences
between the displayed and the actual session size.

OCR selected

Management "_
Show current connections

Define filtering options

citrix-anon  2017-02-16 16:51 2017-02-17 O7:52 131.0KB

cri |ca-anon chrie-anon  2017-02-16 16:48  2017-02-16 16:51 0224 42% 792.0 KB
citrix. ica-anon citrix-anon  2017-02-16 16:46  2017-02-16 16:46  0:00:04 0% BA0KB

citrix. Ica-anon cirix-anon  2017-02-16 16:45  2017-02-1616:46 000005 0% 123.0 KB

o
=]

o
= L ¢

L d citrix ica-anon citrix-anon  2017-02-16 16:43  2017-02-18 16:46  0:029

»> carix ica-reg citrix2 2017-02-16 16:37  2017-02-16 16:37  0:00 &
L d citrix ica-reg citrixg 2007-02-1615:16  2017-02-1615:16  0:0012 0% INOKE &
P anonymous ICA citrix ica-anon citrix2 2017-02-16 15113 2017-02-1615:14  0:0029 0% 1.0KB &
P anonymous ICA citrx. Ica-anon cirix2 201702161505  2017-02-161505  0:00c11 0% 44.0KB &
P anonymous (=) citrix. ica-anon citrik2 2017-02-16 15:04  2017-02-1815:04  0:00:19 100% 2500 KB &
P anonymous ICA citrix. Ica-anon citrix2 2017-02-16 15:03  2017-02-1615:03  0:00:11 0% J.0KB &
» anonymous ICA citrin ica-anon  citrikg 2007-02-1615:02  207-02-181602 00011 0% ET.OKE S
P anonymous ICA catrix ica-anon citrix2 2017-02-16 14:58  2017-02-16 14:56 0012 0% 20.0KB &
» anonymous ICA citrix lca-anon  citrix2 20170216 14:58  2017-0206 1458 000002 0% B20KB &
P anonymous Citrix StoreFront (HTTP) stonefront sf-anon citrix2 2017-02-16 1420  2017-02-1614:38 01829 0% 144.0 KB s i
P anonymous Citrix StoreFront (HTTF) stonafront sf-anocn cirix2 20170216 14:20 2017-02-1614:20 0:00001 0% 22.0KB L
P anonymous (=) citrix ica-anon citrik2 207-02-16 123 2017-02-18 12231 0:00:00 0% 1.0KB £
P anonymous ICA citrix ica-anon citrix2 2017-02-16 12230  2017-02-1612:30 0:00:00 0% 1.0KB &
B anonymous ICA citrix ica-anon  citrix2 2017-02-1612:30  2017-02-161230  0:.00:00 0% 1.0KB ES
P anonymous ICA catrix ica-anon citrix2 2017-02-16 12228  2017-02-1612:26  0:00:00 0% 1.0KB &
P anonymous ICA citrx. Ica-anon cirix2 20702161224 2017-02-1612:24 0:00000 0% 1.0KB &
P anonymous Citrix StoreFront (HTTP) storefront sf-anon citrix2 070216 1221 2017-02-1612:48  0:26:47 0% 17.0KB L
» ad-usar1d Citrix StoreFront (HTTP) stonafront sf-forward  citrix 201702161202 2017-02-161215 01251 0% 20.0KB & X
» Administrator  ADP rdpl.endpoint  Forward Rdp 20M7-02-1414:23  2017-02-1414:24  0:00:02 0% 226.0KB (=] &
» ad-userid RDP rdpl.endpoint  Forward Rdp 2017-02-14 1420  2017-02-1414:20 00005 0% 164.0 KB X
» ad-usarid ADF rdpl.endpoint  Forwarnd Rdp 2017-02-14 1417 2017-02-1414:18 0:00:56  100%  242.0KB L

12.1 Filtering sessions

Sessions filtering allows to find desired sessions easily by limiting the number of displayed sessions
on the sessions management page.

12.1.1 Defining filters

1. Click Add Filters and select desired data type from the drop-down list.

Fudo’ &admin~ 7
d filtering parameter TAddfilter~ & Generats report  Search. Q-
b Mickay Mouse  fudod  S5H ssh [F-1608:01  0:00:00 0% 16.0 KB = &
P Mickey Mouse Tudod SSH ssh [F-16 06:01 0:00:00 0% 15.0 KB & L
B Mickay Mouse  fudod  SS5H 8sh F-1608:001 00000 0% 15.0KB |

2. Select desired values for the given filtering type parameter.
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Managemeant

SCR Ard fittar ~ = Generate repart Search... [+ R
ects on the list

Select all objects

P Mickey Mouse fudod SSH

b Mickey Mouse fudod BSSH

TFew
(L

Choose objects for the selected filtering parameter

P Mickey Mouse fudod SSH 58

Note: Enter a string of characters to limit the number of the elements on the list. In case of
users, the elements on the list can be limited to those who have a given user role assigned or
belong to the given organization unit.

By user

Select a previously added object to |k
remave it from the filtering list #irnia faa Fach

Select a previously added object to remove it from the filter.

Protocol, user, connection, server and organization parameters allow for selecting multiple ob-
jects of the given type.

Sessions _all Active Disdete = OCR T Add fitter - = Generte repart Search... L= &

U | Mickey o | Sotiormr | Winde e Povh |

By sarver

The filtering mechanism allows for adding multiple
objects to the selected filtering parameter

3. Repeat steps 2 and 3 to define additional filters.

Note: Only sessions which match all defined filtering parameters will be displayed.

4. Click Add Filter and select previously added filtering parameter to disable given filter.
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Management . Fudo’ &admin~ 2

Sessions will Active Debete = OCR T Add filter - & Generate report Search.. Q-

By protocol

By organ(zation
From date

To date

OCR

12.1.2 Full text search

Wheel Fudo PAM enables searching stored data to limit the number of elements on the sessions
list only to those containing the specified phrase.

Management

T Add filter ~

& Generate repart

ions containing specified string of characters

Define search options
ooy o pag i

| 1 P S8H ash 2015-07-21 13:32 2015-07-21 13:32 & &
L fudia 55H ssh 2015-07-21 13:30 2015-07-21 13:32 0:01:47  56% JMOKB = &
F oo fuda SBH ash 2015-07-21 13:30 2015-07-21 13:30 0:00:05 100% 14.0 KB & i
> & fudo 55H ssh 2015-07-21 13:28 2015-07-21 13:28 0:00:07 100% 14.0 KB =5 X

Note: Playing a session containing the specified phrase starts from the moment of its first
occurrence.

The player allows for skipping between each occurrence of the specified phrase.
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8 0o Session B483BB53Z2111147062
X hasps:/10.0.40.50/ses5ions /B4E3RE532111 147062

The search phrase is highlighted

Skip to the previous occurrence

Skip to the next occurrence

00:00:10 00:00:25 @ info m Ft Share |

12.1.3 Managing user defined filter definitions
Current filtering settings can be stored as a user defined filtering preset for the convinience of
the system’s operator.
Storing a user defined filter definition
1. Define filtering options as described in the Filtering sessions section.
2. Provide the name for the filter definition.

3. Click the save icon to store the filter definition.

Management

Sesslons il Active T Add filter = Generate report Q~

By protocol

Store the filtering definition

Editing a user defined filter definition

1. Click Add filter and select the desired filter definition.
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Management 4 Fudo’ &admin~ 7
Sessions il Active Debetn % OCR T Add fitter - S Generate report  Sea Q-

By pratocal

By user

By connection
B admin  fudod  SSH ssh L R W52 00005 100% T.OKB & &
P admin fudod S5H ssh 20150711 By erganization Je:0n 00000 0% 16,0 KB = i
B admin  fuded  S5H ush 2015-07-1)  From date W01 Q0000 0% 15.0KB = &
B admin  fuded  SSH ssh 2015-07-1| 1o date W01 G000 0% 15.0 KB = &
B admin fuded  SSH ssh 0is07- O W0l 00000 0% 18.0 KB - &
B admin  fudod  SSH ssh 2015-07-10 my_very_own_fiter PE:01 20000 D% 15.0 KB B &
B admin  fudc 2016-00-1608:01 00000 0% 15,0 KB = 4

Select desired filtering definition

2. Change the filtering parameters as desired.

3. Click the save icon to store changes in the filter definition.
Deleting a user defined filter definition

1. Click Add filter and select the desired filter definition.

Management ¢ Fudo’ &admin - 7
Sessions il Active Dicbote = OCR T Add filter - = Generate report Soa) Q-

By peotocol

By usar

By connection
» admin  fudod  SSH ssh 15072 g e W52 00005 100%  T.OKB = i
> admin  fudod  SSH ssh 2018-07-1 By arganization 8:01 o000 D% 16,0 KB = &
» admin  fuded  SSH ssh 2015-07-1) From date 8:01 00mDD D% 15.0 KB B &
» admin  fudod  SSH ssh 2018-07-1 1O date W01 G000 0% 15.0 KB = &
> admin  fuded  SSH ssh 2015071 OO0 801 00000 D% 18.0 KB = X
» admin  fudod  SSH ssh 2015-07-1(  my_very_own filler PE:01 0:00:00 D% 15.0 KB = i
» admin  fudo 2015-07-18 0B:01 000D 0% 16.0 KB - X

Management

T Add filter ~ = Generate report

By protocol | 554 |

my_wary_own_filter B @
Delete filtering definition )

3. Confirm deleting the selected filtering definition.
Related topics:
e System overview

e Reports

12.2 Viewing sessions

Wheel Fudo PAM allows viewing recorded sessions as well as current user connections.

To view a session, proceed as follows.
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1. Select Management > Sessions.
2. Find desired session and click the play icon next to it.

Session player options

Note: Some options are available for live sessions only.

800 Session 6871947604880708823 '
{% https://10.0.8.64 /sessions/6871947604880708823/

Last login: Tue Oct 7 08:38:17 2014 from 10.0.1.13
root@marcin-fudo:~ #

Play recorded session

Fast forward x2 Skip to the current live session activities

Fast forward x4 Display information on current session
Skip to next user action Display detailed timeline with user's activities

Display the relative or the actual connection time =

ECEE . 3 01:16:20 01:16:25
Join session

Pause session

Terminate session

Timeline with user's activities, e.i. mouse clicks, keyboard input, etc

Note: Playing a session containing the specified phrase starts from the moment of its first
occurrence.

The player enables skipping between each occurrence of the specified phrase.
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8 0o Session B483BB53Z2111147062

TealS0 4. )-MILEASE [(GENERTC) #0: Hon Apr 9

re coaralt She ERAN
it's vpdated Crequeantly

The search phrase is highlighted

Skip to the previous occurrence

Skip to the next occurrence

00:00:10 00:00:25 @ info m E Shara

Note: Click the displayed elapsed time to switch between the connections’s actual and relative
time.
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® 00 Session 6871947604880708823 v
(B https://10.0.8.64/sessions/6871947604880708823/

Last login: Tue Oct 7 08:38:17 2014 from 10.0.1.13
rootémarcin-fudo:~ #

Click to switch between displaying the relative or the actual connection time

01:16:27 @lnfo P Share | " |

& Terminate = Pause | = Join Live view!

Related topics:

e Sensitive features

12.3 Viewing live sessions

Wheel Fudo PAM enables viewing current connection sessions, allowing to supervise user’s ac-
tivities.

1. Select Management > Sessions.

2. Click Add filter and select Active.

3. Select Yes from the drop-down list.

4. Find desired session and click the play icon to start playback.
Related topics:

o Viewing sessions

e Terminating connection

12.4 Pausing connection

In case a current user action requires analysis, the connection to the server can be paused.
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Note: Pausing connection temporarily suspends data transmission. After resuming connection,
buffered user’s actions are forwarded to the server.

1. Select Management > Sessions.

2. Click Add filter and select Active.

3. Select Yes from the drop-down list.

4. Find desired session and and click the play icon to start playback.
5. Click Pause.

- Nals) Session 671923719081296898
{3 https://10.0.8.63/apps/play/671923719081296898/

elcome to FreeBSDI

.3

Bafore seeking technical support, please use thae following resources:

Security advisories and updated errata information for all releases ara
at http://www.FreeBSD.org/releases/ - always consult the ERRATA section
for your relesss first as it's updated frequently.

The Handbook and FAQ documents are at bttp://www.FreeBSD.org/ and,
along with the mailing lists, can be searched by going to
http://www.FreeBSD.org/search/. If the doc package has been installed
{or fetched via pkg_add -r lang-freebsd-doc, where lang is the
2-letter language code, &.g. en), they are also available formatted
in /usr/local/shara/doc/fresbsd.

If you still have a question or problem, please take the output of

“uname -a", along with any relevant error messages, and email it

as & gquestion to the gquestionef@FresBSD.org mailing list. If you are
nfamiliar with FreeBSD's directory layout, please refer to the hier(7)
manual page. If you are not familiar with manual pages, type “man man®.

[Edit /etc/motd to change this login announcement.
fhads-radius# c

m > » ¢ 000415 NG 000009 @nfo  ®Details  #* Share

) Terminate = Join Live View!

’ y S5
Click to pause live user session

cd

Related topics:
e Replaying session
e Joining session

o [Filtering session

12.5 Terminating connection

In case the administrator notices access rights misuse, Wheel Fudo PAM allows to terminate
the session and automatically block given user.
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Note:  Wheel Fudo PAM can automatically block user account upon detecting a defined
pattern. For more information refer to Policies.

1. Select Management > Sessions.
Click Add filter and select Active.
Select Yes from the drop-down list.

Find desired session and click the playback icon to start playback.

AT ol B

Click Terminate.

Note: Terminating connection automatically blocks given user.

enon Session 671923719081296898
fX https://10.0.8.63/apps/play/671923719081296898/

alcome to FreaBSDI

K

Bafore seeking technical support, please use the following resources:

Security advisories and updated errata information for all releases are
at bhttp://wvww.FreeBSD.org/releases)/ - always consult the ERRATA section
for your releass first as it's updated frequently.

The Handbook and FAQ documents are at http://www.FreseBSD.org/ and,
along with the mailing lists, can be ssarched by going to
http://www.FreeBSD.org/search/. If the doc package has been installed
(or fetched via pkg_add -r lang-freebsd-doc, where lang is the
2-lgtter language code, e.g. en), thay are alsc available formatted

in fuer/local/share/doc/freabsd.

If you Btill hawe a gquestion or problem, please take the output of

“uname -a°, along with any relevant error messages, and email it

a8 A gquestion to the gquestionsfFresBSD.org mailing list. If you are
nfamiliar with FreeBS5D"s directory layout, please refer to the hier(7)
nanual page. If you are not familisar with manual pages, type “man man®.

Edit /etc/motd to change this login announcemsnt.
fhedS-radiue# c

n » » ¢ ooos1s |GG 00000 @nfo  ®Detals  © Share |

- Click to terminate user connection

Pause = Join Live Wiew!

6. Decide whether the user should remain blocked or not.

Related topics:

e Policies

Security measures

Joining live session

Sharing sessions

Filtering sessions
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12.6 Joining live session

Wheel Fudo PAM allows joining an ongoing session to work simultaneously with the remote
user.

Note: Session joining feature is supported in SSH, RDP, VNC and Telnet (excluding 5250 and
3270) connections.

To join currently established session, proceed as follows.

1. Select Management > Sessions.

2. Click Add filter and select Active.
3. Select Yes from the drop-down list.
4. Find desired session and and click the play icon to start playback.
5. Click Join.
800 Session 671923719081296898 e

B bttps://10.0.8.63/apps/play/671923719081296898/
elcome to FreeBSDI
Bafora seeking technical support, please use tha following resources:

Security advisories and updated errata information for all releases ara
at http://www.FreeBSD.org/releases - always consult the ERRATA section
for your releass first as it's updated frequently.

The Handbook and FAQ documents are at http://www.FreeBSD.org/ and,
along with the mailing lists, can be searched by going to

http: / /www.FresBSD.org/searchy/. If the doc package has been installed
{or fetched via pkg_add -r lang-freebsd-doc, where lang is the
2-letter language code, e.g. en), they are also available formatted

in /usr/local/shara/doc/freshsd.

If you still hawve a question or problem, please take the output of

unamse -a", along with any relevant error messages, and email it

as & gquestion to the guestions@FreeBSD.org mailing list. If you are
nfamiliar with FreeBSD's directory layout, please refer to the hier(7)
manual page. If you are not familiar with manual pages, type “man man®.

[Edit /etc/motd to change this login announcement.
fhadS-radius# c

m » » ¢ 000415 NG 00008 @nfo  ®Details  # Share

| Click to join user session
cd

9 Terminate Pause Live View!

Related topics:
o Replaying sessions
e Sharing sessions

o Filtering sessions

Supported protocols
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12.7 Sharing sessions

Wheel Fudo PAM enables sharing given session with another user.
Sharing a session
To share a session, proceed as follows.

1. Select Management > Sessions.

2. Find desired session and and click the play icon to start playback.

@ admin win-2003 ROF rdp-podmiana 071120141128  07.11.2014 15011 Jd3:43 4% 10,0 ME SEHE L

Open session player

3. Click Share.

800 Session 671923719081296898
{x https://10.0.8.63/apps/play/671923719081296898/

elcome to FreeBSDI

.3

Baforea seeking technical support, please use thae following resources:

Security advisories and updated errata information for all releases ara
at http://www.FreeBSD.org/releases/ - always consult the ERRATA section
for your releass first as it's updated frequently.

The Handbook and FAQ documents are at http://www.FreeBSD.org/ and,
along with the mailing lists, can be searched by going to

http: / /www.FresBSD.org/searchy/. If the doc package has been installed
{or fetched via pkg_add -r lang-freebsd-doc, where lang is the
2-letter language code, e.g. en), they are also available formatted

in /usr/local/shara/doc/freabsd.

If you still have a question or problem, please take the output of

uname -a", along with any relevant error messages, and email it

as & gquestion to the guestions@FreeBSD.org mailing list. If you are
nfamiliar with FreeBSD's directory layout, please refer to the hier(7)
nanual page. If you are not familiar with manual pages, type “man man®.

[Bdit /etc/motd to change this login announcement.

Share session

» > » ¢ o00:04:15 ([ co:00:09 @nfo @ Details [ Share ) .

) Terminate Pause = Join Live View!

4. Provide session availability time frame and click Confirm to generate URL.
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Share session

Define the time frame when shared material will be available

T
Available From

| 2014-04-11 11:40:44

Available to

| 2014-04-11 19:40:44

"

Define whether the third party will be able to actively participate in

Generate s

5. Copy the system generated URL and click Close.
Revoking session URL
To revoke a session URL, proceed as follows:

1. Select Management > Sessions.

in (applicable to live

2. Find desired session and click the share icon to display sessions sharing management

options.

» admin win-2003 ROF rdp-podmiana 07.11.201411:28 07.11.2014 1511

343:43 4%

3. Click the revoke icon to deactivate given URL.

Session sharing management

10,0 MB

L% )

on sharing options

https://10.0.45.212/5...  2014-12-30 09:57 2014-12-30 17:57
key=DdKHqOiw1yDh...
https:/A10.0.45.212/s... 2014-12-31 08:56 2014-12-31 17:56
key=JgasElcXIEQAs...

URL has expired

admin

admin a

Fevoke the URL

Close
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Related topics:

o Replaying sessions

e Joining sessions

e [iltering sessions

12.8 Commenting sessions

Wheel Fudo PAM enables adding comments and tags to recorded sessions.

Adding a comment

1.

Select Management > Sessions.

2. Find desired session and click the playback icon to start playback.
3. Click Details.

4.
5

Click the lower part of the timeline to add a comment.

. Define time interval which applies to this comment.

Note: Click and drag either side of the tag to change the starting/ending time.

6.
7.

Add comment.

Click Submit.
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Search comments

Hide comments list

) Y

a1 0:02:23
Mgz r02:30

Click to jump to specific tagged timestamp

Mag!
Click to display comment

Lot add comment

Editing a comment

1

2
3.
4
5

6.

. Select Management > Sessions.

. Find desired session and click the playback icon to start playback.
Click Details.

. Find and click desired comment.

. Click the edit icon.

Change the comment and Submit.

Deleting a comment

—_

. Select Management > Sessions.
. Find desired session and click the playback icon to start playback.
. Click Details.

. Find and click desired comment.

1:42:39 ®info P Ghare
HERD
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5. Click the trashcan icon.

6. Click Delete to delete the comment.

Edit comment

0:02:26 - 0:02:31

admin 2014-12-30 14:18

Replying to a comment
1. Select Management > Sessions.
2. Find desired session and click the playback icon to start playback.
3. Click Details.
4. Find and click desired comment.
5. Click Reply.
6. Enter message and click Submit.
Related topics:

e Sensitive features

12.9 Exporting sessions

Wheel Fudo PAM allows converting stored session data to one of supported video formats.
To export a session, proceed as follows.
1. Select Management > Sessions.

2. Find desired session and click the session export icon.
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Management & admin~ 7

T Add filter - & Generate report Search

Click to acces ssion conversion and download options

P anonymous RDP-10.0.B.103- anocnymaous 2016-01-1112:31  2016-01-11 13237 1:06:24 8% 24.0MB

- anorymous RDP-0-TLS-10.0,40.100-ANONYMOUS ANGAYMOUS 201601111213 2016-01-1112:27 014:22 63% 264 MB

3. Select the output file format.

Note: The output file format and the resolution determine conversion time and the size of the
output file.

]
Wybierz opcje konwersji

Anuluj Tatederct

Rozpocznij konwersje

4. Select the video resolution (not applicable to the text log file format).

Note: Autodetect option will export video in the native user’s screen resolution.

5. Click Confirm to start conversion and open the downloads page.

Note: The Downloads page enables monitoring conversion progress.

6. Find desired session and click the Download icon to download converted session material.
Fudo® &admin - 7

Downloads e

7 B4B3BAEIZ111147068 0 bytes DS (V) Monitor conversion progress
&  B4B383532111147083 0 bytes DivXS AV Autadetact
5 B4B388532111147076 4445 KB DivES (A1) Autodetect &
4 B48388S32111147076 4656 KE Fiash Vides (FLV) Autadetact &
B4B38A532111147076 4.5MB MJPEG {very high quaity) —®
2 B4B3IEASI2N11147075 2.1 MB MPEG-2 (very popular codec) Autadetect i
4 Downloads 1 B4B3BA5IZ1 11147076 520.9 KB Xid (AVI) Autodetect &

Related topics:

e [iltering sessions
e Sharing sessions

e Viewing sessions
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e Joining sessions

12.10 Deleting sessions

To delete a recorded session, proceed as follows.
1. Select Management > Sessions.
. Find and select desired session.

2
3. Click Delete.
4

. Confirm deleting selected sessions.

Note: Wheel Fudo PAM can automatically delete sessions after certain time, specified by the
retention parameter. Refer to the Backups and retention topic for more on data retention.

Related topics:
o [iltering sessions
e Sharing sessions
e Replaying sessions

e Fxporting sessions

12.11 OCR processing sessions

Recorded RDP and VNC sessions can be processed and indexed for full-text search purposes.
Automated sessions processing
To have RDP and VNC sessions automatically processed, proceed as follows.

1. Select Management > Accounts.

2. Find and click desired account.
3. Select the OCR sessions option.
4

. Select the language of processed data.
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Account

General

o BE88172342057 38961

reg

OCR. RDP and VNC

OCH Language 8 English
Narwegian Fuessian

Berman

Define the language of processed material days

5. Click Save.

Processing selected sessions

To process selected sessions, proceed as follows.

1. Select Management > Sessions.

2. Select desired RDP or VNC sessions and click OCR.

Management
Sessions F Delate = 0GR & Generate report & Approve *® Reject T Add filter ~ Search Q-
usert VNG 006 WINZ00B_vnc_reg  WNG 2018-07-1011:27  201B-07-1011:27 000:00 0%  1.0KB & i
Select desired 5 user] AOP  |FOP RDP_tw 55H 2018-07-08 14:45  2018-07-09 14:45 000:02 0%  2240KE & &
userd S8H  fsshi fw S5H 2018-07-06 1251  201B-07-06 1252 001118 76% 00KBE &e & &
Process selected data
ad-userlOD@gawnl ROP  10.0.0.0 FW_DYN RDP_OYN  20M8-07-0312:26 2016-07-03 1253 02641 7%  78MB & &
ad-user10D@ga.whl  ADP  10.0.0.0 FW_DYN ROP_DYN  2018-07-03 1226 2018-07-03 1228 0-00:06 100% 35MB & rs
ad-userigawh  ADP  10.0.0.0 FW_DYN RADP_.DYN  2018-07-0312:25 2018-07-0312:25 00000 0%  1.0KB & &
ad-useri0D@qa.whi  ADF  10.0.0.0 FW_DYN ROP_DYN  2018-07-0312:21 2018-07-0312:21 O000:25 100% 146MB & rs
ar-userts ADP  10.0.0.0 FW_DYN ROP_DYN ~ 2018-07-0312:20 2016-07-0312:21 O00:28 100% 156MBE & &
wserl VNG WNC VNG REG VNG 2018-06-22 11:10 20180822 1112 00142 100% 474MB & &

Note: Filtering options allows for selecting processed or unprocessed objects.

3. Confirm processing selected sessions.
Related topics:
o [iltering sessions

o Accounts

12.12 Timestamping selected sessions

To timestamp selected sessions, proceed as follows.
1. Select Management > Sessions.

2. Select desired sessions and click Timestamp.
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T Add filber -
[l Sessions

lca-anon ciri-anon  2017-02-16 16:51 207-02-17 oT:52 150042 0% 131

ica-anon citriv-anon  2017-02-16 16:48  2017-02-18 1651 ooZe4  42% 792
ica-anon cirix-anon  2017-02-16 16:46 2017-02-16 16:46 0:00:04 0% 8.
ica-anon citriv-anon  20017-02-16 18:45  2007-02-18 1646 00005 0% 123

Ica-anon citrix-apon  2017-02-16 16:43  2017-02-16 16:45  0:02:05  4B% 443

3. Click Confirm.

Timestamp confirmation

Are you sure you want to timestamp 1 session?

3 o

Note: Click the @ to view the timestamp data.

Related topics:
o [iltering sessions

o Accounts

12.13 Approving pending connections

12.13.1 Fudo management interface

1. Select Management > Sessions.

2. Click + in a specific row

Management Fudo” &sdmin~ P
Sessions Deiste al 0GR # Timestamp & Generate report # Approve * Reject T Add fitter ~ Search... Q-

» system SSH system  system system 201 7-08-29 04:04 2017-08-20 04:04 1 diary, 0:00:00 0% 5 bytes & L

B system Tenet32T0  system  system  system  2017-08-29 D404 2017-06-30 04:04 1day, :0000 0% 97 byles & & &

T system SS5H system  system system  2017-08-29 04:04 2017 -08-30 04:04 1 diay, 0:00:00 0% 58 bytes X

® system Tenet3270  system  system  system  2017-08-29 04:04 2017-DB-30 04:04 1day, :0000 0% 93 bytes am

? system SSH system  system system  2017-08-29 0404 2017-08-30 04:04 1 gy, 0:00000 0% 15 bytes x

7 system Tenet3270  system  systemn  system  2017-08-20 04:04 2017-08-30 04:04 1 day, 0:0000 0% 118 bytes 9

? system  SSH system  system  system  2017-08-29 04:04 2017-08-30 04:04 1 day, U: x

* system  Teinet 3270 system  system system  2017-08-29 0404 2017-D8-30 04:04 1 day, 0:00:00 0% 70 bytes X

or select desired pending sessions and click Approve.

12.13. Approving pending connections 282



Wheel Fudo PAM 3.8 - System Documentation, Release is not supported

Management Fudo® &edmin- P
Sessions Delste @ OGF m 7 Qv
Fystem S5H Select pending ccmnectic = 29 04:04 2017{08-30 04:04 1 day, 0:00:00 0% 5 bytes - s L
gl = — — e— 9 04:04 2017{08-30 04:04 1 day, 0:00:00 0% 97 byles & &= &
| Approve selected access requests I7-08300404  1day,0:0000 0%  S8bytes vx
system  Teinet 3270 systerm  system system  2017-08-29 D4:04 2017-D8-30 04:04 1 ey, 0:00:00 0% 93 bytes aw
systam 55H system  system system 2017-08-29 04:04 2017-08-30 04:04 1 gay, 0:00:00 0% 15 bytes ¥ X
system  Teinet 3270 system  system  system  2017-08-20 0d:04 2017-08-30 04:04 1day, D:00:00 0% 118 bytes vx
system  S5H sysiem  system system  2017-08-29 04:04 2017-08-30 04:04 1 day, 0:00:00 0% 35 byles v R
system  Temet 3270 systern  system  ystem  2017-08-20 04504 2017-08-30 04:04 1 gay, 0:00:00 0% 70 bytis v R
12.13.2 Fudo Mobile
1. Start and login to the Fudo mobile application.
2. Select profile that you want to list connections from.
3. Select pending connection and tap Approve or swipe it right and tap D
Related topics:
o User authentication methods and modes
e Declining pending connections
e Sessions
12.14 Declining pending connections
12.14.1 Fudo administration interface
1. Select Management > Sessions.
2. Click * in a specific row
Management F"LlUU. & admin ~ T
Sessions Delate @ OCH Timestamp &= Generate report & Approve  Reject T Add fitter ~ Search Q-
B system  SSH system  system  system  2017-08-29 04:04 2017-08-30 04:04 1day, 0000 0% 5 bytes a s 4
> =ystem Teinet 3270 system  system system 2017-08-29 04:04 2017-08-30 04:04 1 day, 0:00:00 0% 97 byles & &= &
* system SSH System  system system  2017-08-29 0404 2017-08-30 04:04 1 diay, 0:00:00 0% 58 bytes v xR
x system  Teinet 3270 systerm  system system  2017-08-29 D4:04 2017-D8-30 04:04 1 ey, 0:00:00 0% 93 bytes aw
T system 55H system  system system 2017-08-29 04:04 2017-08-30 04:04 1 gay, 0:00:00 0% 15 bytes v x
4 system Tenet3270  system  system  system  2017-08-28 04:04 2017-08-30 04:04 1day, D:00:00 0% 118 bytes 49
* system SSH sysiem  system system  2017-08-29 04:04 2017-08-30 04:04 1 day, 0:00:00)
7 system  Tenetd270  systerm  system  system  2017-08-20 04:04 2017-08-30 04:04 1 day, 0:00:00 0% 70 bytes %

or select pending sessions and click Reject.
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FU UD. & admin ~ T
Sessions Delate i OCR # Timestamp &= Generate report & Approve q o Reject I T Add fitter ~ Search... Q-

2017-08-30 04:04 1 dary, 0:00:00 0% 5 bytes & = i
2017-08-30 04:04 1 day, 0:00:00 0% 97 byles & &= &

28 Select pending connections )
system  TenetZ  sym .
i Reject selected access requests

017-08-30 04:04 1 diary, 0:00:00 0% 58 byies v x

S5H

system  Teinet3270  system  system  system  2017-08-20 04:04 2017-D8-30 04:04 1day, 0:00:00 D% 93 bytes am
system  5SH System  system system  2017-08-29 04:04 2017-08-30 04:04 1 aay, 0:00:00 0% 15 bytes v X
system  Teinet 3270 systern  system system  2017-08-29 04:04 2017-08-30 04:04 1 day, 0:00:00 0% 118 bytes v R

system  S5H sysiem  system system  2017-08-29 04:04 2017-08-30 04:04 1 diay, 0:00:00 0% 35 byles v x

system  Teinet 3270 systerm  systemn  system  2017-08-29 04004 2017-08-30 04:04 1 day, 0:00:00 0% 70 byties o R

3. Optionally, enter the reason for rejecting given access request.

Note: Rejection reason is displayed on the session list after positioning cursor over the # icon.

4. Optionally, select the option to block the user.

Note: User blocking reason will be the same as the entered session rejection reason.

5. Click Confirm.

Enter access rejection reason

Faaistn of fejactian

Disable user account

Decline pending access request

12.14.2 Fudo Mobile

1. Start and login to the Fudo mobile application.

2. Select profile that you want to list connections from.

3. Select pending connection and tap Deny or swipe it left and tap n
4. Enter reason why you decline given connection.
5. Optionally, select the option to disable user account.
6. Tap Decline to confirm access disapproval.
Related topics:
e User authentication methods and modes
e Approving pending connections
o Terminating connection

e Blocking a user
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e Sessions
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Reports

Reporting service generates detailed statistics of users access sessions.

Full reports are generated periodically (daily, weekly, monthly, quarterly) by the system and can
be accessed by users with the superadmin role assigned. Reports generated periodically upon
users with admin or operator requests, will include only information regarding sessions objects
which they have access permission assigned to.

In addition to the system default settings, cyclic reports can be also generated based on the user
defined filtering definition.

Report can also be generated on demand and include data related to specified user sessions.
Subscribing to a periodic report

To enable automatic periodic report generation for the logged in user, proceed as follows.

Note: Periodic reports, generated upon specific user’s request, include only sessions, to which
given user has sufficient access rights.

1. Select Management > Reports.
2. Click Manage subscriptions.

3. Select the report definition from the drop-down list.

Note: The list contains system default options and user defined filtering definitions.

4. Choose how often the given report should be generated.

5. Click Sawve.
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Managament

(e o) -
Select report generation frequency

Add another report subscription [T ()
Store changes —

Cancelling a periodic report subscription

To cancel a subscription to a cyclic report, proceed as follows.
1. Select Management > Reports.

2. Click Manage subscriptions.

3. Click the report definition removal icon.

4. Click Save.

& - . - - - - -
Management : FUDO" Administration panel Display available subscription management options ik ncknin +

Reports Delete . # Manage subscriptions

my_very_own_filer H Daily Quarterly =~ Every year

Cancel the given report subscription

Store changes

Generating reports on demand
A report can be prepared for a specified subset of user sessions, determined by filtering options.
1. Select Management > Sessions.

2. Click Add filters and define filtering parameters (for more information on sessions filtering,
refer to the Sessions: Sessions filtering topic).

3. Click Generate report, to have the report generated based on the current filtering criteria.

Management Add filtering parameters

[ 3 MS SQL (TDS) 2015-06-02 05:51 2015-06-02 05:51 EFL
B admin mssql  MS SOL(TDS)  messgl 2015-08-02 0581 2015-06-02 0551 0:0G00 0% BOKB = L
B admin  maesgl MS SOL(TDS)  mesgl 2015-D6-02 05:51 2015-06-02 05:51  Oo0O:O0 D% 3.0KB = &
B admin mssgl MSSOLTDS)  mssgl 20150602 0551 2015-06-02 051 (D00 D% J0KBE = L
P admin mEsgl MS SOL(TDS)  mssgl 2015-06-02 05:51 2015-06-02 05:51 0:00:00 D% B.OKB &= i
» Badmin_masgl  MS SOL (TDS)  mssgl 2015-06-02 05:51 2015-06-02 05051 00000 0% 3.0 KB E 4
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4. Note your report’s identifier or click it to display the report.

Management 4 Fudo & sdmin -+ ¥

Sessions - Active Delete =l OGR T Add filter - & Generate repart  Sea a-

By protocol = @ x

Reparf "887194760488 B proated successfully,

Click the report's identifier to view its content

B admin mssql MSSOL(TDS)  mssql 2015-06-02 0557 2015-08-02 0551 0000 0% J0KB =rL
B samin mesgl  MS SOL(TDS)  mesgl 2015-06-D2 05:51 2015-06-02 05:51 D00 D% A.0KB = L
B admin mssgl M5 S0OL(TDS)  massgl 2015-06-02 0551 20715-06-02 05:31 000 0% J.0KB = L

5. Select Management > Reports.

6. Find desired report and click the view icon.

7. Click the corresponding button to save the report in selected format.
Opening and downloading reports

1. Select Management > Reports.

2. Find desired report and click the view icon.

Managament

Re Delata T Add fitter ~ # Manage subscriptions

BET1047604BROSZIZ00 2015-08-19 01:00:03 Daily {2015-08-18) - System default report system ]
D|5p|a¥ the repm-ts- st 2015-08-18 07:22:59 Rapan generatad by admin BTN
BE71847604BR0SZI20E 2015-08-18 0705231 Repon generated by admin TN
2015-08-18 01:00002 Daily {20715-08-17) - System default repart Bystam
BH 71947 B04BR0SZIZ0E 2015-08-17 01:00:00 Weekly (2015-08-18) - System default report System

a Click to display given report

BET1 94 THOSBR0S ] 01 5=-08-16 07:00:01 Daity {2015-08-15) - System default report system B
GET1847B04BE0SZ3200 2015-08-15 01:00001 Daily {2015-08-14) - System default repart systlam B
f— o

3. Click the corresponding button to save the report in selected format.

288



Wheel Fudo PAM 3.8 - System Documentation, Release is not supported

Management ¢ F.Llljl:l. & admin ~ 7

Report B48388532111147045

Save the report in selected format
Report criteria

» From dsie = 2015-12-10
+ To date = 2015-12-10

Servers

[ Server [Number of [Number of [Sessions total | Sessbons iotal AVerage scssion Average session
| | sessions | wsers | time | size time size

| RDP-10.0 35 53-Windows X P 1 1 iEL (]} 1810 KB [IZL1] 1810 KB
RDP-10.0 40.100- 3 2.3 ! 2.3
Windows2012 1 1 0:24 23MB 0:24 23 MB

| RDP-10.0.40.202-Windows8 | 1] 1] 003 | 1T MB 0:03 170 MB

| S5H-10.0.35.1 12 1] 1:34 14.5 MB 0:07 1.2 MB

Users

Settings

User | Number of sessions | Number of servers | Sessions otal time | Sessions total size | Average session time Average session ine
userll 15 4 202 443 MB 0:08 30MB

Deleting reports
1. Select Management > Reports.
2. Find, select desired reports and click Delete.
3. Confirm deleting selected reports.
Related topics:
e Notifications

e Filtering sessions

289



rRozDzIAL 14

Efficiency analyzer

Wheel Fudo PAM features a productivity analysis component which tracks users’ activities and
can provide precise information on activity and idle times.

14.1 Overview

Overview displays data on users’ activity in selected time interval.

Note: Activity rating is based on the user’s interaction with the monitored system. Wheel
Fudo PAM divides the time into 60 seconds long time intervals and monitors the activity within
the interval. Lack of any actions in a given time period accounts such as a non-productive time.

To view the users’ activity rundown, proceed as follows.

1.

Select Management > Productivity.

2. Select the Ouverview tab.
3.
4. Click Generate report to generate rundown of the displayed data in HTML, CSV or PDF

Define the users’ list filtering.

format.

Note: The report can be accessed in the Reports section.
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Manageameant

Overview Session analysis Comparison

g A\ 3 filter, to limit the number of elements on the list

Click to sort table content

434:58 8847
Show users within the given organization

Hide users within the given organization

Managament

Cverview Session analysis Comparison bl LR
Diarte from 2014-10-01
206 19
81 16
31 1
31 1
B4 2
B0 1

Click to display sessions list for the given user/organization

Related topics:
e Productivity analysis - Sessions analysis
e Productivity analysis - Comparison

o Sessions

14.2 Sessions analysis

Sessions analysis shows in detail users/organizations productivity in the given time period. The
activity threshold parameter allows identifying sessions, users and organisations which do not
exceed the required user activity rating and helps establishing the threshold value attainable for
a given number of users or sessions.
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Fudo’ & admin -~ ¥

Overview  Session analysis Comparison Generate repart
{ Add a filter to limit the number of users included in the rundown

Users activity chart in the given time interval
Soosion Bt ~

[ Sessions total sctive time ] Sessions total time 8 Shew tatal time

Sun0% TusD7 ThuOS Set1l Mon13 Wed 15 Eri17 Sun19 Tue2! Thu23 Sat25 Mon27 Wed29 Fndsatd!

Activity thresheld < 20 >

Il Bolow ttreshoic: & 11 @1 B 140 [l Avove threshoi: & 13 2 3156

deweiopment [ HEE HEEE HEEE [EEIETET] 41 %
wess W | [ || EEEN EEER 12:49 FIBL41%

wvs  AHNEEEENENE EEEEEE EEER BT 4%
wes [ HNTNEEEEEE EEEEEE EEEE 210115702
user26 [l [ | 0:53 351 <5

unzssigned [N A NEEEEE EEEEEE EEEEE BT 2%
pesn) | T 0o%
user-27 ] TR T 9%
sz n n T
user 04 213

.Dailyr users productivity listing in the given time interval

Users activity rating

Users activity rating allows identifying sessions which do not exceed the required user activity
level. Further material analysis helps determining the reason for low activity in the given session
and draw relevant conclusions.

Note: The listing does not cover time periods longer than 31 days. In case the defined time
interval is longer than that, only data from the first 31 days is presented.

Change the activity threshold to update the listing

Activity rating in the given time interval

B Beiow threshoia: & 11 @1 BEae [ Above threshold: & 13 W2 B 155

Cct. 24, 2004
Sessions time: 1229
user-33 .. ... . .. |m-..m|ma:u:zz

=vi: [IHHAHNEEEEEEE BEEEEEE Nl etme o
user-25 [ INIIE
user-26 I

unissignes [N ENEEEEE EEEEEE EEEEER
user-80 | ]
user-27 ||

Total connections time in the given time interval

Total active time in the given time interval
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tssigred [ HE N NENEEEE EEEEEE EEE

wezs [[HHAHNTNEEEEE EEEEEER NI

sessions for the given day

Oct. 24, 2014

Sasgions time: 1229
= ; ] _— Active time: 0:22
Click to display only data on the given organization [REL G Ry
Sessions count: 1
Producthity: 25 %

user-26 I [ | I

' Hover over a given element to dispay detailed information

1245 51100000
[EZTRETE <
1:54 160:53 g0

2101 157:02 gk

l;l_:::E 100%%
oo S

Related topics:

e Productivity analysis - Overview

e Productivity analysis - Comparison

14.

3 Activity comparison

Efficiency analyzer module enables comparing users/organizations activity in given time periods.

To compare users/organizations, proceed as follows.

1.

6.

Select Management > Productivity.

2. Select the Comparison tab.
3.
4
5

Select object types being compared.

. Select the time interval.

. Add objects to the comparison and define starting date for each object.

Click Confirm to compare selected objects.

Related topics:

e Productivity analysis - Sessions analysis

o Productivity analysis - Overview

o Sessions

14.3. Activity comparison
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Administration

This section covers Wheel Fudo PAM administration topics.

15.1 System

15.1.1 Date and time

System events registered by Wheel Fudo PAM (sessions, system log events, etc.) are timestam-
ped. Wheel Fudo PAM can obtain the time information either from an NTP server or the system
clock.

Warning:

e [t is strongly advised for the date and time settings to be obtained from a reliable NTP
server. Changing date and time settings manually may result in system malfunction.

e Date and time synchronization with NTP server is required in cluster configurations.

Changing date and time settings

Note: Manual time setting is disabled if there are NTP servers configured.

To change the Wheel Fudo PAM’s system clock settings, proceed as follows.
1. Select Settings > System.

2. Change date and time parameters in the Date and time section.
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Management L F"I.II:II:I. & sdmin ~ 7

Genaral Upgrade License Diagnostics

BEREW Select timezone —

Timazone Warsaw 3 )

EJB‘BEEI.IM 2016-02-07 23:40 l
Set the date and time

NTP servers

3. Click Sawve.

Time servers configuration

Note: NTP servers ensure that the system time on all IT infrastructure devices is synchronized.
Using NTP servers guarantees that the timestamp of the recorded session matches the time
settings on the monitored server.

Adding an NTP server definition
To add an NTP server definition, proceed as follows.

1. Select Settings > System.

2. Click + in the NTP servers section to add an N'TP server.

3. Enter NTP server IP address or host name.

Management <«  Pudg &sdmin- 7
General Upgrade License  Diagnostics
Date and time
Timazone Warsaw
Date&time | 2015-02-07 23:00

Add NTP server
MNTF serve

Provide hostname or IP address

4. Click Save.

5. Select Restart from user menu to reboot Wheel Fudo PAM and apply new time settings.

15.1. System 295



Wheel Fudo PAM 3.8 - System Documentation, Release is not supported

Display user options g

Manageamaeant

55.6 MB

fudo-1-17268.1 N
" Reboot system

1-17361 fudo-1-17361.upg 564 MB

mLogout

Editing an NTP server definition
To edit an NTP server definition, proceed as follows.
1. Select Settings > System.

2. Find and change desired NTP server configuration parameters in the NTP servers section.

?

Management L & admin -

General Upgrade License Diagnostics

Date and time

Timezomne Warsaw E
Date & time 2018-02-08 18:07
NTP servers

ll pl.pool. Atp.crg l H
Click to edit NTP server's IP address/hostname of the

3. Click Save.
4. Select Restart from user menu to reboot Wheel Fudo PAM and apply new time settings.

Display user options g

- v .
Management ‘ FUudO Administration panal

fudo-1-17268.upg

Reboot system
1-17361 fudo-1-17361.upg 564 MB

mLogout

Deleting an NTP server definition

15.1. System 296



Wheel Fudo PAM 3.8 - System Documentation, Release is not supported

To remove and NTP server definition, proceed as follows.
1. Select Settings > System.
2. Find desired NTP server definition in the NTP servers section and click the X icon.
Management < Fudo® &admin~ ?
General Upgrade License Diagnostics

Date and time

Timezone Warsaw
Date & time 2016-02-08 15:07
NTP servers

. pool Atp.ong 9
+ Remove MTP server

3. Click Sawve.

Related topics:

e Timestamping

15.1.2 SSL certificates

SSL certificate allows prevent phishing attacks.
Configuring SSL certificate for Fudo administration panel
1. Select Settings > System.

2. In the Fudo HTTPS certificate section, click the Browse button next to the HT'TPS Cer-
tificate field and point to the location of the SSL certificate file in PEM format.

3. Click the Browse button next to the HTTPS Private Key field and point to the location
of the SSL key definition.
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Managamint Fudo’
General Upgrade Licensae Diagnostics
Date and time
Timezone Warsaw H
Date & time 201 8-04-19 12:27
NTP servers
pl.pool ntp.org ®
+

FUDQO HTTPS certificate

HTTPS cartificate

HTTPS private key

HTTFS certificate

HTTPS private key

Sassion

Deny new connections

User authentication

Dafault domain

S5H access

4. Click Sawve.

Configuring user portal SSL certificate
1. Select Settings > System.

Upload certificate in PEM format
(: Croose e MO file chosen I

' Crocae fie MO file chosan )

- -
User portal HTTPS certific8 Upload private key

Crnocse fie MO file chosan

Caocan i MO fike chosan

test

2. In the Fudo HTTPS certificate section, click the Browse button next to the HTTPS Certi-
ficate field in the HTTPS certificate section and point to the location of the SSL certificate

file in PEM format.

3. Click the Browse button next to the HTTPS Private Key field and point to the location

of the SSL key definition.

15.1. System
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Managamint Fudo’
General Upgrade Licensae Diagnostics

Date and time

Timazone Warsaw —
Date & time 201 8-04-19 12:27
NTP servers
pl.pool.ntp.om u
+

FUDO HTTPS certiicate Upload certificate in PEM format
HTTPS certificate (: Croose fie MO fil chosen I

HTTPS private key ' Crecse fie MO file chosen )
- -
User portal HTTPS certific8 Upload private key

HTTPS cartificate Crose fie MO file chosan

HTTPS private key Crocen fig Mo file ehosen

Sassion
Deny new connections
User authentication

Dafault domain test

S5H access

S | |

4. Click Sawve.

Related topics:
o Security measures

e Servers

15.1.3 Deny new connections

Enabling this option results in a denial of all new connections requests.
Blocking new connections

1. Select Settings > System.

2. Select Deny new connections option in the Session section.

3. Click Save button.
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Related topics:

e Network interfaces configuration

15.1.4 SSH access
SSH access option enables remote access to Wheel Fudo PAM for servicing and maintenance
purposes.
Enabling SSH access
To enable SSH access, proceed as follows.
1. Select Settings > System.
2. Select Enabled option in the SSH access section.
Managsment ‘ Fudo® &admin- 7
General Upgrade License  Diagnostics

Date and time

Timazone warsaw H
Date & time 2016-02-08 15:07
NTP servers
pl.pool. mp.ong o
+
Settings FUDO HTTPS certificate
B System
HTTPS certificate wiybierz piie | Mia wybrano pliku
HTTPS private key wiybierz plic | i@ wybrano pliku
S5H access

Enable SSH senice access
Sensitive features

Activating thesa features requires a consant of fwo suparadmin users.

Show kKeyDoard input

m

3. Click Save button.
Related topics:

e Network interfaces configuration
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15.1.5 Reset account

Reset account enables resetting Wheel Fudo PAM to factory settings.
Enabling reset account
To enable reset account, proceed as follows.
1. Select Settings > System.
2. Select Enabled option in the Reset account section.
3. Click Save button.
Related topics:

e Network interfaces configuration

15.1.6 Sensitive features

Sensitive features is a set of options enabling which requires a consent from two superadmin
users.

Enabling displaying keyboard input

Note: Keystrokes are not displayed in the session player by default. Enabling keystrokes
display requires a consent from two superadmin users.

To enable keyboard input display, proceed as follows.
1. Select Settings > System.
2. Select Show user input in the Sensitive features section to initiate the feature.

3. Click Sawve.
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L]
Managameant ‘ Fudo &admin - ?
Genaral Upgrade Licanse Diagnostics

Date and time

Timezong Warsaw
Date & time 2016-02-04 15:07
NTP servers
pl.paal.ntpuong X
+
Sl FUDO HTTPS certificate
B System
HTTPS certificate wiybierz piic | MW wybrano pliku
HTTPS private key Wbierz plie | NI WyYBrano pliku
SSH access
Enabled a

Sensitive features

Activating these fagtures requires a consant of two superadmin users.

Select to display keyboard input in session player

4. Notify another system administrator that the keyboard input showing feature has been
initiated and requires a confirmation.

Related topics:

o Viewing sessions

15.1.7 System update

Note:

e In addition to the current system version, Wheel Fudo PAM stores the previous revision,
allowing for restoring the system to its previous state. In the event of an unsuccessful
system update, Wheel Fudo PAM detects the problem during system restart and restarts
itself using the previous system revision.

e The system update process does not influence the system configuration or the session data

stored on Wheel Fudo PAM.

e The storage usage may temporarily increase during system update.
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15.1.7.1 Updating system

Warning:

e Before updating the system it is advised to run a preliminary check to ensure that the
current system configuration can be successfully upgraded to the new version.

e If the storage usage on the system being updated exceeds 85%, contact Wheel System
technical support before proceeding with upgrading the system.

e During the system update, all current users’ connections will be terminated. Use the
Deny new connections option in the Sessions section of the system settings menu to
limit the number of active connections before performing system upgrade.

e After running system update, Wheel Fudo PAM will restart automatically. Connect
the USB flash drive containing the encryption key to the USB port before proceeding
or have the passphrase ready in case of virtual machine instance. Note that entering
incorrect passphrase will restart the machine in previous revision.

e In case of cluster configuration, upgrade slave node first and after successful upgrade,
move onto upgrading the master node.

1. Select Settings > System.

. Select the Upgrade tab.

. Click Upload.

. Browse the file system to find and upload the update image file (.upg).

[ N S~ I

. Click Run check to verify if the current configuration and data model objects are compa-
tible with the new system revision.

Managameant

General Upgrade Licensa Diagnostics R @ Upioad

3.1-32574 fuds-3.1-32574.upg 108.1 MB Upgrace check has not Been fun ?m
Upgrade check run

Note:
e Click Cancel check to stop the preliminary upgrade check.

e Click Download log to view the upgrade procedure log along with the information on how
long it will take to perform the upgrade.

6. Click Upgrade.
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Managament

General Upgrade License Diagnostics ¥ Remove upgrade anapshot & @ Upload
3.1.32574 fude-3.1-32574.upg 108.1 MB Upgrade check has not been rn  Fun chech | = upgrado

Upgrade system with selected image

Note: If you enabled the Deny new connections option before upgrading, make sure to disable
it after restarting the system.

15.1.7.2 Running update check

Before updating the system it is advised to run a preliminary check to ensure that the current
system configuration can be successfully upgraded to new version. The preliminary upgrade
check also estimates the time it will take to perform the upgrade.

1. Select Settings > System.

Select the Upgrade tab.

Click Upload.

Browse the file system to find and upload the update image file (.upg).
Click Run check.

2.
3.
4.
d.

Managament

Ganeral Upgrade Licensa Diagnostics * Remove upgrade snapshot

3.1-32574 fudo-3.1-32574.upg 108.1 MB Upgrade check has not been run ?
Upgrade check run

Note:
e Click Cancel check to stop the preliminary upgrade check.

e Click Download log to view the upgrade procedure log along with the information on how
long it will take to perform the upgrade.

15.1.7.3 Deleting upgrade snapshot

Deleting upgrade snapshot will free the storage space occupied by previous system version.
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Warning: After deleting the upgrade snapshot it will not be possible to restore the system
to previous version.

1. Select Settings > System.
2. Select the Upgrade tab.

3. Click Remove upgrade snapshot.

Management

Genaral

Licensa

Upgrade Diagnostics

Delete previous system version

3.1-32574 fude-3.1-32574.upg 106.1 MB Ugriee chack R hisl Been run EL

4. Confirm deleting previous system version.
Related topics:
e System version restore

e Restarting system

15.1.8 License

Uploading new license

To upload a new license file, proceed as follows.

Note: New license will replace existing one.

1. Select Settings > System.
2. Select the License tab.
3. Click Upload.
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Management < F‘Udﬂ. &admin -~ ?

General Upgrade License  Diagnostics ® Upload
f ) Upload license file
‘Serial number 12345678

Expiration date: 2016=03-31

License owner Wheal Systams sp. 200
License type test
Accounting mode heest,port

Cluster nodes Bmit 1

Number of servers: 2 e | 14 available
- >

License parameters

Usage statistics

Date from a1s11-m o 2016-02-08

Wed 16 .t Fime woa 11
!Numwmcnmm\sr! sessions. J

4. Browse the file system to find the license file and click OK to upload and replace current
license definition.

Related topics:

e System

15.1.9 Diagnostics
System diagnostics module enables executing basic system command, such as ping, netcat or
tracerout.
To run a diagnostic utility, proceed as follows.
1. Select Settings > System.
2. Select the Diagnostics tab.

3. Find desired utility, provide necessary parameters and execute the command.
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Management < Fudo® & admin 7
General Upgrade License  Diagnostics ® Download service data
Ping Enter host address — Execute command
C= O
Options Mumeric output only Record route
netcat Select optional execution parameters
Hast Port [ad
host
Hast -
traceroute
Host ad
Optians Do not resolve hop addresses ) Use IGMP ECHO instead of
UDF gatagrams
Firewall evasion moda Set the "don't fragmant” bit
Command/parameter Description
Ping Ping sends a sequence of 10 ICMP packets to selected host.
Numeric output only Does not resolve host’s IP address to its mnemonic name.
Record route Enables tracking packets’ route.
netcat etcat allows establishing connection with remote host on spe-
cified port number.
host host is used to determine if the DNS server correctly resolves
mnemonic hostnames.
traceroute traceroute allows for determining packets’ route between

Wheel Fudo PAM and the specified host.
Do not resolve hop addres- Subsequent hop IP addresses are not resolved to mnemonic na-
ses mes.
Use ICMP ECHO instead Enforces traceroute to use UDP packets instead of ICMP.
of UDP datagrams
Firewall evasion mode Enforces the same port numbers for UDP and TCP packets.
Target port is not incremented with each packet sent.

Set the “don’t fragment” Disables packet fragmentation in case the packet exceeds defi-
bit ned MTU (Maximum Transmission Unit) value defined for the
network. Exceeding the MTU value results in an error.

Related topics:

e Troubleshooting

15.2 Network settings

To change network settings select Settings > Network configuration.
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Managament : ern®

Static routing configuration

Interfaces

% ﬂelﬂ DED0:2THAATAD m @ DHCP

10.0.40.50 / 16 ~ Kl =

10.0.40.51 /|18 F n x

+

% net1 weoozraciz0s m @ OHCP

% net? ceoosrsrezes m @ DHCP

of Metwork configuration

% bridgel wooscsieem ® m @ OHCP

172,128,010 /| 24 F @ o
+

Spanning tree

Members . Configure VLAN

Configure network bridge

15.2.1 Network interfaces configuration

15.2.1.1 Managing physical interfaces

Defining IP address

Defined IP addresses are physical interface’s aliases, which are used in server’s configuration
procedures (Local address field in proxy configuration).

Note: If the list of the assigned IP addresses is empty and the is no option to define an IP
address, check if given interface is a member of a bridge.

To define an IP of a physical network interface, proceed as follows.
1. Select Settings > Network configuration.
2. Click + and provide IP address and subnet mask in CIDR format.

Note: -+ will be inactive if the DHCP option is enabled on the given interface.

15.2. Network settings 308



Wheel Fudo PAM 3.8 - System Documentation, Release is not supported

3. Choose additional options for the IP address being defined.

£ Enable access to administration panel on given IP address. Note that the management
IP address is also used for replicating data between cluster nodes.

e Make the alias a virtual IP address which will be take over by another cluster node
in case of the master node’s failure.
Note: Cluster IP address must be added manually on every cluster node, with the
B option enabled.

@

Enable access to User portal on given IP address.

4. Select the redundancy group that the IP address will be assigned to (applicable to virtual
IP addresses).

Note: Redundancy groups are defined in the Cluster view in the Redundancy groups tab. For
more information refer to the Redundancy groups topic.

5. Click Sawve.

Note: Redundancy groups are defined in the Cluster view in the Redundancy groups tab. For
more information refer to the Redundancy groups topic.

5. Click Save.

Enable access to FUDO administration panel through this IP address

Management

Enable User portal access through this IP address

Interfaces Name & DNS

Make the alias a virtual IP address which will be automatically taken
over by another cluster node in case of the master node’s failure

% net0 aocanarsaea Delete IP address
E Obtain IP address from a DHCP server
; -

Assign IP address to redundancy group

Add IP alias to network interface

% netl oeoceearsers TActie Q@ DHCP

Irterfses i not active.

o} Network configuration

Note: Current state of each network interface is represented with an icon.
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% Interface active and connected.
95 Interface active but disconnected.

x Interface disabled.

Removing defined IP addresses

Warning: Deleting an IP address will disable access to servers which had this IP configured
in the Local address of the proxy server.

To delete an IP address assigned to a given network interface, proceed as follows.
1. Select Settings > Network configuration.
2. Select desired IP address assigned to given network interface and click z.

3. Click Sawve.

Management

Name & DNS Routing

% net0 oooceearsees m @ OHCP

Delete IP address
10.0.235.153 ) 16 @ & °

10.0.235.154 i 18 # Gln gl 3 om

+

¥ netl seocowarsirs WhActve @ DHCP

Intarface is not active.

Setti ngs

Store and apply changes

@ Network configuration

Disabling network interface
To disable a network interface, proceed as follows.
1. Select Settings > Network configuration

2. Click the Active icon next to given interface to deactivate it.
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Management

Interfaces Name & DNS Routing

% net oroc:2narsaEs - OHCR

10.0.238,153 [ ] 9 ih x
10.0.235.154 AT * Gnm S

+

Deactivate selected interface

® netl ooocomarsarz DAcive  @DOHCP

Interiace is not active.

0.0.0.0 {18 P I

Save configuration changes

@ Natwork configuration

3. Click Sawve.

15.2.1.2 Defining IP address using system console
In case the web administration interface cannot be accessed, IP address can be defined using
console connection.

1. Connect monitor and keyboard to the device.

2. Enter administrator account login and press Enter.
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FUDD, S5-H 12345678, firmware £.1-Z23500.

o reset FUDD to factory defaults, login as "reset".
o fix admin account and change network settings,

login as "admin” with an appropriate password.

FUDD (fudo.wheelsystems.com) (ttywd)

login: |

3. Enter administrator account password and press Enter.

FUDD, S5-H 12345678, firmware £.1-23500.

o reset FUDD to factory defaults, login as "reset".
o fix admin account and change network settings,
login as "admin” with an appropriate password.

FUDD (fudo.wheelsystems.com) (ttywd)

login: admin
Password:

4. Enter 2 and press Enter to change network configuration.
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FUDD, S5-H 12345678, firmware £.1-Z23500.

o reset FUDD to factory defaults, login as "reset".
o fix admin account and change network settings,
login as "admin” with an appropriate password.

FUDD (fudo.wheelsystems.com) (ttywd)

login: admin

Password:

Last login: Wed Jun 22 10:560:38 on ttywd

=x FUDOD configuration utility ===

Logged into FUDO, S-/N 12345678, firmware 2.1-23500.
1. Show =status

. Reset network settings

B. Exit

hoose an option (0): [

5. Enter y and press Enter to proceed with resetting network configuration.

FUDD, 5-H 12345678, firmware £.1-23500.

o reset FUDD to factory defaults, login as “reset”.
o fix admin account and change network settings,
login as "admin"” with an appropriate password.

FUDO (fudo.wheelsystems.com) (ttywvd)

login: admin
Password:
Last login: Wed Jun 22 10:50:38 on ttywd

=% FUDOD configuration utility s
Logged into FUDO, S-/N 12345678, firmware Z2.1-23500.
1. Show status

2. Reset network =ettings
B, Exit

hoose an option (B@): 2
Are you sure you want to continue? [ysN1 (nd:

6. Enter the name of the new management interface (Wheel Fudo PAM web interface is
accessible through the management interface).
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FUDD, S5-H 12345678, firmware £.1-Z23500.

o reset FUDD to factory defaults, login as "reset".
o fix admin account and change network settings,
login as "admin” with an appropriate password.

FUDD (fudo.wheelsystems.com) (ttywd)

login: admin
Password:
Last login: Wed Jun 22 10:560:38 on ttywd

=x FUDD configuration utility =
Logged into FUDO, SN 12345678, firmware 2.1-23500.

1. Show status
. Reset network settings
. Exit

hoose an option (©): 2
Are you sure you want to continue? [ysN]l (n): y
hooze new management interface (netl netd):

7. Enter IP address along with the network subnet mask separated with / (e.g. 10.0.0.8/24)
and press Enter.

FUDD, S-N 12345678,

fFirmware 2.1-23500.

o reset FUDD to factory defaults, login as “reset".
o fix admin account and change network settings,
login as "admin" with an appropriate password.

FUDD (fudo.wheelsystemz.com) (tityvd)

login: admin
Password:
Last login: Wed Jun 22 10:56:5Z on ttyvo

=% FUDD configuration utility e
Logged into FUDO, S-/N 12345678, firmware 2.1-23500.

1. Show status
2. Reset network =zettings
B. Exit

hooze an option (@): 2

Are you sure you want to continue? [yrsN]l (n): y

hoose new management interface (netl net@): netd

Enter new net® address (10.0.150.150-16): 10.0.150.150-16

8. Enter network gate and press Enter.
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FUDD, S5-H 12345678, firmware £.1-Z23500.

o reset FUDD to factory defaults, login as "reset".
o fix admin account and change network settings,
login as "admin” with an appropriate password.

FUDD (fudo.wheelsystems.com) (ttywd)

login: admin
Password:
Last login: Wed Jun 22 10:56:52 on ttywd

=x FUDOD configuration utility ===
Logged into FUDO, S-/N 12345678, firmware 2.1-23500.

Show status
Rezet network settings
Exit

hoose an option (©): 2

re you sure you want to continue? [ysN1 (nd): y

hoose new management interface (netl netd@): neto
Enter new net® address (10.0.150.1560-16): 10.0.150.150-16
Enter new default gateway IP address (10.0.0.1):

15.2.1.3 Setting up a network bridge

Bridge deployment scenario requires setting up a network bridge.
To configure a network bridge, proceed as follows.

1. Select Settings > Network configuration.

2. Click Bridge.

3. Assign network interfaces or VLANSs to the bridge.

Note: Setting up a network bridge requires removing all IP addresses directly assigned to
interfaces which are selected as bridge members.

4. Enter IP address and network subnet in CIDR notation.
5. Select Spanning tree option to enable bridge loops prevention.

6. Select the Management option if the administration interface should be available under
assigned IP addresses and click Active.

7. Click Save.
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x hl’idgEO @ DHCP

Define bridge's IP address " -
A Remove bridge definition

Assign IP address to redundancy group

Enable spanning tree mechanism

Mambers (

» vian0 = m @ DHER

VLAN

Parent interface 1]

15.2.1.4 Setting up virtual networks (VLANSs)

VLAN networks allow separating broadcast domains.
To configure a VLAN on , proceed as follows.
1. Select Settings > Network configuration
2. Click VLAN.
3. Select the physical interface and define VLAN ID.
4. Add IP addresses to given VLAN.

Note: Select DHCP option, to obtain IP address from a DHCP server.

Note: The IP addresses are aliases to the physical interface and are used in servers configura-
tion as proxy server address.

5. Click Active to activate defined VLAN.
6. Click Save.
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Enable configured VLAN

x vian0

Enter VLAN's identifier

——
Select VLAN's parent network interface

15.2.1.5 Setting up LACP link aggregation

Link aggregation enables combining a number of network interfaces for improved transfer rates
and implementation of failover scenarios in which the services remain available in case of a
network switch failure.

To configure a network link aggregation, proceed as follows.
1. Select Settings > Network configuration.
2. Click Link aggregation.

3. Assign network interfaces.

S:; IaggE 0C:04:7AB0:81:59

Members [ neto | 2 aq

v netl
netl
net2
net3
net4
nets
vlan0, lagg?1, ID: 12

Note: Setting up a network bridge requires removing all IP addresses directly assigned to
interfaces which are selected as bridge members.

4. Enter IP address and network subnet in CIDR notation.
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5. Choose additional options for the IP address being defined.

£ Enable access to administration panel on given IP address. Note that the management
IP address is also used for replicating data between cluster nodes.

e Make the alias a virtual IP address which will be take over by another cluster node
in case of the master node’s failure.

Q@

Enable access to User portal on given IP address.

6. Click Save.
Related topics:
e Servers management

o Accounts

15.2.2 Labeled IP addresses

IP address labels are global configuration parameters. They are replicated throughout cluster’s
nodes, but their assignment is strictly local, applicable to each node separately. Labels enable
ensuring constant access to LDAP authentication services in case of a node failure and allow for
implementing load balancing scenarios.

Defining a labeled IP address
1. Select Settings > Network configuration.
2. Select the IP labels tab.
3. Click * .

4. Provide IP address and enter label name.

Note: Label name can comprise small letters, digits, _ and - characters.

5. Click Save.

6. Use labeled IP address in listener, server or external authentication source configuration.
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Destination host

g

IP address 10.0.1.35

Bind address || ANy

L]

Labeled IP addresses
 label 0.0.150

labsel_2 [10.0.0.6]
label_3 [10.0.160.151]
label_4 [10.0.150.152)
TG CITRR R T RH 22T P e T T 20T g T o (LA DO et
HLGXzzPixksc DSV +aFind2 2o DBrcZ 2ubhva W3NSz AHFHA 1 FOSZH
NCETREYOpVZZrL3ZEDIMminIGgGallHKRCVP

al:Sfed:ad-31:b0:0F 1488 72:09: 05 secdd-5a o 70054 20057 SHA1

Related topics:
e Network interfaces configuration
e Fxternal authentication
e Servers

e [Listeners

15.2.3 Bypasses configuration

Bypasses enable to physically re-route network packages in case of a system failure.

Note: Bypasses configuration is not available if Wheel Fudo PAM is running in virtualized

environment.

1. Select Settings > Network configuration.
2. Select Bypasses tab.
3. Select bypass mode.

e Bypass mode permanently enabled - this option enforces bypass mode on the ne-
twork interface card. This mode may be used for maintenance purposes or when

troubleshooting network issues.

e Bypass mode enabled only in case of system failure - network packets are re-routed
only in case of a system failure or in case the Wheel Fudo PAM is powered off.

e Bypass mode disabled - in case of system failure, the network packets will not be
routed to the next network appliance.

4. Click Save.
Related topics:

e Network interfaces configuration
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15.2.4 Routing configuration

In default configuration, Wheel Fudo PAM directs all incoming traffic to defined gate. Static
routing enables defining routes for packets coming from selected networks.

Note: When defining default route, enter default in the Network field.

Management

Interfaces MName & DNS Routing
Default network traffic route
Gnnl.a Matwdrk dataiilt Gateway 1000.0.1 o l

Routs Network | 172,128.0.16/32 Gateway 10.0.0.2 L

Adding a route

To add a route, proceed as follows.
1. Select Settings > Network configuration.
2. Select Routing tab.
3. Click Add route to define a new route.
4

. Enter network address along with the network mask (e.g. 10.0.1.1/32) and gateway
address.

5. Click Save.

Editing a route

To edit a route, proceed as follows.
1. Select Settings > Network configuration.
2. Select Routing tab.
3. Find and edit desired route entry.
4. Click Save.

Deleting a route

To delete a route, proceed as follows.
1. Select Settings > Network configuration.
2. Select Routing tab.
3. Find desired route entry and click the delete icon.
4. Click Save.
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.
Managemant £ FUOO Administration panel

Interfaces MName & DNS Routing
Route Network  dafault Gateway 10.0.0.9 -

Route Network | 172,128,0,167%2 Gatewiy 10.0.0.2 @

Select to delete given route entry ]

Settings

@ Network configuration

Save configuration changes

Related topics:

o Network interfaces configuration

o Time servers configuration

15.2.5 DNS configuration

Note: DNS servers enable using mnemonic hosts names instead of IP addresses when configu-
ring various network resources.

15.2. Network settings 321



Wheel Fudo PAM 3.8 - System Documentation, Release is not supported

Management

Interfaces Mame & DNS Routing IP Labeals ARP Table Proxy

Provide FUDO hostname —]

Hostname I P, WhaelsyELems.com r
Domain search path I tech, whil l

Enter domain search path ]

Settings

o Network configuration

Defining domain search path

Domain search path enables convenient hosts identification based on short names. For example,
defining tech.whl as the domain search path, enables defining target host as ftp instead of
ftp.tech.whl.

To define a domain search path, proceed as follows.
1. Select Settings > Network configuration.
2. Switch to the Name & DNS tab.

3. Enter the domain search path.

Note:

e To define more than one value, enter desired values separated by space character. E.g.
tech.whl wheel.com

e Protocol implementation enables defining up to six domain search paths.

4. Click Save.
Adding a DNS server definition
To add a DNS server definition, proceed as follows.
1. Select Settings > Network configuration.
2. Switch to the Name & DNS tab.
3. Click Add new to define new DNS server.
4. Enter DNS server [P address.
5. Click Save.
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Editing a DNS server definition

To edit DNS server definition, proceed as follows.

1.
2. Switch to the Name & DNS tab.

3. Find given DNS server and double-click desired field.
4

5.

Select Settings > Network configuration.

. Change parameter value as needed.

Click Sawve.

Deleting a DNS server definition

To delete a DNS server definition, proceed as follows.

Note:

configuration uses hosts names instead of IP addresses.

Deleting a DNS server definition may cause interruptions in device operation, if system

1.
2. Switch to the Name & DNS tab.
3.

4. Click Delete.

5.

Select Settings > Network configuration.

Find and select given DNS server definition.

Click Sawve .

Related topics:

e Network interfaces configuration

e Time servers configuration

15.2.6 Proxy servers configuration

Note:

and Wheel Fudo PAM system.

Proxy server is required for facilitating communication between Fudo Mobile application
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Management & admin - T

Interfaces Name & DNS Routing IP Labels Proxy

Fudo Mobile : :
Upload proxy semvice certificate sy
Cartificate O

‘Enter IP address and port number Z&&

Settings

VNV Enter IP address nad port number —
& Network configuration Homt ( o )

Server public key O

Download servers public key ]

SHA1

Delete Add proxy server

Add proxy
Fudo SSH keys ~

m

Adding a proxy server definition
To add a proxy server definition, proceed as follows.
1. Select Settings > Network configuration.
2. Switch to the Proxy tab.
3. In the Fudo Mobile section, click D to upload certificate for communication between
Fudo Mobile application and Fudo’s API.

4. Provide IP address or hostname and port number for Fudo Mobile application access.

Note: Click T to define additional hosts.

5. Provide IP address or hostname and port number of proxy host for communication over

SSH.

6. Click D to download server’s public key.
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Note: Click ¥ to define additional proxy hosts.

7. Click Save.

Note: SSH keys displayed in the Fudo SSH keys section, are used to configure an external
proxy service on a dedicated host. For more information refer to 4-FEyes authentication proxy
service topic.

Editing a proxy server definition
To edit a proxy server definition, proceed as follows.
1. Select Settings > Network configuration.
2. Switch to the Proxy tab.
3. Find desired proxy server and change its parameters as needed.
4. Click Save.
Deleting a Fudo Mobile communication IP address

To delete an IP address used for communication with Fudo Mobile application, proceed as
follows.

Note: Deleting an IP address may result in communication problems between Fudo Mobile
application instances and Wheel Fudo PAM.

1. Select Settings > Network configuration.

2. Switch to the Proxy tab.

3. In the Fudo Mobile section find desired IP address and click
4. Click Save.
Deleting a proxy server definition

To delete a proxy server definition, proceed as follows.

Note: Deleting a proxy server definition may cause issues with delivering push notifications to
Fudo Mobile application.

1. Select Settings > Network configuration.
2. Switch to the Proxy tab.
3. In the Proxy servers section, find desired proxy server definition and select Delete.
4. Click Save.
Related topics:

e Adding a mobile device
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Network interfaces configuration

e Time servers configuration

Approving pending connections

Declining pending connections

15.2.7 ARP table configuration

Note: Adding an entry to ARP table can resolve network communication issues.

Adding an ARP entry
To add an ARP entry, proceed as follows.

1. Select Settings > Network configur