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CHAPTER 1

General information

1.1 About documentation

Documentation Structure

1. General information

This chapter covers system overview, data model and user authorization methods.
2. Configuration

This chapter covers detailed configuration procedures.

3. Sessions

This chapter contains information on stored access sessions.
4. Productivity analysis

This chapter describes the productivity analysis module.

5. Administration

This chapter contains administration procedures.

6. Reference information

This chapter contains reference information which supplement Wheel Fudo PAM administration
topics.

7. Troubleshooting

This chapter contains solutions for potential problems which may occur when using Wheel Fudo
PAM.

8. Frequently asked questions
This chapter contains frequently requested information about Wheel Fudo PAM.
9. Glossary
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This chapter contains list of terms used throughout this documentation.
Conventions and symbols

This section covers conventions used throughout this documentation.
italic

Uster interface elements.

example

Example value of a parameter, API method name or code example.

Note: Note. Additional information closely reletad with described topic, e.g. suggestion
concerning given procedure step; additional conditions which have to be met.

Warning: Warning. Essential information concerning system’s operation. Not adhering to
this information may have irreversible consequences.

Disclaimer

All trademarks, product names, and company names or logos cited in this document are the
property of their respective owners and are used for information purpose only.

1.2 System overview

Wheel Fudo PAM is a complete solution for managing remote privileged access. It comprises
four modules:

e PSM (Privileged Sessions Management)

e Secret Manager

e AAPM (Application to Application Password Manager)
e Efficiency Analyzer

1.2.1 PSM

PSM module enables facilitating constant monitoring of remote access sessions to IT infrastruc-
ture. Wheel Fudo PAM acts as a proxy between users and monitored servers and it registers
users’ actions, including mouse pointer moves, keystrokes and transferred files.

SSH/RDP/VNC/HTTR/
Oracle/My5QL/ Telnet

T

The PSM module records complete network traffic along with meta data, enabling precise session
playback and full-text content search.

2 Chapter 1. General information
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Wheel Fudo PAM enables viewing current connections and intervening in a monitored session
in case the administrator notices a potential misuse of access rights.

Supported protocols and systems

Wheel Fudo PAM supports following protocols:
e SSH,
e RDP,
o VNC - 24-bit (true color) connections only,
e HTTP/HTTPS,
o MySQL,
o MS SQL,

e Oracle (client applications: SQLDeveloper 4.1.3.20.78, SQL*Plus: Release 11.2.0.4.0 Pro-
duction),

Note: Oracle protocol support is limited due to its undisclosed specification. Wheel Systems
cannot guarantee correct Oracle databases monitoring.

o Telnet/Telnet 3270,
o (litrix,
e modbus.

Detailed information on supported protocols can be found in the Reference information > Sup-
ported protocols topic.

The PSM module supports following system configurations:
e Linux,
e FreeBSD,
e Mac OS X
e Microsoft Windows Server,
e Microsoft Windows,
e TightVNC,

e Solaris.

1.2.2 Secret manager
Wheel Fudo PAM can be also set up to automatically manage login credentials on monitored
servers and periodically change passwords at specified time intervals (e.g. 1 hour).
Secret manager module supports password changing on following systems:
e Unix
e MySQL

e Cisco

1.2. System overview 3
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e Cisco Enable Password
e MS Windows

It also enables configuring a custom password changer as a set of commands executed on remote
a host.

1.2.3 AAPM (Application to Application Password Manager)

AAPM module enables secure passwords exchange between applications.

1.2.4 Efficiency Analyzer

Efficiency Analyzer module tracks users’ actions and provides precise information on their ac-
tivity and idle times.

1.2.5 User portal

User portal enables browsing available resources and initiating connections with monitored
servers using selected listener.

Fudo’

= ACCOUNTS

o= AUTHENTICATION & LIST OF ACCOUNTS

HAME TYPE SERVER NAME LISTEMER HOST

10.0.40, 2033389
Show account passwurd ROP 10.0.8.61:2222

@ 554 ulat 127.0.0.1:22
Show passwurds history 10.0.8.61:24

Connect to server using selected listener

c

PROTOGOL
rdp

s8h

Related topics:
o Requirements
e Data model

e Security measures

4 Chapter 1. General information
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1.3 Data model

Wheel Fudo PAM defines five base object types: user, server, account, safe and listener.

User defines a subject entitled to connect to servers within monitored I'T infrastructure. Detailed
object definition (i.e. unique login, full name, email address etc.) enables precise accountability
of user actions when login and password are substituted with a shared account login credentials.

Server is a definition of the IT infrastructure resource, which can be accessed over one of the
specified protocols.

Account defines the privileged account existing on the monitored server. It specifies the actual
login credentials, user authentication mode: anonymous (without user authentication), regular
(with login credentials substitution) or forward (with login and password forwarding); password
changing policy as well as the password changer itself.

Safe directly regulates user access to monitored servers. It specifies available protocols’ features,
policies and other details concerning users and servers relations.

Listener determines server connection mode (proxy, gateway, transparent, bastion) as well as its
specifics.

Proper system operation requires configuration of servers, users, safes, accounts and listeners.
i
2 1l|server & 2 |account B 3|Hﬁ:Ll £

Warning: Data model objects: safes, users, servers, accounts and listeners are replicated
within the cluster and object instances must not be added on each node. In case the replica-
tion mechanism fails to copy objects to other nodes, contact technical support department.

Objects relations chart

A\

v
- _ & . 8

Related topics:
e System overview

o User authorization methods and modes

1.3. Data model 5
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o Quick start

1.4 Deployment scenarios

Note: It is advised to deploy the Wheel Fudo PAM within the IT infrastructure, so it only
mediates administrative connections. It will allow for lowering system load, network traffic
optimization as well as maintaining access to hosted services in case of hardware malfunction.

Bridge

In bridge mode Wheel Fudo PAM mediates communication between users and servers regardless
whether the traffic is being monitored (i.e. it uses any of supported protocols) or not.

EEmEN EEmEN
AO_) net?
} t‘!ﬁl switch/router/VPN switch/ router
IT administrator | Source: 10.0.2.17 Source: 10.0.2.17 ::gi
Target: 10.0.2.50 Target: 10.0.2.50 ik

IT infrastructure

Mediating packages transfer, Wheel Fudo PAM preserves source IP address when forwarding
requests to destination servers.

Such solution allows keeping existing rules on firewalls which control access to internal resources.
For more information on configuring bridge refer to the Network configuration topic.
Forced routing

Forced routing mode requires using a properly configured router. Such solution allows control-
ling network traffic in third ISO/OSI network layer, so only administrative requests are routed
through Wheel Fudo PAM and the rest of the traffic is forwarded directly to the destination
server.

6 Chapter 1. General information
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manitored
® P anw
T

router

IT administrator

IT infrastructure

User

This mode does not require changes in existing network topology and enables network traffic
optimization due to separating requests from system administrators and regular users.

Related topics:
o Connection modes
e Managing servers

User authentication methods and modes

System overview

Quick start - SSH connection configuration

Quick start - RDP connection configuration

Initial boot up

1.5 Connection modes

Transparent

In transparent mode, users connect to destination server using given server’s IP address.

10.0.2.50

ssh user@10.0.2.22 -p 22
> LN b »

= router

10.0.2.22

Gateway

In gateway mode, users connect to destination server using the server’s actual IP address. Wheel
Fudo PAM mediates connection with the server using own IP address. This ensures that the

1.5. Connection modes 7
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traffic from the server to the user goes through Wheel Fudo PAM.

Source: 10.0.2.22
Target: 10.0.2.50

10.0.2.22

router

10.0.2.7 10.0.2.50

Source: 10.0.2.7
Target: 10.0.2.50

Prozy

In proxy mode, administrator connects to destination server using combination of Wheel Fudo
PAM IP address and unique port number assigned to given server. Uniqueness of this combina-
tion enables establishing connection with a particular resource.

10.0.2.22:50 => 10.0.2.50
10.0.2.22:51 => 10.0.2.51
10.0.2.22:52 => 10.0.2.52

ssh user@l0.0.2.22 -p 50
lw) P suesw s
y .

router

10.0.2.22 10.0.2.50

10.0.2.51

Such approach enables concealing actual IP addressing and allows configuring servers to only
accept requests sent from Wheel Fudo PAM.

Bastion

In bastion mode, the account on the target host is specified within the string identifying the user,
e.g. ssh john_smith#admin®10.0.0.8. This enables facilitating access to a group of monitored
servers through the same IP address and port number combination.

admin_www

G}[ admin 4;»

10.0.2.22 mail

ssh user#admin@10.0.2.22
@, ’ LA BN}
¥ ©

router

admin_svn

8 Chapter 1. General information
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Note:

e The bastion mode is supported when connecting over SSH, RDP, VNC, Telnet or Telnet
3270 protocols.

e In case the specified account is not found, Wheel Fudo PAM will try to match the name
with a server object.

Related topics:
o Deployment scenarios
o Managing servers
o User authentication methods and modes
e System overview
o Quick start - SSH connection configuration
o Quick start - RDP connection configuration

e [nitial boot up

1.6 User authentication methods and modes

User authentication methods

Before establishing connections with server, Fudo authorizes user using one of the following
authorization method:

e Static password,

Public key,
e CERB,
RADIUS,
o LDAP,

Active Directory.

Note: External authentication servers CERB, RADIUS, LDAP and Active Directory require
configuration. For more information, refer to the Fxternal authentication topic.

Authentication modes

After authenticating the user, Fudo proceeds with establishing connection with the target system
using original user credentials or substituting them with values stored locally or fetched from a
password vault.

Authentication with original login and password

In this authentication mode, Fudo uses login and password provided by the user upon logon to
authenticate the user on the target system.

1.6. User authentication methods and modes 9
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) 3

Authentication with login and password substitution

In this authentication mode, Fudo substitutes user login and password with previously defined
ones.

Authentication with login and password substitution enables precise identification of the person
who connected to the server, in case a number of users use the same credentials to access the

R 4) N

Note: The password to the target system can be either explicitly defined in the account or
can be obtained from internal or external password vault upon each access request. For more
information, refer to the Password changers and FExternal passwords repositories topics.

server.

Note: In case of Oracle database, the user password and the privileged account password must
be both either shorter than 16 characters or 16-32 characters long.

Two-fold authentication

In two-fold authentication mode user is asked for login and password twice. Once for authenti-
cating against Fudo and once again to access the target system.

Related topics:
e System overview
e Fxternal authentication servers configuration

e Security measures

1.7 Security measures

Data encryption

10 Chapter 1. General information



Wheel Fudo PAM 3.1 - System Documentation, Release is not supported

Data stored on Wheel Fudo PAM is encrypted with AES-XTS algorithm using 256 bit encryption
keys. AES-XTS algorithm is most effective hard drive encryption solution.

Appliance

Encryption keys are stored on two USB flash drives. Flash drives delivered with Wheel Fudo
PAM are uninitialized. Keys initialization takes place during initial system boot-up, during
which both flash drives have to be connected (initiation procedure is described in chapter System
initiation).

After encryption keys have been initiated and Wheel Fudo PAM has booted up, both USB flash
drives can be removed and placed somewhere safe. During daily operation, encryption key is
required only for system boot up. If safety procedures allow, one USB flash drive can stay
connected to Wheel Fudo PAM, which will allow Wheel Fudo PAM to boot up automatically in
case of a power outage or system reboot after software update.

Virtual machine distribution

Wheel Fudo PAM’s file system, running in virtual environment is encrypted using an encryption
phrase, which is set up during system initiation and has to be entered each time the system
boots up.

Backups
User sessions data can be backed up on external servers running rsync service.
Permissions

Each data model entity, has a list of users defined, who are allowed to manage given object,
according to assigned user role.

1.7. Security measures 11
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Role Access rights

user Connecting to servers as defined in connections, to which the user has been
assigned.

operator

e logging in to administration panel

browsing objects: servers, users, bastions, connections, to which the
user has been assigned sufficient access permisions
blocking/unblocking objects: servers, users, bastions, connections
generating reports on demand and subscribing to periodic reports
activating/deactivating email notifications

converting sessions and downloading converted content

admin L . .
e logging in to administration panel

managing objects: servers, users, bastions, connections, to which the
user has been assigned sufficient access permisions

blocking /unblocking objects: servers, users, bastions, connections
generating reports on demand and subscribing to periodic reports
activating/deactivating email notifications

converting sessions and downloading converted content

managing policies

superadmin
P e full access rights to objects management

e full access rights to system configuration options

Sandboxing

Wheel Fudo PAM takes advantage of CAPSICUM sandboxing mechanism, which separates each
connection on Wheel Fudo PAM operating system level. Precise control over assigned system
resources and limiting access to information on the operating system itself, increase security and
greatly influence system’s stability and availability.

Reliability
System hardware configuration is optimized to deliver high performance and high availability.
Cluster configuration

Wheel Fudo PAM supports cluster configuration in multimaster mode where system configu-
ration (connections, servers, sessions, etc.) is synchronized on each cluster node and in case a
given node crashes, remaining nodes will immediately take over user connection requests ensuring
service continuity.

Warning: Cluster configuration does not facilitate data backup. If session data is deleted
on one of the cluster nodes, it is also deleted from other nodes.

Virtual IP addresses are aggregated in redundancy groups which enable facilitating static load
balancing while preserving cluster’s high availability nature.

12 Chapter 1. General information
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10.0.0.1 10.0.0.1
10.0.0.2 10.0.0.2
10.0.0.100 10.0.0.100 MASTER
10.0.0.101 10.0.0.101 Ll L
10.0.0.2 10.0.0.100
10.0.0.1 10.0.0.1
10.0.0.2 10.0.0.2
10.0.0.100 MASTER 10.0.0.100 -
10.0.0.101 LUl 10.0.0.101 SLAVE

| 10.0.0.2

10.0.0.100

Related topics:
e User authorization methods and modes
e System overview
o Quick start - SSH connection configuration
o Quick start - RDP connection configuration

e System initiation

1.8 Requirements

Administration panel

System is managed in administration panel available through web browser. Recommended
browsers are Google Chrome and Mozilla Firefox.

Network requirements
Correct operation requires:

e ability to establish connections to Wheel Fudo PAM on port 443, for administration pur-
poses,

e ability for users to connect to Wheel Fudo PAM and for Wheel Fudo PAM to connect to
target systems.

Hardware requirements (not applicable to virtual appliance distributions)

Wheel Fudo PAM is a complete solution combining both hardware and software. Installing
system requires 2U space in 19” rack cabinet and connection to network infrastructure.

VNC software client requirements

VNC connections require 24-bit (true color) mode.

1.8. Requirements 13
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CHAPTER 2

Configuration

2.1 Hardware overview

Wheel Fudo PAM is delivered in a 2U 19” rack server case.

Front panel view

_.-=="'-_- | s W w—

Power button

Front bezel release latch

s [ula]]

— Reset button ——

LED status lights Front panel lock

Hard drive bays

Front panel covers hard drives in hot swap enclosures allowing for removing them without having
to shutdown the system.

15
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Ahard drive in a hot-swap tray

Hot-swap tray lever release button - |

| -

Hard drive’'s state LED ligths

A hot-swap tray release lever

Related topics:
e [nitial boot up
o Quick start - SSH connection configuration

e Quick start - RDP connection configuration

2.2 System initiation

Appliance

Wheel Fudo PAM is delivered with two uninitiated USB flash drives. During initial boot up,
Wheel Fudo PAM generates encryption keys, which are stored on enclosed USB flash drives.
More information on encryption keys can be found in the Security measures chapter.

1. Install device in 19” rack cabinet.

2. Connect both power supply units to 230V /110V power outlets.

Note: Connecting both power supplies is necessary to start the system.

3. Connect network cable to one of the RJ-45 ports.
4. Connect both of the USB flash drives delivered with Wheel Fudo PAM.

Note: Initial boot up requires conecting both USB flash drives. More information on encryption
keys can be found in Security measures chapter.

5. Press the power button on the front panel.

16 Chapter 2. Configuration
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Power button

6. After keys have been initiated, disconnect USB flash drives.

Warning;:
e One of the USB flash drives containing encryption key must be disconnected and placed

in a secure location, accessible only to authorized personnel.

e If the USB flash drives with encryption keys are lost, device will not be able to boot up
and stored sessions will not be accessible. Manufacturer does not store any encryption
keys.

Note:

e In daily operation, one encryption key is required to start the system after which it can
be disconnected.

e It is advised to make a backup copy of the encryption key.

Setting IP address using system console
1. Connect monitor and keyboard to the device.

2. Enter administrator account login and press Enter.

2.2. System initiation 17
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FUDD, S5-H 12345678, firmware £.1-Z23500.

o reset FUDD to factory defaults, login as "reset".
o fix admin account and change network settings,

login as "admin” with an appropriate password.

FUDD (fudo.wheelsystems.com) (ttywd)

login: |

3. Enter administrator account password and press Enter.

FUDD, S5-H 12345678, firmware £.1-23500.

o reset FUDD to factory defaults, login as "reset".
o fix admin account and change network settings,
login as "admin” with an appropriate password.

FUDD (fudo.wheelsystems.com) (ttywd)

login: admin
Password:

4. Enter 2 and press Enter to change network configuration.
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FUDD, S5-H 12345678, firmware £.1-Z23500.

o reset FUDD to factory defaults, login as "reset".
o fix admin account and change network settings,
login as "admin” with an appropriate password.

FUDD (fudo.wheelsystems.com) (ttywd)

login: admin

Password:

Last login: Wed Jun 22 10:560:38 on ttywd

=x FUDOD configuration utility ===

Logged into FUDO, S-/N 12345678, firmware 2.1-23500.
1. Show =status

. Reset network settings

B. Exit

hoose an option (0): [

5. Enter y and press Enter to proceed with resetting network configuration.

FUDD, 5-H 12345678, firmware £.1-23500.

o reset FUDD to factory defaults, login as “reset”.
o fix admin account and change network settings,
login as "admin"” with an appropriate password.

FUDO (fudo.wheelsystems.com) (ttywvd)

login: admin
Password:
Last login: Wed Jun 22 10:50:38 on ttywd

=% FUDOD configuration utility s
Logged into FUDO, S-/N 12345678, firmware Z2.1-23500.
1. Show status

2. Reset network =ettings
B, Exit

hoose an option (B@): 2
Are you sure you want to continue? [ysN1 (nd:

6. Enter the name of the new management interface (Wheel Fudo PAM web interface is
accessible through the management interface).
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FUDD, S5-H 12345678, firmware £.1-Z23500.

o reset FUDD to factory defaults, login as "reset".
o fix admin account and change network settings,
login as "admin” with an appropriate password.

FUDD (fudo.wheelsystems.com) (ttywd)

login: admin
Password:
Last login: Wed Jun 22 10:560:38 on ttywd

=x FUDD configuration utility =
Logged into FUDO, SN 12345678, firmware 2.1-23500.

1. Show status
. Reset network settings
. Exit

hoose an option (©): 2
Are you sure you want to continue? [ysN]l (n): y
hooze new management interface (netl netd):

7. Enter IP address along with the network subnet mask separated with / (e.g. 10.0.0.8/24)
and press Enter.

FUDD, S-N 12345678,

fFirmware 2.1-23500.

o reset FUDD to factory defaults, login as “reset".
o fix admin account and change network settings,
login as "admin" with an appropriate password.

FUDD (fudo.wheelsystemz.com) (tityvd)

login: admin
Password:
Last login: Wed Jun 22 10:56:5Z on ttyvo

=% FUDD configuration utility e
Logged into FUDO, S-/N 12345678, firmware 2.1-23500.

1. Show status
2. Reset network =zettings
B. Exit

hooze an option (@): 2

Are you sure you want to continue? [yrsN]l (n): y

hoose new management interface (netl net@): netd

Enter new net® address (10.0.150.150-16): 10.0.150.150-16

8. Enter network gate and press Enter.
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FUDD, S5-H 12345678, firmware £.1-Z23500.

o reset FUDD to factory defaults, login as "reset".
o fix admin account and change network settings,
login as "admin” with an appropriate password.

FUDD (fudo.wheelsystems.com) (ttywd)

login: admin
Password:
Last login: Wed Jun 22 10:56:52 on ttywd

=x FUDOD configuration utility ===
Logged into FUDO, S-/N 12345678, firmware 2.1-23500.

Show status
Rezet network settings
Exit

hoose an option (©): 2

re you sure you want to continue? [ysN1 (nd): y

hoose new management interface (netl netd@): neto

Enter new net® address (10.0.150.1560-16): 10.0.150.150-16
Enter new default gateway IP address (10.0.0.1):

Related topics:

e Requirements

Quick start - SSH connection configuration

Quick start - RDP connection configuration

System overview

Security measures

2.3 Quick start

2.3.1 SSH

This chapter contains an example of a basic Wheel Fudo PAM configuration, to monitor SSH
access to a remote server. In this scenario, the user connects to the remote server over the
SSH protocol and logs in to the Wheel Fudo PAM using an individual login and password
combination (john_smith/john). When establishing the connection with the remote server,
Wheel Fudo PAM substitutes the login and the password with the previously defined values:
root/password (authentication modes are described in the User authentication modes section).
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Prerequisites

Description below assumes that the system has been already initiated. The initiation procedure
is described in the System wnitiation topic.

Configuration

Adding a server

Server is a definition of the IT infrastructure resource, which can be accessed over one of the
specified protocols.

1. Select Management > Servers.
2. Click + Add.

3. Provide essential configuration parameters:

Parameter Value
General

Name ssh_server
Blocked x
Protocol SSH
Description x
Permissions

Granted users g

Destination host
Address 10.0.150.150
Port 22

4. Download or enter target server’s public key.
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Destination host

Addrass 10.0.150.950 Port 22

Bind address Arty

Sarver public key ssh-rsa
AAAABIMzAC T yoR EAAAMDA DM BAAABACCEpbHKIb/usmFN

an

BGt0e/QEMIrOFhaZ GOgHES TCEHWZDWIAYpdw+ bUDUrbsgq DEJRLs
KENtwZsbEPpicm3 T00hgH-+pSaKaa0Y SrNmhdlyvdvCTPaagF

Destination server's fingerprint

| c9:00:eB:14:05:50:00: Blc6:b5: 02066772 1 ¢:60:M0:ce:64:36 sHAT |

5. Click Save.
Adding a user

User defines a subject entitled to connect to servers within monitored IT infrastructure. Detailed
object definition (i.e. unique login, full name, email address etc.) enables precise accountability
of user actions when login and password are substituted with a shared account login credentials.

1. Select Management > Users.

2. Click + Add.

3. Provide essential user information:
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Parameter Value
General
Login john_smith
o
Blocked ~
Account validity Indefinite
Role user
Preferred language English
Safes default settings
Full name John Smith
Email john@smith.com
-
Organization ~
o
Phone ~
=
AD Domain
-
LDAP Base ~
Permissions
o
Granted users ~
Authentication
Type Password
Password john
Repeat password john

4. Click Save.
Adding a listener

Listener determines server connection mode (proxy, gateway, transparent, bastion) as well as its
specifics.

1. Select Management > Listeners.
2. Click + Add.

3. Provide essential configuration parameters:
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Parameter Value

General

Name ssh_listener
Blocked x

Protocol SSH
Permissions

Granted users x
Connection

Mode proxy

Local address 10.0.150.151
Port 1022

4. Generate or upload proxy server’s private key.

Connection
Mode proxy s
Local address | 10.0.150.151 $| Pot | 1022
Fudo public: key

A5ShIEDIBG cwiowlg+Unda XSt ZFAAAAF QDA 1 dIxg| BamfYLEokDS
2Mckz|ReQAAAIEAGC TOHIPyd SERsLwwnl owno-+VeHJitviea@aF
KH3cWBESITVIMeFx5aC0 1 tkRcS0RAT Yw1 gnEYETHOLMdULImakMH
FOWIhMoDY TNGOgGOCwo CrETLMrul + 0T83ADN Y SKgvalild DA TSLM

_— I A GG Y B AACM HESTWESND Y TaSHAX|
FUDO's fingerprint [erm:tar s i

BHA1

Bb:ba:1 1:04:e5:00:96:06:a0:c4:c2: 11280 bi:aa:bd:Bh: 1eced: 15

Note: For security reasons the form displays server’s public key derived from the generated or
uploaded private key.

5. Click Save.
Adding an account

Account defines the privileged account existing on the monitored server. It specifies the actual
login credentials, user authentication mode: anonymous (without user authentication), regular
(with login credentials substitution) or forward (with login and password forwarding); password
changing policy as well as the password changer itself.

1. Select Management > Accounts.
2. Click + Add.

3. Provide essential configuration parameters:
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Parameter Value
General
Name admin_ssh_server
Account type regular
Session recording complete

o
OCR sessions ~
Delete session data after 61 days
Permissions

B
Granted users ~
Server
Server ssh_server
Credentials

o
Domain ~
login root
Replace secret with with password
Password password
Repeat password password

Password change policy

Static, without restrictionms

Replace secret L

Password changer

Password changer None
B

Privileged user ~
=
e

Privileged user password

4. Generate or upload proxy server’s private key.

Note: For security reasons the form displays server’s public key derived from the generated or

uploaded private key.

5. Click Save.
Defining a safe

Safe directly regulates user access to monitored servers. It specifies available protocols’ features,

policies and other details concerning users and servers relations.

1. Select Management > Safes.
2. Click + Add.

3. Provide essential configuration parameters:

26
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Parameter Value

General

Name ssh_safe
Notifications N

Ask for login reason ~

Policies ™~

Protocol functionality

RDP ™

SSH *

VNC ~

Objects relations

Users john_smith
Accounts admin_ssh_server
Listeners ssh_listener

4. Click Save.
Establishing connection
At this point john_smith can connect to the target host over the SSH protocol.

Example:
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® o1 zmroczkowski — ssh john_smith@10.0.150.151 -p 1022 — 122=31

Zbigniews-MacBook-Pro:~ zmroczkowski$ ssh john_smith@l®.®.156.151 -p 1822
Password:

Last login: Mon Oct 17 22:82:5@ 2016 from 18.0.158.151

root@fudo:~ # [I

Note: Note that the fingerprint displayed when connecting to the target host for the first time
is the same as was generated during server configuration.

After accepting the connection, user will be asked for the password. After successful authenti-
cation Wheel Fudo PAM starts recording user’s activities.

Viewing user session

1.

Open a web browser and go to the 10.0.150.151 web address.

. Enter the login and password to login to the Wheel Fudo PAM administration panel.
. Select Management > Sessions.

2
3
4.
5

Click Active.

. Find John Smith’s session and click the playback icon.

Management

Fll Sessions

P john_smith S5H  ssh_server admin_ssh_server ssh_safe 2016-10-17 13:45

John's active connection with test_server

Related topics:
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Requirements

e Data model

Configuration

Quick start - RDP connection configuration

Quick start - HI'TP connection configuration

Quick start - MySQL connection configuration

Quick start - Telnet connection configuration

2.3.2 RDP

This chapter contains an example of a basic Wheel Fudo PAM configuration, to monitor RDP
access to a remote server. In this scenario, the user connects to the remote server over the
RDP protocol and logs in to the Wheel Fudo PAM using an individual login and password
combination (john_smith/john). When establishing the connection with the remote server,
Wheel Fudo PAM substitutes the login with specified in Account and the password with the
password managed by a password changer (authentication modes are described in the User
authentication modes section).

Prerequisites

Description below assumes that the system has been already initiated. The initiation procedure
is described in the System initiation topic.

Configuration

Adding a server

Server is a definition of the IT infrastructure resource, which can be accessed over one of the
specified protocols.

1. Select Management > Servers.

2. Click + Add.

3. Provide essential configuration parameters:
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Parameter Value
Name rdp_server
Blocked x
Protocol RDP
Description x
Permaissions

Granted users

~

Destination host

Address 10.0.35.54
Port 3389
Bind address 10.0.150.151

4. Download or enter target server’s public key.

Destination host

----- BEGIN PUBLIC KEY--—

MPawDOY KoZIhveNAGERBOADSwAwSAIBAMNADESE+ TWF 14

WG lw s

R, [ctich server's cerificate

VRFUCAWEAA==

----- END PUBLIC MEY-—---

clidc: 1bcdoipfdacita:3 1060 2140 1 4:ba Oac Da:0d:58: 38200 SHAY

5. Click Sawve.

Adding a user

User defines a subject entitled to connect to servers within monitored IT infrastructure. Detailed
object definition (i.e. unique login, full name, email address etc.) enables precise accountability
of user actions when login and password are substituted with a shared account login credentials.

1. Select Management > Users.

2. Click + Add.

3. Provide essential user information:
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Parameter Value
Login john_smith
o
Blocked S
Account validity Indefinite
Role user
Preferred language English
Safes default settings
Full name John Smith
Email john@smith.com
-
Organization ~
B
Phone ~
=
AD Domain ~
o
LDAP Base ~
Permassions
B
Granted users ~
Authentication
Type Password
Password john
Repeat password john

4. Click Save.
Adding a listener

Listener determines server connection mode (proxy, gateway, transparent, bastion) as well as its
specifics.

1. Select Management > Listeners.
2. Click + Add.

3. Provide essential configuration parameters:
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Parameter Value

General

Name rdp_listener
Blocked g

Protocol RDP

Security Standard RDP Security
Announcement x
Permissions

Granted users g
Connection

Mode proxy

Local address 10.0.150.151
Port 3389

4. Generate or upload proxy server’s private key.

Connection
Meode proxy 5
Local address 100,150,151 % Port | 3388
Sarver public key

FUDO's fingerprint

o502 b3:d3: 95758 14:24: 20:14:07:43:29: 0aced: 58: 3380006 SHA1

Note: For security reasons the form displays server’s public key derived from the generated or
uploaded private key.

5. Click Save.
Adding an account

Account defines the privileged account existing on the monitored server. It specifies the actual
login credentials, user authentication mode: anonymous (without user authentication), regular
(with login credentials substitution) or forward (with login and password forwarding); password
changing policy as well as the password changer itself.

1. Select Management > Accounts.
2. Click + Add.

3. Provide essential configuration parameters:
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Parameter Value

General

Name admin_rdp_server
Blocked ~

Type regular
Session recording all

OCR sessions v

OCR Language English

Delete session data after 61 days
Permassions

Granted users ~

Server

Server rdp_server
Credentials

Domain ~

Login administrator
Replace secret with with password
Password password
Repeat password password

Password change policy

Static, without restrictions

Password changer

Password changer None
Privileged user ~
e

Privileged user password

4. Click Sawve.

Defining a safe

Safe directly regulates user access to monitored servers. It specifies available protocols’ features,
policies and other details concerning users and servers relations.

1. Select Management > Safes.
2. Click + Add.

3. Provide essential configuration parameters:
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Parameter Value
General
Name rdp_safe
o
Blocked ~
o
Login reason ~
o
Notifications ™~
-
Policies ™

Protocol functionality

RDP "
o
SSH L4
B
VNC ™
Objects relations
Users john_smith
Accounts admin_rdp_server
Listeners rdp_listener

4. Click Save.
Establishing an RDP connection with a remote host
1. Launch RDP client of your choice.

2. Enter destination host IP address and RDP service port number.
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Edit Remote Desktops - 10.0.150.151

2 =

Session Redirection

z /"

Connection name [10.0.150.151

PC name 10.0.150.151

Gateway = No gateway configured B

Credentials

User name | Domain\user

Password Password

Resolution  Native

Colors = True Color (24 bit)

Full screen mode 0S¥ native

Start session in full screen
~ Scale content
| Use all monitors

3. Enter user login and password and press the [Enter| keyboard key.
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‘s0e® 10.0.150.151

Fudo

Note: Wheel Fudo PAM enables using custom login, no access and session termination screens
for RDP and VNC connections. For more information on user defined images for graphical
remote sessions, refer to the Resources topic.

[ e ] 10.0.150.151

» =

InitToal W fudao

s Start @ 9 " |=n g T | Ll

Viewing user session

1. Open a web browser and go to the 10.0.150.151 web address.
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2. Enter the login and password to login to the Wheel Fudo PAM administration panel.
3. Select Management > Sessions.

4. Click Active.

5. Find John Smith’s session and click the playback icon.

Management

Sessions -l Active Delete L&l OCR TAddfiter~ & Generatereport  Ssarch. a-

EES&!ions

»  john_smith ROP fp_gerver  admin_rdp server  rdp safe  2016-10-17 14:30 1.1MB ..ij
grvar ssh_safe  2016-10-17 13435 10.0KE =
Senver ssh_safe 2016-10-17 1318 2016-10-17 13:32 0:13:56 % 10.0 KB & L

John's active connection with test_server

Related topics:

e Requirements

e Data model

o Configuration

o Quick start - RDP connection configuration

o Quick start - HT'TP connection configuration

o Quick start - MySQL connection configuration

o Quick start - Telnet connection configuration
2.3.3 Telnet

This chapter contains an example of a basic Wheel Fudo PAM configuration, to monitor Telnet
connections to a remote server. In this scenario, the user connects to the remote server using
Telnet client and logs in using individual login and password. Wheel Fudo PAM authenticates
the user against the information stored in the local database, establishes connection with the
remote server and starts recording.

Note: Telnet connections do not support login credentials forwarding and login credentials
substitution. When connecting to target host over telnet protocol, users are asked to provide
their login credentials twice. First time to authenticate against Wheel Fudo PAM and then
again, to connect to the target host.

User: John Smith
Login: john_smith
Password: john

Prerequisites

Description below assumes that the system has been already initiated. For more information on
the initiation procedure refer to the System initiation topic.
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Configuration

Adding a server

Server is a definition of the IT infrastructure resource, which can be accessed over one of the
specified protocols.

1. Select Management > Servers.
2. Click the Add button.

3. Provide essential configuration parameters:

Parameter Value

General

Name telnet_server
Blocked g

Protocol Telnet

Enable SSLv2 support

Enable SSLv3 support

Description

Permissions

3 | (23K

Granted users

Destination host
Address 10.0.35.137
Port 23

4. Click Save.
Adding a user

User defines a subject entitled to connect to servers within monitored I'T infrastructure. Detailed
object definition (i.e. unique login, full name, email address etc.) enables precise accountability
of user actions when login and password are substituted with a shared account login credentials.

1. Select Management > Users.
2. Click + Add.

3. Provide essential user information:
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Parameter Value
Login john_smith
o
Blocked ™
Account validity Indefinite
Role user
Preferred language English
Full name John Smith
Email john@smith.com
-
Organization ™
o
Phone ~
o
AD Domain ~
o
LDAP Base ~
Permissions
o

Granted users

Connections

o
Connections ~
Authentication
Type Password
Password john
Repeat password john

4. Click Save.
Adding a listener

Listener determines server connection mode (proxy, gateway, transparent, bastion) as well as its
specifics.

1. Select Management > Listeners.
2. Click + Add.

3. Provide essential configuration parameters:
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Parameter Value

General

Name telnet_listener
B

Blocked ~

Protocol Telnet
=

Enable SSLv2 support ~
o

Enable SSLv3 support

Permissions

o
Granted users L
Connection
Mode proxy
Local address 10.0.150.151
Port 23

4. Click Save.
Adding an account

Account defines the privileged account existing on the monitored server. It specifies the actual
login credentials, user authentication mode: anonymous (without user authentication), regular
(with login credentials substitution) or forward (with login and password forwarding); password
changing policy as well as the password changer itself.

1. Select Management > Accounts.
2. Click + Add.

3. Provide essential configuration parameters:
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Parameter Value

General

Name admin_telnet_server
B

Blocked ~

Type forward

Session recording all
=

OCR sessions L)

Delete session data after 61 days

Permissions
B
Granted users ~
Server
Server telnet_server
Credentials
Replace secret with with password
B
Password ~
o
Repeat password ~

4. Click Save.
Defining a safe

Safe directly regulates user access to monitored servers. It specifies available protocols’ features,
policies and other details concerning users and servers relations.

1. Select Management > Safes.

2. Click + Add.

3. Provide essential configuration parameters:
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Parameter Value
General
Name telnet_safe
o
Blocked ~
o
Login reason ~
o
Notifications
-
Policies ™
Protocol functionality
o
RDP ~
o
SSH
-
VNC ™
Permissions
o
Granted users ~
Objects relations
Users john_smith
Accounts admin_telnet_server
Listeners telnet_listener

4. Click Sawve.

Establishing a telnet connection with the remote host

1. Launch telnet client of your choice.

2. Connect to the remote host:

telnet> open 10.0.150.151
Trying 10.0.150.151...

Escape character is '~]'.

Connected to 10.0.150.151.

3. Provide user authentication information defined on Wheel Fudo PAM:

FUDO Authentication.
FUDO Login: john_smith
FUDO Password:

4. Provide user authentication information defined on the target host:

login:
password:

FreeBSD/amd64 (fbsd83-cerb.whl) (pts/0)

Note: Telnet connections do not support user credentials substitution.
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Viewing user’s session
1. Open a web browser and go to the 10.0.150.151 web address.
2. Enter the login and the password to log in to the Wheel Fudo PAM administration panel.
3. Select Management > Sessions.
4. Click Active.
5. Find John Smith’s session and click the playback icon.

Management

Seasiona Ll Active Delate = OCR T Add filter ~ & Generate report Saarch, Q-

' B john_smith Telnet  telnet_serwer  admin_telnet_server  telnet_safe 2018-10-18 00:4T 10.0 KB = —)
John's active connection ]

EH‘Sﬁsiuns

Related topics:

e Quick start - SSH connection configuration

o Quick start - HT'TP connection configuration
o Quick start - MySQL connection configuration
e Quick start - RDP connection configuration

e Requirements

e Data model

o Configuration

e Resources

2.3.4 Telnet 5250

This chapter contains an example of a basic Wheel Fudo PAM configuration, to monitor Telnet
5250 connections to a remote server. In this scenario, the user connects to the remote server using
Telnet client and logs in using individual login and password. Wheel Fudo PAM authenticates
the user against the information stored in the local database, establishes connection with the
remote server and starts recording.

Note: Telnet connections do not support login credentials forwarding and login credentials
substitution. When connecting to target host over telnet protocol, users are asked to provide
their login credentials twice. First time to authenticate against Wheel Fudo PAM and then
again, to connect to the target host.

User: lohn Smith
Login: john_smith
Password: john
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Prerequisites

Description below assumes that the system has been already initiated. For more information on
the initiation procedure refer to the System initiation topic.

Configuration

Adding a server

Server is a definition of the IT infrastructure resource, which can be accessed over one of the
specified protocols.

1. Select Management > Servers.
2. Click the Add button.

3. Provide essential configuration parameters:

Parameter Value

General

Name telnet_server
Blocked H

Protocol Telnet 5250

Enable SSLv2 support

Enable SSLv3 support

3¢ 3¢ 3¢

Description

Permissions

:

Granted users

Destination host
Address 10.0.35.137
Port 23

4. Click Save.
Adding a user

User defines a subject entitled to connect to servers within monitored IT infrastructure. Detailed
object definition (i.e. unique login, full name, email address etc.) enables precise accountability
of user actions when login and password are substituted with a shared account login credentials.

1. Select Management > Users.
2. Click + Add.

3. Provide essential user information:
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Parameter Value
Login john_smith
o
Blocked ™
Account validity Indefinite
Role user
Preferred language English
Full name John Smith
Email john@smith.com
-
Organization ™
o
Phone ~
o
AD Domain ~
o
LDAP Base ~
Permissions
o

Granted users

Connections

o
Connections ~
Authentication
Type Password
Password john
Repeat password john

4. Click Save.
Adding a listener

Listener determines server connection mode (proxy, gateway, transparent, bastion) as well as its
specifics.

1. Select Management > Listeners.
2. Click + Add.

3. Provide essential configuration parameters:
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Parameter Value

General

Name telnet_listener
B

Blocked ~

Protocol Telnet
=

Enable SSLv2 support ~
o

Enable SSLv3 support

Permissions

o
Granted users L
Connection
Mode proxy
Local address 10.0.150.151
Port 23

4. Click Save.
Adding an account

Account defines the privileged account existing on the monitored server. It specifies the actual
login credentials, user authentication mode: anonymous (without user authentication), regular
(with login credentials substitution) or forward (with login and password forwarding); password
changing policy as well as the password changer itself.

1. Select Management > Accounts.
2. Click + Add.

3. Provide essential configuration parameters:
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Parameter Value

General

Name admin_telnet_server
B

Blocked ~

Type forward

Session recording all
=

OCR sessions L)

Delete session data after 61 days

Permissions
B
Granted users ~
Server
Server telnet_server
Credentials
Replace secret with with password
B
Password ~
o
Repeat password ~

4. Click Save.
Defining a safe

Safe directly regulates user access to monitored servers. It specifies available protocols’ features,
policies and other details concerning users and servers relations.

1. Select Management > Safes.

2. Click + Add.

3. Provide essential configuration parameters:
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Parameter Value
General
Name telnet_safe
o
Blocked
o
Login reason ~
o
Notifications ™~
-
Policies ™
Protocol functionality
o
RDP ~
o
SSH ™
-
VNC ™
Permissions
o
Granted users ~
Objects relations
Users john_smith
Accounts admin_telnet_server
Listeners telnet_listener

4. Click Save.
Establishing a telnet connection with the remote host
1. Launch telnet client of your choice.

2. Connect to the remote host:

telnet> open 10.0.150.151
Trying 10.0.150.151...

Connected to 10.0.150.151.
Escape character is '~]'.

3. Provide user authentication information defined on Wheel Fudo PAM:

48 Chapter 2. Configuration



Wheel Fudo PAM 3.1 - System Documentation, Release is not supported

= Session A - [24 x 80] L

File Edit View Communication Achons Window Help

2| ® @@

)

B DD E% BE @ %

4. Provide user authentication information defined on the target host:

FreeBSD/amd64 (fbsd83-cerb.whl) (pts/0)
login:
password:

Note: Telnet connections do not support user credentials substitution.
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= Session A - [24 x 80]
File Edit View Communication Actions Window Help

B B 20 B(m W
MAIN
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IBM 1 Main Menu

et one of the following:
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I ant options

11.

90. Si1gn off

tion or command

FA=Prompt FO9=Retrieve -12 cel Fi3=Information Assis
- initial menu
COPYRIGHT IBM CORP. 1980, 2015.

Viewing user’s session

1. Open a web browser and go to the 10.0.150.151 web address.
Enter the login and the password to log in to the Wheel Fudo PAM administration panel.
Select Management > Sessions.

Click Active.

Ll

Find John Smith’s session and click the playback icon.

ot
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IBM i Main Menu

(C) COPYRIGHT IBM CORP. 1980, 2015.

no> o ¢ o022 0:00:22. @ 1nfo | @

¢ Terminate = @ Join = Pause

Related topics:
o Quick start - SSH connection configuration
o Quick start - HI'TP connection configuration
o Quick start - MySQL connection configuration
e Quick start - RDP connection configuration
o Requirements
e Data model
o Configuration

e Resources

2.3.5 MySQL

This chapter contains an example of a basic Wheel Fudo PAM configuration, to monitor SQL
queries to a remote MySQL database server.

In this scenario, the user connects to a MySQL database using individual login and password.
When establishing the connection with the remote server, Wheel Fudo PAM substitutes the login
and the password with the previously defined values: root/password (authorization modes are
described in the User authorization modes section).
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Prerequisites

The following description assumes that the system has been already initiated. For more infor-
mation on the initiation procedure refer to the System initiation topic.

Configuration

Adding a server

Server is a definition of the IT infrastructure resource, which can be accessed over one of the
specified protocols.

1. Select Management > Servers.
2. Click + Add.

3. Provide essential configuration parameters:

Parameter Value

General

Name mysql_server
Blocked x

Protocol MySQL
Description x
Permissions

Granted users x

Destination host

Address 10.0.1.35
Port 3306
Bind address Any

4. Click Save.
Adding a user

User defines a subject entitled to connect to servers within monitored I'T infrastructure. Detailed
object definition (i.e. unique login, full name, email address etc.) enables precise accountability
of user actions when login and password are substituted with a shared account login credentials.

1. Select Management > Users.
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2. Click + Add.

3. Provide essential user information:

Parameter Value
Login john_smith

B
Blocked ~
Account validity Indefinite
Role user
Preferred language English
Full name John Smith
Email john@smith.com

s
Organization ~

=
Phone ™~

o
AD Domain ™~

o
LDAP Base ~
Permissions

o
Granted users ~
Connections

o
Connections ™~
Authentication
Type Password
Password john
Repeat password john

4. Click Save.
Adding a listener

Listener determines server connection mode (proxy, gateway, transparent, bastion) as well as its
specifics.

1. Select Management > Listeners.

2. Click + Add.

3. Provide essential configuration parameters:
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Parameter Value
General
Name mysql_listener
o
Blocked ~
Protocol Mysql
Permissions
o
Granted users ™~
Connection
Mode proxy
Local address 10.0.150.151
Port 3306

4. Click Save.
Adding an account

Account defines the privileged account existing on the monitored server. It specifies the actual
login credentials, user authentication mode: anonymous (without user authentication), regular
(with login credentials substitution) or forward (with login and password forwarding); password
changing policy as well as the password changer itself.

1. Select Management > Accounts.

2. Click + Add.

3. Provide essential configuration parameters:
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Parameter Value

General

Name admin_mysql_server
Blocked ~

Type regular
Session recording all

OCR sessions ~

Delete session data after 61 days
Permassions

Granted users ~

Server

Server mysql_server
Credentials

Domain ~

Login root

Replace secret with with password
Password password
Repeat password password

Password change policy

Static, without restrictions

Password changer

Password changer None
Privileged user ~
e

Privileged user password

4. Click Save.

Defining a safe

Safe directly regulates user access to monitored servers. It specifies available protocols’ features,
policies and other details concerning users and servers relations.

1. Select Management > Safes.
2. Click + Add.

3. Provide essential configuration parameters:
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Parameter Value
General
Name mysql_safe
B
Blocked ~
W
Login reason ~
s
Notifications ™~
B
Policies ™

Protocol functionality

o
RDP ~

o
SSH

B
VNC ™
Objects relations
Users john_smith
Accounts admin_mysql_server
Listeners mysql_listener

4. Click Save.
Establishing connection with a MySQL database
1. Launch a command line interface client.
2. Enter mysql -h 10.0.150.151 -u john_smith -p, to connect to the database server.

3. Enter the user’s password.

@® [ ) zmroczkowski — mysal -h 10.0.150.151 -u john_smith -p — 122x31

Last login: Tue Oct 18 13:53:49 on ttys@@l

Zbigniews-MacBook-Pro:~ zmroczkowskis mysgl -h 1@.8.158.151 -u john_smith -p
Enter password:

Welcome to the MySOL monitor. Commands end with ; or \g.

Your MySOL connection id is 2544

Server version: 5.7.16 MySOL Community Server {(GPL)

Copyright (c) 2@@@, 2016, Oracle and/or its affiliates. All rights reserved.
Oracle is a registered trademark of Oracle Corporation and/or its
affiliates. Other names may be trademarks of their respective

owWners.

Type 'help;' or '\h' for help. Type '\c' to clear the current input statement.

mysql= I

4. Continue browsing the database contents using SQL queries.
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Viewing user session
1. Open a web browser and go to the Wheel Fudo PAM administration page.
. Enter user login and password to log in to Wheel Fudo PAM administration panel.
. Select Management > Sessions.

2
3
4. Click Active.
5

. Find John Smith’s session and click the playback icon.

Manageament

. Delet

t B john_smith MySOL  myeql server  admin_mysgl_server  mysqlsafe  2018-10-1B 10:58 208

John's active connection |

.—. @ Session 848388532111147069
A https:[[10.0.150.151/sessions/848388532111147069/7i=1&gi=on&gc=on&live=2016-10-18+10%3A58%3A26&go=0n

Session: 848388532111147069, user: john_smith, server: mysql_serve

INIT 2016-10-

Protocol version: 10 Server version: 5.7.16 Connection ID: 2545 Authentication plugin name: mysg|_native_password

Capabilities: CLIENT_IGNORE_SPACE, CLIENT_RESERVED, CLIENT_PLUGIN_AUTH, CLIENT_INTERACTIVE, CLIENT_SECURE_CONNECTION,
CLIENT_MULTI_RESULTS, CLIENT_CONNECT_ATTRS, CLIENT_NO_SCHEMA, CLIENT_TRANSACTIONS, CLIENT_IGNORE_SIGPIPE, CLIENT_LONG_
CLIENT_CONNECT_WITH_DB, CLIENT_FOUND_ROWS, CLIENT_PLUGIN_AUTH_LENENC_CLIENT_DATA, CLIENT_LOCAL_FILES, CLIENT_COMPRE!
CLIENT_MULTI_STATEMENTS, CLIENT_LONG_PASSWORD, CLIENT_ODBC, CLIENT_PS_MULTI_RESULTS, CLIENT_PROTOCOL_41

oK 2016-10-

Affected rows: O Last inserted_id rows: 0 Status: 2 Warnings: 0 Info:

COM_QUERY 2016-10-

Query:

select @@version_comment limit 1

00:00:00 00:04:02

Related topics:
o Quick start - SSH connection configuration

o Quick start - RDP connection configuration
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Quick start - HT'TP connection configuration
o Quick start - Telnet connection configuration
e Requirements

Data model

Configuration

2.3.6 HTTP

This chapter contains an example of a basic Wheel Fudo PAM configuration, to monitor HT'TP
access to a remote server. In this scenario, the user browses resources of the monitored server
using a web browser. The user is authenticated by Wheel Fudo PAM against the local user
database. The connection will timeout after 15 minutes (900 seconds) and the user will have to
login again to continue browsing the server’s contents.

Prerequisites

The following description assumes that the system has been already initiated. For more infor-
mation on the initiation procedure refer to the System initiation topic.

Configuration

Adding a server

Server is a definition of the IT infrastructure resource, which can be accessed over one of the
specified protocols.

1. Select Management > Servers.
2. Click + Add.

3. Provide essential configuration parameters:
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Parameter Value
Genera
Name http_server
o
Blocked ~
Protocol HTTP
HTTP timeout 900
=
Enable SSLv2 support ~
-
Enable SSLv3 support ~
B
Description ~
Permissions
o
Granted users ™~

Destination host

Address www.wheelsystems. com
Port 80

W
HTTP host ~

4. Click Save.
Adding a user

User defines a subject entitled to connect to servers within monitored IT infrastructure. Detailed
object definition (i.e. unique login, full name, email address etc.) enables precise accountability
of user actions when login and password are substituted with a shared account login credentials.

1. Select Management > Users.

2. Click + Add.

3. Provide essential user information:
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Parameter Value
Login john_smith
o
Blocked ™
Account validity Indefinite
Role user
Preferred language English
Full name John Smith
Email john@smith.com
-
Organization ™
o
Phone ~
o
AD Domain ~
o
LDAP Base ~
Permissions
o

Granted users

Connections

o
Connections ~
Authentication
Type Password
Password john
Repeat password john

4. Click Save.
Adding a listener

Listener determines server connection mode (proxy, gateway, transparent, bastion) as well as its
specifics.

1. Select Management > Listeners.
2. Click + Add.

3. Provide essential configuration parameters:
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Parameter Value

General

Name http_listener
B

Blocked ~

Protocol HTTP
=

Enable SSLv2 support ~
o

Enable SSLv3 support

Permissions
o
Granted users L
Connection
Mode proxy
Local address 10.0.150.151
Port 8080
o
Use TLS L

4. Click Save.
Adding an account

Account defines the privileged account existing on the monitored server. It specifies the actual
login credentials, user authentication mode: anonymous (without user authentication), regular
(with login credentials substitution) or forward (with login and password forwarding); password
changing policy as well as the password changer itself.

1. Select Management > Accounts.

2. Click + Add.

3. Provide essential configuration parameters:
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Parameter Value

General

Name admin_http_server
B

Blocked ~

Type forward

Session recording all
=

OCR sessions ~

Delete session data after 61 days

Permissions
B
Granted users ~
Server
Server http_server
Credentials
Replace secret with with password
B
Password ~
o
Repeat password ~

4. Click Save.
Defining a safe

Safe directly regulates user access to monitored servers. It specifies available protocols’ features,
policies and other details concerning users and servers relations.

1. Select Management > Safes.

2. Click + Add.

3. Provide essential configuration parameters:
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4.

Parameter Value
General
Name http_safe

Blocked

Login reason

Notifications

3¢ 3¢ 3¢ ¢

Policies

Protocol functionality
RDP

SSH

VNC

3¢ 3¢ ¢

Objects relations

Users john_smith

Accounts admin_http_server

Listeners http_listener
Click Save.

Connecting to remote resource

1.
2.
3.

4.

Launch a web browser.
Go to the 10.0.150.151:8080 web address.

Enter user login and password and press the [Enter| key or click the Login button.

Authentication

Login

Password

Continue browsing the website.

Viewing user session

1.
2
3.
4. Click Active.

Open a web browser and go to the Wheel Fudo PAM administration page.

. Enter user login and password to log in to Wheel Fudo PAM administration panel.

Select Management > Sessions.

2.3.

Quick start 63



Wheel Fudo PAM 3.1 - System Documentation, Release is not supported

5. Find John Smith’s session and click the playback icon.

Fudo’

sossiors [l

Manageament

Delete T Add filter -

& Generate report Search

Tl B john_smith  hetp_www  HTTP hatp-test 2015-07-03 08:14

0% 118.2 KB

active connection -

John"

‘® @ Session 848388532111147070

A bips:[/10.0.150.151/sessions/848388532111147070/7?i="1&qgi=on&qc=on&live=2016-10-18+11%3A19%3A02&qo=0n

Session: 848388532111147070, User: john_smith

v=roTw (RPN T-REE RPN

/webman/resources/images/icon_dsm_48.png? GET image/png 1.6 KB 2016-10-18
v=4398 11:18:54.158837
/webman/resources/images/icon_dsm_64.png? GET image/png 1.7KB 2016-10-18
v=4398 11:18:54.204921
Awebman/resources/images/icon_dsm_96.pngt GET image/png 2.1KB 2016-10-18
v=4398 11:18:54.240588
/scripts/ext- GET image/png 2.1KB 2016-10-18
3/ux/images/default/1x/Components/checkbox 11:18:55.159765
v=0846062016020243

/webman/resources/images/default/1x/login/ch GET image/png 1.9 KB 2016-10-18
v=5834 11:18:55.174328
/Awebman/resources/images/default/1x/login/sp GET image/png 1.8 KB 2016-10-18
sd716acf281.png 11:18:55.472084
/webman/3rdparty/VideoStation/font/Roboto-  GET application/cctet-stream 132.6 KB 2018-10-18
Bold.ttf 11:18:55.481876
/Awebman/3rdparty/VideoStation/font/Roboto-  GET application/octet-stream 141.9KB 2016-10-18
Regular.ttf 11:18:55.481117
Awebman/resources/images/default/1x/login/log GET image/png 4.4 KB 2016-10-18
v=08560520161740167 11:18:55.540508
/webman/resources/images/default/1x/login/log GET image/png 2.0KB 2016-10-18
v=08560520161740167 11:18:55.557389
HAwebman/resources/images/default/1x/login/log GET image/png 1.4 KB 2016-10-18
v=08560520161740167 11:18:55.677498
/webman/resources/images/default/1x/login/log GET image/png 1.3 KB 2016-10-18
v=08560520161740167 11:18:55.681060
/webman/resources/images/default/1x/default_ GET  image/jpeg 2955 KB 2016-10-18

v=1476386269 11:18:55.870018

Related topics:

o Quick start - SSH connection configuration

o Quick start - RDP connection configuration
o Quick start - MySQL connection configuration
o Quick start - Telnet connection configuration

o Requirements

Data model

Configuration

2.3.7 Setting up password changing on a Unix system

& Terminate

http://10.0.150.151:8080/

http://10.0.150.151:8080/

http://10.0.150.151:8080/

http://10.0.150.151:8080/scripts/ext-3/w/ux-all.css?
v=1470092212

http://10.0.150.151:8080/webman/resources/css/desktop.css?
v=1471385610

http://10.0.150.151:8080/webman/resources/css/desktop.css?
v=1471385610

http://10.0.150.151:8080/webman/3rdparty/VideoStation/style.css?
v=1468242834

http://10.0.150.151:8080/webman/3rdparty/VideoStation/style.css?
v=1468242934

http://10.0.150.151:8080/webman/resources/css/desktop.css?
v=1471385610

http://10.0.150.151:8080/webman/resources/css/desktop.css?
v=1471385610

http://10.0.150.151:8080/webman/resources/css/desktop.css?
v=1471385610

http://10.0.150.151:8080/webman/resources/css/desktop.css?
v=1471385610

http://10.0.150.151:8080/

This topic contains an example of setting up password changing on a Unix system.
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Configuration
Adding a password change policy
1. Select Management > Password changers.

2. Click + Add to create a new password changing policy.

Management ' FUI Define new password changer

Password policies Custom changers |

20 minut 20
Custom password policy 1

Static, without resftrictions MNane

Manage password changers

changers

3. Provide password change policy name.

Note: Provide a descriptive name so that anyone administrating Wheel Fudo PAM can tell
what the policy does at a glance. E.g. 10 minutes, 20 characters, special characters,
uppercase.

4. Select the Password change enabled option and define how frequently the password will be
changed.

5. Select the Password verification enabled option and define how frequently the Secret Man-
ager should verify whether the password has not been changed in any outher way but the
Secret Manager itself.

L]
Management < Fudo

Policy

General . e
Provide descriptive name —

Marme ' T minutes, 20 chars, lowercase, digits
Enable password change '
Password change enabled a 10

Passmsord werkioation snabied G Define how frequently the password will be changed

Enable password verification

6. Provide the number of characters comprising the password.

7. Select desired password complexity options and provide the minimal number of characters
for each.
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Password requirements

Define password length —]

Length " 20
Small letters ’ 15
Enable enforcing selected requirement Provide the minimum number of characters

Special characters

Digits g s

8. Click Save to store password changer policy.
Assigning password changer to the privileged account
1. Select Management > Accounts.

2. Find and click desired account object.

Management < FUUU.
Accounts + Add S Block & Unblock Delete T Add filter - Search
hittp-acsount 10,0235 254 all resgular Static, without restictions P
Manage accounts

htp-anonymous 10.0.235.254 all ANCMYTTIoUE Mong Moma

& Accourts inue Tt =ngime-account iru T =ngin all forward None Mo
inux1-gsh-user] inuxi-gsh all risgular Static, without restrictions Mo
inu Y -58h-Liser? inux1-58h all "BQLJB.F Static, without rastnctions Lirit Acc
i - bk - Lt 1 L 1 -t all risgular Statie, without mestictions I
my!ql-r:-m l"I'I}'!m all 'B?Jﬂr Statie, without restrictions Mona

rap- mEd”. dCcCcou ﬂt wing 08r? all foreard Hone Pcar
BSD all regular 10 minutes, 20 chars, wercase, digis Linix Acc
teminalsaniar-ancnymous terminalseriar all ANCNYIToUS Hone Mona

3. Provide the privileged account login in the Credentials section.
4. Select with password from the Replace secret drop-down list.
5. Provide privileged account password.

6. Select your policy from the Password change policy drop-down list.
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Credentials

rovide privileged account login —

:
Login ‘ usar

Password change policy 10 minutes, 20 chars, lowercase, dgits

Select password change policy

7. In the Password changer section, select the Unix Account over SSH from the Password
changer drop-down list.

8. Provide superuser login credentials.

Password changer

Select password changer specific to the target operating

dchanger ‘ Unix Acsourt over SSH

Provide superuser account login
Priviieged user roat

Privileged user password 1

Provide superuser account password ]

Note: Superuser account enables resetting the password in case the Secret manager detects
that it has been changed by someone else.

9. Click Save.
Related topics:

e Requirements

e Data model

o Configuration

2.4 Dashboard

Wheel Fudo PAM dashboard page enables quick access to essential status information and allows
executing shutdown and restart procedures.
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Minimize options pane
Management Fudo & samin - ) P

(@l Dashboard User options menu
Dashboard

| Waosains

( bisk activity

11:85 1148 1147

‘ma @i

Settings
Memory and CPU usage — Storage status information

(Memory and CPU ™ Network -
11:48 1148 147 0000 200 Da:00 00 08:00 1000
MMM*. .
\ @memory  @omcessor )N e )

Network interface activity -

Events log Recent system log events
2018-06-1011:44:38  user Uisar admin authenticated using password ogged in from |P address: 10.0.1.26.
2016-08-1011:12:48  user Usar admin autherticated using password logged in from IP address: 10.0.1.28.
 2018-06-10 1121247 user User admin authenticated using password logged in from |P address: 10.0.1.35. )

- Status information on FUDQO's instance

Related topics:
e Initial boot up
o Quick start - SSH connection configuration

o Quick start - RDP connection configuration

2.5 Users

User defines a subject entitled to connect to servers within monitored I'T infrastructure. Detailed
object definition (i.e. unique login, full name, email address etc.) enables precise accountability
of user actions when login and password are substituted with a shared account login credentials.
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Block selected users e Uelete selected users

Managameant

L ]
Define new user Filter users list

e CEDED ED

admin superadmin Password

admin FPassword
e Cdit user definition |
api-abat-operator aperator Pasgwinnd :
api-robot-oparator? operator Password

api-rabal-supersdini superadmin 1

api-rabot-user [F:1-
ap-rabot-user? L m

LFpm user Joe Doe External authentication 1

kwitaszcryk 111 Kornirad Wit

Reason the user has bee
al auine |

mbarysiak user Michal Boryss : =g s
mzaborski superadmin  Wheel 55'51:81115 m.zaborskdwhealsystems.com Mariusz Zaborski External authentication
pdawidek uger Wil Sys:ems p.dawmkﬂwhselsymems.cum Pawed Jakub Dawidek External authentication

Note: Wheel Fudo PAM allows importing users definitions from directory services such as
Active Directory or LDAP. For more information on users synchronization service, refer to the
Users synchronization topic.

2.5.1 Adding a user

Warning: Data model objects: safes, users, servers, accounts and listeners are replicated
within the cluster and object instances must not be added on each node. In case the replica-
tion mechanism fails to copy objects to other nodes, contact technical support department.

1. Select Management > Users.

2. Click + Add.

Note: Wheel Fudo PAM enables creating users based on the existing definitions. Click desired
user to access its configuration parameters and click Copy user to create a new object based on
the selected definition.
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Management

User

General

ID 848388532111147009

Synchronize with LDAP

Login admin

Account validity indefinite

3. Enter user unique login.

Note: The Login field is not case sensitive.

4. Select the Blocked option to disable user account after it is created.
5. Define account’s validity period.

6. Select user’s role, which will determine the access rights.

Note: Access rights restrictions also apply to API interface access.
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Role

Access rights

user

Connecting to servers as defined in connections, to which the user has been
assigned.

operator

e logging in to administration panel

browsing objects: servers, users, bastions, connections, to which the
user has been assigned sufficient access permisions

blocking /unblocking objects: servers, users, bastions, connections
generating reports on demand and subscribing to periodic reports
activating/deactivating email notifications

converting sessions and downloading converted content

admin

e logging in to administration panel

managing objects: servers, users, bastions, connections, to which the
user has been assigned sufficient access permisions

blocking /unblocking objects: servers, users, bastions, connections
generating reports on demand and subscribing to periodic reports
activating/deactivating email notifications

converting sessions and downloading converted content

managing policies

superadmin

e full access rights to objects management

full access rights to system configuration options

7. Select user’s preferred language in Wheel Fudo PAM administration panel.

8. Grant access to safes.

9. Define time access policy.

e Click desired safe object.

Preferred language

Safes

Full name

Email

English

Click to define access time policy to the safe

e Select the Enable time policy option.

e Click the weekly calendar to define time interval.

2.5. Users
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Access time policy

Click to enable time policy for the given safe

Click to define access time interval

e Click OK.
10. Enter user’s full name.
11. Enter user’s email address.
12. Enter user’s organizational unit.
13. Enter user’s phone number.
14. Provide user’s Active Directory domain.
15. Enter LDAP service BaseDN parameter.
16. In the Permissions section, select users allowed to manage this user object.
17. In the Authentication section, select authentication type.
External authentication
e Select External authenticaiton from the Type drop-down list.

e Select external authentication source from the Fxternal authentication source drop-down
list.

Note: Refer to Eaternal authentication topic for more information on external authentication
sources.

Password
e Select Password from the Type drop-down list.
e Type password in the Password field.
e Repeat password in the Repeat password field.
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SSH key
e Select SSH key from the Type drop-down list.

e Click the upload icon and browse the file system to find the public SSH key used for
verifying user’s identity.

One-time password

Warning: One-time passwords are used for implementing AAPM use case scenarios.

e Select One-time password from the Type drop-down list.

18. Click + Add authentication method to define more authentication methods.
19. Click Sawve.

Management Fudo & admin - P

User

General Unique user login gl
- )

Blocked ° Block account after it is created - .
Set account's validity period

Account validity ‘Lhd.ﬁnﬂl

Role [mu

Preferred language (mlmn

Define user access rights

Select preferred FUDO interface language

Grant access to safes

Sates (l:.:l o

a
D

E
o € ) CEEZEED

C

C

C

Phane

Telephone number

Active Directory domain

LDAP service BaseDN parameter

AD domain

LDAP Base

Permissions

Granted users

Users allowed to manage this object ]

Type '— ------ _;J
POl |ser's authentication type —

Authentication

API

Add source IP Source IP address used to access data structures over AP interface

Define another authentication method

m Store object definition

2.5.2 Editing a user

1. Select Management > Users.
2. Find desired user definition.

3. Click user’s login to access its configuration parameters.
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4. Modify configuration parameters as desired.

Note: Unsaved changes are marked with an icon.

General Unsaved changes
Login |ohin_smith
Blocked
Account walidity | rcedinie
HnllO Tt

5. Click Save.

Blocking and unblocking a user

Warning: Blocking a user will terminate its current connections.

1. Select Management > Users.
2. Find and select the desired user definition.

3. Click Block to disallow the user to connect to servers or Unblock to allow user to connect
to servers.

4. Provide a descriptive reason for blocking the given user and click Confirm.

2.5.3 Deleting a user

Warning: Deleting a user definition will terminate its current connections.

—_

. Select Management > Users.
. Find and select the desired user definition.

. Click Delete.

= W N

. Confirm resource deletion.
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2.5.4 Roles

Role Access rights

user Connecting to servers as defined in connections, to which the user has been

assigned.

operator

e logging in to administration panel

browsing objects: servers, users, bastions, connections, to which the
user has been assigned sufficient access permisions
blocking/unblocking objects: servers, users, bastions, connections
generating reports on demand and subscribing to periodic reports
activating/deactivating email notifications

converting sessions and downloading converted content

admin

e logging in to administration panel

managing objects: servers, users, bastions, connections, to which the
user has been assigned sufficient access permisions

blocking /unblocking objects: servers, users, bastions, connections
generating reports on demand and subscribing to periodic reports
activating/deactivating email notifications

converting sessions and downloading converted content

managing policies

superadmin

e full access rights to objects management

e full access rights to system configuration options

Related topics:

o Users synchronization

e Data model
e System initiation

Servers

Accounts

2.6 Servers

Server is a definition of the IT infrastructure resource, which can be accessed over one of the

specified protocols.
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Block access to selected semvers

_Activate access to selected servers

Management e Delete selected servers

o DD EE

Filter servers list

Cent05 S5H 10.0.7.11 22 1 month, 1 wesk ago

FreeBSD10 S8H 10.0.45.4 2 1 weak, B days ago

FreeBS02 S5H 1000.35.52 22 1 month, 1 waeek ago
10.0.40.101 fxt:l] 1 ronth, 1 wesk 3g0
10.0.8.106

asd S8H localhost Blocked resource

t: wne VNG 10.0.0.7

Reason the resource has bee

Warning: Data model objects: safes, users, servers, accounts and listeners are replicated
within the cluster and object instances must not be added on each node. In case the replica-
tion mechanism fails to copy objects to other nodes, contact technical support department.

2.6.1 HTTP server

Adding an HTTP server

Note:
e A server object can be linked to only one anonymous account.

e A server object can be linked to only one forward account.

1. Select Management > Servers.

Click + Add.

Enter server’s unique name.

Select Blocked option to disable access to server after it’s created.

Select HTTP from the Protocol drop-down list.

SRR e B

Enter value of the HT'TP timeout parameter, determining the time period of inactivity
(expressed in seconds), after which the user will have to authenticate again.

=

Select the Enable SSLv2 support to support SSL v2 encrypted connections.
8. Select the Enable SSLv3 support to support SSL v3 encrypted connections.
9. Enter optional description, which will help identifying this server object.

10. In the Permissions section, add users allowed to manage this object.

11. In the Destination host section, enter server’s IP address and port number.
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12. From the Bind address drop-down list, select Wheel Fudo PAM IP address used for com-
municating with this server.

Note: The Bind address drop-down list elements are IP address defined in the Network
configuration menu. Refer to Network interfaces configuration for more information on managing
physical interfaces.

13. Specify the monitored resource in the HTTP host field.
14. Select the Use TLS options to connect to monitored server over TLS.

15. Click the certificate download icon to fetch server’s certificate, or the certificate upload
icon to upload a certificate.

16. Click Save.

Manageament F"I.IUIJ-

Sarver

General : -
Unigue object name —]
Mame l )

Disable access after object is created

Protacal [L-n'rp ‘= Select connection prof
HTTP timeaut (900 Enter HTTP connectiol

Enabie S5Lv2 suppart Select to enable SSL v2 encrypted connections

Enable S5Lv3 suppart Select to enable SSL v3 encrypted connections

Description Q Add optional descripti

Permissions

Granted users

o Users allowed to manage this object
Destination host

Server's IP address and

Address L Fort | BOD )

Bind address L.Any

HTTP host ( Specify monitored res

Source IP address

Server cerdficats Connect to server over TLS

Click to download server's certificate

Click to upload server's certificate

SHA1

m Save object’s definition
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Modifying a server definition
1. Select Management > Servers.
2. Find desired server definition.
3. Click server name to access server configuration parameters.
4

. Modify configuration values as needed.

Note: Unsaved changes are marked with an icon.

General Unsaved changes
Login |ahn_smith
Blocked
Account validity Irchedinie
Hnllo STt

5. Click Save.
Blocking and unblocking a server

Wheel Fudo PAM allows blocking access to given server for all users.

Warning: Blocking a server will terminate current connections with the given server.

1. Select Management > Servers.
2. Find and select desired server definition.

3. Click Block to block access to given resource or Unblock to allow connecting to selected
server.

4. Provide descriptive reason for blocking given resource and click Confirm.

Deleting a server definition

Warning: Deleting a server definition will terminate current connections with the given
server.

1. Select Management > Servers.

2. Find and select desired server definition.

3. Click Delete.

4. Confirm deleting selected objects.
Related topics:

e Data model

o System initiation

78 Chapter 2. Configuration



Wheel Fudo PAM 3.1 - System Documentation, Release is not supported

o Users
Listeners

Safes

Accounts

2.6.2 Modbus server

Adding a Modbus server

Note:
e A server object can be linked to only one anonymous account.

e A server object can be linked to only one forward account.

1. Select Management > Servers.

2. Click + Add.

3. Enter server’s unique name.

4. Select Blocked option to disable access to server after it’s created.

5. Select Modbus from the Protocol drop-down list.

6. Enter optional description, which will help identifying this server object.

7. In the Permissions section, add users allowed to manage this object.

8. In the Destination host section, enter server’s IP address and port number.

9. From the Bind address drop-down list, select Wheel Fudo PAM IP address used for com-

municating with this server.

Note: The Bind address drop-down list elements are IP address defined in the Network
configuration menu. Refer to Network interfaces configuration for more information on managing
physical interfaces.

10. Click Save.
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Managament

Sarver

General Unique object name —]
MName t )

Disable access after object is created

Protacal &lndm.a ‘= Select connection prof

Description t[ Add optional descripti

Permissions

Granted users

Users allowed to manage this object

Address ( | Pom | 502 )

Bind address (Any A Source [P address

Destination host

Server's IP address and

S Reset, Save object's definition

Modifying a server definition
1. Select Management > Servers.
2. Find desired server definition.
3. Click server name to access server configuration parameters.

4. Modify configuration values as needed.

Note: Unsaved changes are marked with an icon.

General Unsaved changes
Login |ohin_smith
Blocked
Account validity Indefinie E
Hl;tl-ommi B

5. Click Save.
Blocking and unblocking a server

Wheel Fudo PAM allows blocking access to given server for all users.
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Warning: Blocking a server will terminate current connections with the given server.

1. Select Management > Servers.
2. Find and select desired server definition.

3. Click Block to block access to given resource or Unblock to allow connecting to selected
server.

4. Provide descriptive reason for blocking given resource and click Confirm.

Deleting a server definition

Warning: Deleting a server definition will terminate current connections with the given
server.

1. Select Management > Servers.

2. Find and select desired server definition.

3. Click Delete.

4. Confirm deleting selected objects.
Related topics:

e Data model

e System initiation

o Users
Listeners

Safes

Accounts

2.6.3 MS SQL server

Adding an MS SQL server

Note:
e A server object can be linked to only one anonymous account.

e A server object can be linked to only one forward account.

1. Select Management > Servers.
Click + Add.
Enter server’s unique name.

Select Blocked option to disable access to server after it’s created.

AT el B

Select MS SQL (TDS) from the Protocol drop-down list.
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6. Enter optional description, which will help identifying this server object.
7. In the Permissions section, add users allowed to manage this object.
8. In the Destination host section, enter server’s IP address and port number.

9. From the Bind address drop-down list, select Wheel Fudo PAM IP address used for com-
municating with this server.

Note: The Bind address drop-down list elements are IP address defined in the Network
configuration menu. Refer to Network interfaces configuration for more information on managing
physical interfaces.

10. Click Save.

Managament

Server

General Unigue object name ]
Mame t )

Disable access after object is created

Protacal @s SOL (T0S) '@ —elect connection prof

Description ([ Add optional descripti

Permissions

Granted users

Users allowed to manage this object

Destination host

Semvers IP address and

Address: ( Port | 1433

Bind address (‘W Cgm Source [P address
m Save object’s definition

Modifying a server definition
1. Select Management > Servers.
2. Find desired server definition.
3. Click server name to access server configuration parameters.
4

. Modify configuration values as needed.

Note: Unsaved changes are marked with an icon.
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General Unsaved changes
Login |ohin_smith
Blocked
Account walidity | rcedinie
HnllO Tt

5. Click Save.
Blocking and unblocking a server

Wheel Fudo PAM allows blocking access to given server for all users.

Warning: Blocking a server will terminate current connections with the given server.

1. Select Management > Servers.
2. Find and select desired server definition.

3. Click Block to block access to given resource or Unblock to allow connecting to selected
server.

4. Provide descriptive reason for blocking given resource and click Confirm.

Deleting a server definition

Warning: Deleting a server definition will terminate current connections with the given
server.

1. Select Management > Servers.

2. Find and select desired server definition.

3. Click Delete.

4. Confirm deleting selected objects.
Related topics:

e Data model

e System initiation

o Users
Listeners

Safes

Accounts
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2.6.4 MySQL server

Adding a MySQL server

Note:
e A server object can be linked to only one anonymous account.

e A server object can be linked to only one forward account.

1. Select Management > Servers.

2. Click + Add.

3. Enter server’s unique name.

4. Select Blocked option to disable access to server after it’s created.

5. Select MySQL from the Protocol drop-down list.

6. Enter optional description, which will help identifying this server object.

7. In the Permissions section, add users allowed to manage this object.

8. In the Destination host section, enter server’s IP address and port number.

9. From the Bind address drop-down list, select Wheel Fudo PAM IP address used for com-

municating with this server.

Note: The Bind address drop-down list elements are IP address defined in the Network
configuration menu. Refer to Network interfaces configuration for more information on managing
physical interfaces.

10. Click Save.
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Managament

Sarver

General Unique object name —]
MName t )

Disable access after object is created

Pratacal ] 1 nnectiol ]
MySaL Select connection pro

Description t[ Add optional descripti

Permissions

Granted users

Destination host Users allowed to manage this object

Server's IP address and

Address ( | Pomt | 3306 )

Bind address (Any A Source [P address

S Reset, Save object's definition

Modifying a server definition
1. Select Management > Servers.
2. Find desired server definition.
3. Click server name to access server configuration parameters.

4. Modify configuration values as needed.

Note: Unsaved changes are marked with an icon.

General Unsaved changes
Login |ohin_smith
Blocked
Account validity Indefinie E
Hl;tl-ommi B

5. Click Save.
Blocking and unblocking a server

Wheel Fudo PAM allows blocking access to given server for all users.
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Warning: Blocking a server will terminate current connections with the given server.

1. Select Management > Servers.
2. Find and select desired server definition.

3. Click Block to block access to given resource or Unblock to allow connecting to selected
server.

4. Provide descriptive reason for blocking given resource and click Confirm.

Deleting a server definition

Warning: Deleting a server definition will terminate current connections with the given
server.

1. Select Management > Servers.

2. Find and select desired server definition.

3. Click Delete.

4. Confirm deleting selected objects.
Related topics:

e Data model

e System initiation

o Users
Listeners

Safes

Accounts

2.6.5 Oracle server

Adding an Oracle server

Note:
e A server object can be linked to only one anonymous account.

e A server object can be linked to only one forward account.

1. Select Management > Servers.
Click + Add.
Enter server’s unique name.

Select Blocked option to disable access to server after it’s created.

AT el B

Select Oracle from the Protocol drop-down list.
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Enter optional description, which will help identifying this server object.
In the Permissions section, add users allowed to manage this object.

In the Destination host section, enter server’s IP address and port number.

© 0 N @

From the Bind address drop-down list, select Wheel Fudo PAM IP address used for com-
municating with this server.

Note: The Bind address drop-down list elements are IP address defined in the Network
configuration menu. Refer to Network interfaces configuration for more information on managing
physical interfaces.

10. Click Save.

Managament

Server

General Unigue object name —]
Nama: t )

Disable access after object is created

Protacal @mcle ‘=2 Select connection prof

Description t[ Add optional descripti

Permissions

Granted users

Users allowed to manage this object

Destination host
Semvers IP address and

Address ( Port | 1521

Bind address (Anr Uam Source IP address
=

Save object’s definition

Modifying a server definition
1. Select Management > Servers.
2. Find desired server definition.
3. Click server name to access server configuration parameters.

4. Modify configuration values as needed.

Note: Unsaved changes are marked with an icon.

2.6. Servers 87



Wheel Fudo PAM 3.1 - System Documentation, Release is not supported

General Unsaved changes
Login |ohin_smith
Blocked
Account walidity | rcedinie
Hnllo Tt

5. Click Save.
Blocking and unblocking a server

Wheel Fudo PAM allows blocking access to given server for all users.

Warning: Blocking a server will terminate current connections with the given server.

1. Select Management > Servers.
2. Find and select desired server definition.

3. Click Block to block access to given resource or Unblock to allow connecting to selected
server.

4. Provide descriptive reason for blocking given resource and click Confirm.

Deleting a server definition

Warning: Deleting a server definition will terminate current connections with the given
server.

1. Select Management > Servers.

2. Find and select desired server definition.

3. Click Delete.

4. Confirm deleting selected objects.
Related topics:

e Data model

e System initiation

o Users
Listeners

Safes

Accounts
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2.6.6 RDP server

Adding an RDP server

Note:
e A server object can be linked to only one anonymous account.

e A server object can be linked to only one forward account.

—_

Select Management > Servers.

Click + Add.

Enter server’s unique name.

Select Blocked option to disable access to server after it’s created.

Select RDP from the Protocol drop-down list.

From the Security drop-down list, select RDP connection security mode.
Enter optional description, which will help identifying this server object.

In the Permissions section, add users allowed to manage this object.

e A B

In the Destination host section, enter server’s IP address and RDP service port number.

. From the Bind address drop-down list, select Wheel Fudo PAM IP address used for com-
municating with this server.

—
)

Note: The Bind address drop-down list elements are IP address defined in the Network
configuration menu. Refer to Network interfaces configuration for more information on managing
physical interfaces.

10. Click the fetch key icon to download server’s certificate.

11. Click Save.
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Management F"LIUU.
Server
General

Hama
Blocked
Protocol
Security
Description

Permissions
Granted usars

Destination host

Address

Bind address

Server certificate

Modifying a server definition
1. Select Management > Servers.

2. Find desired server definition.

Unigue object name —]

Disable access after object is created

LHEIP

hea Select connection

(&na:m: RDF Securty (TLS) + NLA

Cm Select ROP securi

C

Add optional desc

Users allowed to manage this object

Semver's IP address

¢ Source P addres

Click to download server's certificate

=

3. Click server name to access server configuration parameters.

4. Modify configuration values as needed.

L

Save object’s definition

Note:

Unsaved changes are marked with an icon.
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General Unsaved changes
Login |ohin_smith
Blocked
Account walidity | rcedinie
HnllO Tt

5. Click Save.
Blocking and unblocking a server

Wheel Fudo PAM allows blocking access to given server for all users.

Warning: Blocking a server will terminate current connections with the given server.

1. Select Management > Servers.
2. Find and select desired server definition.

3. Click Block to block access to given resource or Unblock to allow connecting to selected
server.

4. Provide descriptive reason for blocking given resource and click Confirm.

Deleting a server definition

Warning: Deleting a server definition will terminate current connections with the given
server.

1. Select Management > Servers.

2. Find and select desired server definition.

3. Click Delete.

4. Confirm deleting selected objects.
Related topics:

e Data model

e System initiation

o Users
Listeners

Safes

Accounts
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2.6.7 SSH server

Adding an SSH server

Note:
e A server object can be linked to only one anonymous account.

e A server object can be linked to only one forward account.

1. Select Management > Servers.

2. Click + Add.

3. Enter server’s unique name.

4. Select Blocked option to disable access to server after it’s created.

5. Select SSH from the Protocol drop-down list.

6. Enter optional description, which will help identifying this server object.

7. In the Permissions section, add users allowed to manage this object.

8. In the Destination host section, enter server’s IP address and SSH service port number.
9. From the Bind address drop-down list, select Wheel Fudo PAM IP address used for com-

municating with this server.

Note: The Bind address drop-down list elements are IP address defined in the Network
configuration menu. Refer to Network interfaces configuration for more information on managing
physical interfaces.

10. Click the fetch key icon to download server’s public key.
11. Click Save.
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Management { Fudo

General Unique object name —
Hame Ir )

Blocked

Protocal (ss.H pea Select connection

Description ( Add optional desc

Permissions

Granted users

Destination host Users allowed to manage this object

Server's IP address

Address ( | Port | 22 )i
Bind address L""" s Source |P addres
Sarver public key Q

SHA1

m Save object’s definition

Modifying a server definition
1. Select Management > Servers.
2. Find desired server definition.
3. Click server name to access server configuration parameters.
4

. Modify configuration values as needed.

Note: Unsaved changes are marked with an icon.

2.6. Servers 93



Wheel Fudo PAM 3.1 - System Documentation, Release is not supported

General Unsaved changes
Login |ohin_smith
Blocked
Account walidity | rcedinie
Hnllo Tt

5. Click Save.
Blocking and unblocking a server

Wheel Fudo PAM allows blocking access to given server for all users.

Warning: Blocking a server will terminate current connections with the given server.

1. Select Management > Servers.
2. Find and select desired server definition.

3. Click Block to block access to given resource or Unblock to allow connecting to selected
server.

4. Provide descriptive reason for blocking given resource and click Confirm.

Deleting a server definition

Warning: Deleting a server definition will terminate current connections with the given
server.

1. Select Management > Servers.

2. Find and select desired server definition.

3. Click Delete.

4. Confirm deleting selected objects.
Related topics:

e Data model

e System initiation

o Users
Listeners

Safes

Accounts
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2.6.8 Telnet server

Adding a Telnet server

Note:
e A server object can be linked to only one anonymous account.
e A server object can be linked to only one forward account.

e In case of Telnet connections over forward and regular accounts, users are asked to provide
their login credentials twice. First time to authenticate against Wheel Fudo PAM and then
to connect to the target host.

—_

Select Management > Servers.

Click + Add.

Enter server’s unique name.

Select Blocked option to disable access to server after it’s created.

Select Telnet from the Protocol drop-down list.

Select the Enable SSLv2 support to support SSL v2 encrypted connections.
Select the Enable SSLv8 support to support SSL v3 encrypted connections.

Enter optional description, which will help identifying this server object.

© ° N e ok W

In the Permissions section, add users allowed to manage this object.

—
=)

. In the Destination host section, enter server’s IP address and port number.

. From the Bind address drop-down list, select Wheel Fudo PAM IP address used for com-
municating with this server.

—_
—_

Note: The Bind address drop-down list elements are IP address defined in the Network
configuration menu. Refer to Network interfaces configuration for more information on managing
physical interfaces.

12. Select the Use TLS options to connect to monitored server over TLS.

13. Click the certificate download icon to fetch server’s certificate, or the certificate upload
icon to upload a certificate.

14. Click Save.
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(]
Managerment Fudo

Sarver

General Unique object name —
Name l )

Protacal

Enable S5Lv2 support

Enable S5Lvd support

Description

Permissions

Granted users:

Settings

Destination host

Address

Bind address

Server cerificate Connect to server over TLS

Click to download server's certificate

Click to upload server's certificate

SHA1

m Save object’s definition

Modifying a server definition

—_

. Select Management > Servers.
. Find desired server definition.

. Click server name to access server configuration parameters.

_~ W N

. Modify configuration values as needed.

Note: Unsaved changes are marked with an icon.
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General Unsaved changes
Login |ohin_smith
Blocked
Account walidity | rcedinie
HnllO Tt

5. Click Save.
Blocking and unblocking a server

Wheel Fudo PAM allows blocking access to given server for all users.

Warning: Blocking a server will terminate current connections with the given server.

1. Select Management > Servers.
2. Find and select desired server definition.

3. Click Block to block access to given resource or Unblock to allow connecting to selected
server.

4. Provide descriptive reason for blocking given resource and click Confirm.

Deleting a server definition

Warning: Deleting a server definition will terminate current connections with the given
server.

1. Select Management > Servers.

2. Find and select desired server definition.

3. Click Delete.

4. Confirm deleting selected objects.
Related topics:

e Data model

e System initiation

o Users
Listeners

Safes

Accounts
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2.6.9 Telnet 3270 server

Adding an Telent 3270 server

Note:

e A server object can be linked to only one anonymous account.

e A server object can be linked to only one forward account.

e In case of Telnet connections over forward and regular accounts, users are asked to provide

their login credentials twice. First time to authenticate against Wheel Fudo PAM and then
to connect to the target host.

—_

S —y
_ O

© ° N e ok W

Select Management > Servers.

Click + Add.

Enter server’s unique name.

Select Blocked option to disable access to server after it’s created.

Select Telnet 3270 from the Protocol drop-down list.

Select the Enable SSLv2 support to support SSL v2 encrypted connections.
Select the Enable SSLv8 support to support SSL v3 encrypted connections.
Enter optional description, which will help identifying this server object.

In the Permissions section, add users allowed to manage this object.

. In the Destination host section, enter server’s IP address and port number.

. From the Bind address drop-down list, select Wheel Fudo PAM IP address used for com-

municating with this server.

Note: The Bind address drop-down list elements are IP address defined in the Network
configuration menu. Refer to Network interfaces configuration for more information on managing
physical interfaces.

12. Select the Use TLS options to connect to monitored server over TLS.
13. Click the certificate download icon to fetch server’s certificate, or the certificate upload
icon to upload a certificate.
14. Click Save.
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(]
Managerment Fudo

Sarver

General Unique object name —
Name l )

Protacal

Enable S5Lv2 support

Enable S5Lvd support

Description

Permissions

Granted users:

Settings

Destination host

Address

Bind address

Server cerificate Connect to server over TLS

Click to download server's certificate

Click to upload server's certificate

SHA1

m Save object’s definition

Modifying a server definition

—_

. Select Management > Servers.
. Find desired server definition.

. Click server name to access server configuration parameters.

_~ W N

. Modify configuration values as needed.

Note: Unsaved changes are marked with an icon.
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General Unsaved changes
Login |ohin_smith
Blocked
Account walidity | rcedinie
Hnllo Tt

5. Click Save.
Blocking and unblocking a server

Wheel Fudo PAM allows blocking access to given server for all users.

Warning: Blocking a server will terminate current connections with the given server.

1. Select Management > Servers.
2. Find and select desired server definition.

3. Click Block to block access to given resource or Unblock to allow connecting to selected
server.

4. Provide descriptive reason for blocking given resource and click Confirm.

Deleting a server definition

Warning: Deleting a server definition will terminate current connections with the given
server.

1. Select Management > Servers.

2. Find and select desired server definition.

3. Click Delete.

4. Confirm deleting selected objects.
Related topics:

e Data model

e System initiation

o Users
Listeners

Safes

Accounts
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2.6.10 Telnet 5250 server

Adding an Telent 5250 server

Note:

e A server object can be linked to only one anonymous account.

e A server object can be linked to only one forward account.

e In case of Telnet connections over forward and regular accounts, users are asked to provide

their login credentials twice. First time to authenticate against Wheel Fudo PAM and then
to connect to the target host.

—_
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Select Management > Servers.

Click + Add.

Enter server’s unique name.

Select Blocked option to disable access to server after it’s created.

Select Telnet 5250 from the Protocol drop-down list.

Select the Enable SSLv2 support to support SSL v2 encrypted connections.
Select the Enable SSLv8 support to support SSL v3 encrypted connections.
Enter optional description, which will help identifying this server object.

In the Permissions section, add users allowed to manage this object.

. In the Destination host section, enter server’s IP address and port number.

. From the Bind address drop-down list, select Wheel Fudo PAM IP address used for com-

municating with this server.

Note: The Bind address drop-down list elements are IP address defined in the Network
configuration menu. Refer to Network interfaces configuration for more information on managing
physical interfaces.

12.
13.

14.

Select the Use TLS options to connect to monitored server over TLS.

Click the certificate download icon to fetch server’s certificate, or the certificate upload
icon to upload a certificate.

Click Sawve.

Modifying a server definition

1.

Select Management > Servers.

. Find desired server definition.

2
3.
4

Click server name to access server configuration parameters.

. Modify configuration values as needed.
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Note: Unsaved changes are marked with an icon.

General Unsaved changes
Login johin_simith
Blocked
Account validity | richedinie
HﬂlllO AT T

5. Click Save.
Blocking and unblocking a server

Wheel Fudo PAM allows blocking access to given server for all users.

Warning: Blocking a server will terminate current connections with the given server.

1. Select Management > Servers.
2. Find and select desired server definition.

3. Click Block to block access to given resource or Unblock to allow connecting to selected
server.

4. Provide descriptive reason for blocking given resource and click Confirm.

Deleting a server definition

Warning: Deleting a server definition will terminate current connections with the given
server.

1. Select Management > Servers.

2. Find and select desired server definition.

3. Click Delete.

4. Confirm deleting selected objects.
Related topics:

e Data model

System initiation
o Users
Listeners

Safes

Accounts
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2.6.11 VNC server

Adding a VNC server

Note:
e A server object can be linked to only one anonymous account.

e A server object can be linked to only one forward account.

1. Select Management > Servers.

2. Click + Add.

3. Enter server’s unique name.

4. Select Blocked option to disable access to server after it’s created.

5. Select VNC from the Protocol drop-down list.

6. Enter optional description, which will help identifying this server object.

7. In the Permissions section, add users allowed to manage this object.

8. In the Destination host section, enter server’s IP address and port number.

9. From the Bind address drop-down list, select Wheel Fudo PAM IP address used for com-

municating with this server.

Note: The Bind address drop-down list elements are IP address defined in the Network
configuration menu. Refer to Network interfaces configuration for more information on managing
physical interfaces.

10. Click Save.
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Managament

Sarver

General Unique object name —
Name l )

Disable access after object is created

Protacal ENE ‘= Select connection prof

Description t[ Add optional descripti

Permissions

Granted users

Users allowed to manage this object

Destination host

Server's IP address and

Sattings
Address ( Port | 5800

Bind address

m m Save object’s definition

Modifying a server definition
1. Select Management > Servers.
2. Find desired server definition.
3. Click server name to access server configuration parameters.

4. Modify configuration values as needed.

Note: Unsaved changes are marked with an icon.

General Unsaved changes

‘ johin_smith

Blocked

Account validity Indedinie E

rote((ommrator————

5. Click Save.
Blocking and unblocking a server

Wheel Fudo PAM allows blocking access to given server for all users.
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Warning: Blocking a server will terminate current connections with the given server.

1. Select Management > Servers.
2. Find and select desired server definition.

3. Click Block to block access to given resource or Unblock to allow connecting to selected
server.

4. Provide descriptive reason for blocking given resource and click Confirm.

Deleting a server definition

Warning: Deleting a server definition will terminate current connections with the given
server.

1. Select Management > Servers.

2. Find and select desired server definition.

3. Click Delete.

4. Confirm deleting selected objects.
Related topics:

e Data model

e System initiation

o Users
Listeners

Safes

Accounts

2.7 Listeners

Listener determines server connection mode (proxy, gateway, transparent, bastion) as well as its
specifics.
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Adding a listener

Warning: Data model objects: safes, users, servers, accounts and listeners are replicated
within the cluster and object instances must not be added on each node. In case the replica-
tion mechanism fails to copy objects to other nodes, contact technical support department.

Note:

e A proxy type listener can link to only one account to a server with the same protocol
through different safes.

e A bastion type listener cannot link to an anonymous account on a server with the same
protocol as the listener’s protocol.

e A listener cannot link to an anonymous and a regular or forward account to the same
server with the same protocol as the listener’s protocol.

e A listener cannot link to two regular or forward type accounts to the same server with the
same protocol as the listener’s protocol, to which a single user has access.

e For a given linked RDP listener and RDP server, both have to use either Standard RDP
Security or TLS or NLA.

2.7.1 HTTP listener

Listener determines server connection mode (proxy, gateway, transparent, bastion) as well as its
specifics.
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Adding a listener
1. Select Management > Listeners.
2. Click + Add.
3. Select HTTP from the Protocol drop-down list.
4. In the Permissions section, add users allowed to manage this object.
5. In the Connection section, select desired connection mode.

gateway

Note: User connects to the target host by providing its actual IP address. Wheel Fudo PAM
moderates the connection with the remote host using own IP address. This option requires
deploying Wheel Fudo PAM in the bridge mode.

e Select gateway from the Mode drop-down list.

e Select the network interface used for handling connections over this listener.

proxy

Note: User connects to the target host by providing Wheel Fudo PAM IP address and port
number which unambiguously identifies target host.

e Select gateway from the Mode drop-down list.
e Select the the IP address from the Local address drop-down list and enter port number.

transparent

Note: User connects to the target host by providing its actual IP address. Wheel Fudo PAM
moderates the connection with the remote host using user’s IP address. This option requires
deploying Wheel Fudo PAM in the bridge mode.
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e Select transparent from the Mode drop-down list.

e Select the network interface used for handling connections over this listener.
Select the Use TLS option to enable encryption.

Select the Enable SSLv2 support to support SSL v2 encrypted connections.
Select the Enable SSLv3 support to support SSL v3 encrypted connections.

L © N>

Click the generate certificate icon to generate certificate, or the certificate upload icon to
upload a certificate.

10. Click Sawe.
Modifying a listener
1. Select Management > Listeners.
2. Find and click desired listener to access its configuration parameters.

3. Modify configuration values as needed.

Note: Unsaved changes are marked with an icon.

General Unsaved changes
Login johin_simith
Blocked
Account validity | richedinie
HﬂllO DT

4. Click Save.
Blocking and unblocking a listener

Blocking a listener disables access for users using it to connect to servers.

Warning: Blocking a listener will terminate current connections with server which uses it.

1. Select Management > Listeners.

2. Find and select desired listener.

3. Click Block to disable access to given resource or Unblock to enable the access.
4. Provide descriptive reason for blocking given resource and click Confirm.

Deleting a server definition

Warning: Deleting a listener will terminate current connections with server which uses it.

1. Select Management > Listeners.
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2. Find and select desired listener.

3. Click Delete.

4. Confirm deleting selected objects.
Related topics:

e Data model

e System initiation

e Servers

2.7.2 Modbus listener

Listener determines server connection mode (proxy, gateway, transparent, bastion) as well as its
specifics.
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Adding a listener
1. Select Management > Listeners.
2. Click + Add.
3. Select Modbus from the Protocol drop-down list.
4. In the Permissions section, add users allowed to manage this object.
5. In the Connection section, select desired connection mode.

gateway

Note: User connects to the target host by providing its actual IP address. Wheel Fudo PAM
moderates the connection with the remote host using own IP address. This option requires
deploying Wheel Fudo PAM in the bridge mode.

e Select gateway from the Mode drop-down list.

e Select the network interface used for handling connections over this listener.
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proxy

Note: User connects to the target host by providing Wheel Fudo PAM IP address and port
number which unambiguously identifies target host.

e Select gateway from the Mode drop-down list.
e Select the the IP address from the Local address drop-down list and enter port number.

transparent

Note: User connects to the target host by providing its actual IP address. Wheel Fudo PAM
moderates the connection with the remote host using user’s IP address. This option requires
deploying Wheel Fudo PAM in the bridge mode.

e Select transparent from the Mode drop-down list.
e Select the network interface used for handling connections over this listener.
6. Click Save.
Modifying a listener
1. Select Management > Listeners.
2. Find and click desired listener to access its configuration parameters.

3. Modify configuration values as needed.

Note: Unsaved changes are marked with an icon.

General Unsaved changes
Lu-gln john_smith
Blocked
Account validity | Picedinie
HD'IO TR

4. Click Save.
Blocking and unblocking a listener

Blocking a listener disables access for users using it to connect to servers.

Warning: Blocking a listener will terminate current connections with server which uses it.

1. Select Management > Listeners.
2. Find and select desired listener.

3. Click Block to disable access to given resource or Unblock to enable the access.
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4. Provide descriptive reason for blocking given resource and click Confirm.

Deleting a server definition

Warning: Deleting a listener will terminate current connections with server which uses it.

1. Select Management > Listeners.

2. Find and select desired listener.

3. Click Delete.

4. Confirm deleting selected objects.
Related topics:

e Data model

o System initiation

e Servers

2.7.3 MySQL listener

Listener determines server connection mode (proxy, gateway, transparent, bastion) as well as its
specifics.
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Adding a listener
1. Select Management > Listeners.
2. Click + Add.
3. Select MySQL from the Protocol drop-down list.
4. In the Permissions section, add users allowed to manage this object.

5. In the Connection section, select desired connection mode.
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gateway

Note: User connects to the target host by providing its actual IP address. Wheel Fudo PAM
moderates the connection with the remote host using own IP address. This option requires
deploying Wheel Fudo PAM in the bridge mode.

e Select gateway from the Mode drop-down list.

e Select the network interface used for handling connections over this listener.

proxy

Note: User connects to the target host by providing Wheel Fudo PAM IP address and port
number which unambiguously identifies target host.

e Select gateway from the Mode drop-down list.
e Select the the IP address from the Local address drop-down list and enter port number.

transparent

Note: User connects to the target host by providing its actual IP address. Wheel Fudo PAM
moderates the connection with the remote host using user’s IP address. This option requires
deploying Wheel Fudo PAM in the bridge mode.

e Select transparent from the Mode drop-down list.
e Select the network interface used for handling connections over this listener.
6. Click Save.
Modifying a listener
1. Select Management > Listeners.
2. Find and click desired listener to access its configuration parameters.

3. Modify configuration values as needed.

Note: Unsaved changes are marked with an icon.

General Unsaved changes
Lagin . joihn_amth
Blocked
Accournt validity Irchedinie
HnllO Tt :

4. Click Save.
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Blocking and unblocking a listener

Blocking a listener disables access for users using it to connect to servers.

Warning: Blocking a listener will terminate current connections with server which uses it.

1. Select Management > Listeners.

2. Find and select desired listener.

3. Click Block to disable access to given resource or Unblock to enable the access.
4. Provide descriptive reason for blocking given resource and click Confirm.

Deleting a server definition

Warning: Deleting a listener will terminate current connections with server which uses it.

1. Select Management > Listeners.

2. Find and select desired listener.

3. Click Delete.

4. Confirm deleting selected objects.
Related topics:

e Data model

o System initiation

e Servers

2.7.4 Oracle listener

Listener determines server connection mode (proxy, gateway, transparent, bastion) as well as its
specifics.
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Adding a listener
1. Select Management > Listeners.
2. Click + Add.
3. Select MySQL from the Protocol drop-down list.
4. In the Permissions section, add users allowed to manage this object.
5. In the Connection section, select desired connection mode.

gateway

Note: User connects to the target host by providing its actual IP address. Wheel Fudo PAM
moderates the connection with the remote host using own IP address. This option requires
deploying Wheel Fudo PAM in the bridge mode.

e Select gateway from the Mode drop-down list.

e Select the network interface used for handling connections over this listener.

proxy

Note: User connects to the target host by providing Wheel Fudo PAM IP address and port
number which unambiguously identifies target host.

e Select gateway from the Mode drop-down list.
e Select the the IP address from the Local address drop-down list and enter port number.

transparent

Note: User connects to the target host by providing its actual IP address. Wheel Fudo PAM
moderates the connection with the remote host using user’s IP address. This option requires
deploying Wheel Fudo PAM in the bridge mode.

e Select transparent from the Mode drop-down list.
e Select the network interface used for handling connections over this listener.
6. Click Save.
Modifying a listener
1. Select Management > Listeners.
2. Find and click desired listener to access its configuration parameters.

3. Modify configuration values as needed.

Note: Unsaved changes are marked with an icon.
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General Unsaved changes
Login |ohin_smith
Blocked
Account walidity | rcedinie
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4. Click Save.
Blocking and unblocking a listener

Blocking a listener disables access for users using it to connect to servers.

Warning: Blocking a listener will terminate current connections with server which uses it.

1. Select Management > Listeners.

2. Find and select desired listener.

3. Click Block to disable access to given resource or Unblock to enable the access.
4. Provide descriptive reason for blocking given resource and click Confirm.

Deleting a server definition

Warning: Deleting a listener will terminate current connections with server which uses it.

1. Select Management > Listeners.

2. Find and select desired listener.

3. Click Delete.

4. Confirm deleting selected objects.
Related topics:

e Data model

e System initiation

e Servers

2.7.5 RDP listener

Listener determines server connection mode (proxy, gateway, transparent, bastion) as well as its
specifics.
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Adding a listener
1. Select Management > Listeners.
2. Click + Add.
3. Select RDP from the Protocol drop-down list.
4. From the Security drop-down list, select RDP connection security mode.
5

. In the Announcement field, type in the announcement that will be presented to the user
on the login screen.

6. In the Permissions section, add users allowed to manage this object.
7. In the Connection section, select desired connection mode.

bastion

Note: User connects to the target host by including its name in the login string, e.g.
john_smith#mail_server.

e Select bastion from the Mode drop-down list.
e Select the the IP address from the Local address drop-down list and enter port number.

gateway

Note: User connects to the target host by providing its actual IP address. Wheel Fudo PAM
moderates the connection with the remote host using own IP address. This option requires
deploying Wheel Fudo PAM in the bridge mode.

e Select gateway from the Mode drop-down list.

e Select the network interface used for handling connections over this listener.

proxy
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Note: User connects to the target host by providing Wheel Fudo PAM IP address and port
number which unambiguously identifies target host.

e Select gateway from the Mode drop-down list.
e Select the the IP address from the Local address drop-down list and enter port number.

transparent

Note: User connects to the target host by providing its actual IP address. Wheel Fudo PAM
moderates the connection with the remote host using user’s IP address. This option requires
deploying Wheel Fudo PAM in the bridge mode.

e Select transparent from the Mode drop-down list.
e Select the network interface used for handling connections over this listener.

8. In the TLS certificate field, click the generate certificate icon to generate certificate, or the
certificate upload icon to upload a certificate.

9. Click Save.
Modifying a listener
1. Select Management > Listeners.
2. Find and click desired listener to access its configuration parameters.

3. Modify configuration values as needed.

Note: Unsaved changes are marked with an icon.

General Unsaved changes
Login |ahn_smith
Blocked
Account validity Irchedinie
Hnllo STt

4. Click Save.
Blocking and unblocking a listener

Blocking a listener disables access for users using it to connect to servers.

Warning: Blocking a listener will terminate current connections with server which uses it.

1. Select Management > Listeners.

2. Find and select desired listener.
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3. Click Block to disable access to given resource or Unblock to enable the access.
4. Provide descriptive reason for blocking given resource and click Confirm.

Deleting a server definition

Warning: Deleting a listener will terminate current connections with server which uses it.

1. Select Management > Listeners.

2. Find and select desired listener.

3. Click Delete.

4. Confirm deleting selected objects.
Related topics:

e Data model

e System initiation

e Servers

2.7.6 SSH listener

Listener determines server connection mode (proxy, gateway, transparent, bastion) as well as its
specifics.
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Adding a listener
1. Select Management > Listeners.
2. Click + Add.
3. Select SSH from the Protocol drop-down list.
4. In the Permissions section, add users allowed to manage this object.
5

. In the Connection section, select desired connection mode.
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bastion

Note: User connects to the target host by including its name in the login string, e.g.
john_smith#mail_server.

e Select bastion from the Mode drop-down list.
e Select the the IP address from the Local address drop-down list and enter port number.

gateway

Note: User connects to the target host by providing its actual IP address. Wheel Fudo PAM
moderates the connection with the remote host using own IP address. This option requires
deploying Wheel Fudo PAM in the bridge mode.

e Select gateway from the Mode drop-down list.

e Select the network interface used for handling connections over this listener.

proxy

Note: User connects to the target host by providing Wheel Fudo PAM IP address and port
number which unambiguously identifies target host.

e Select gateway from the Mode drop-down list.
e Select the the IP address from the Local address drop-down list and enter port number.

transparent

Note: User connects to the target host by providing its actual IP address. Wheel Fudo PAM
moderates the connection with the remote host using user’s IP address. This option requires
deploying Wheel Fudo PAM in the bridge mode.

e Select transparent from the Mode drop-down list.
e Select the network interface used for handling connections over this listener.

6. In the Fudo public key field, click the generate certificate icon to generate certificate, or
the certificate upload icon to upload a certificate.

7. Click Save.
Modifying a listener
1. Select Management > Listeners.
2. Find and click desired listener to access its configuration parameters.

3. Modify configuration values as needed.

Note: Unsaved changes are marked with an icon.
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General Unsaved changes
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Blocked
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4. Click Save.
Blocking and unblocking a listener

Blocking a listener disables access for users using it to connect to servers.

Warning: Blocking a listener will terminate current connections with server which uses it.

1. Select Management > Listeners.

2. Find and select desired listener.

3. Click Block to disable access to given resource or Unblock to enable the access.
4. Provide descriptive reason for blocking given resource and click Confirm.

Deleting a server definition

Warning: Deleting a listener will terminate current connections with server which uses it.

1. Select Management > Listeners.

2. Find and select desired listener.

3. Click Delete.

4. Confirm deleting selected objects.
Related topics:

e Data model

e System initiation

e Servers

2.7.7 MS SQL listener

Listener determines server connection mode (proxy, gateway, transparent, bastion) as well as its
specifics.
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Activate selected listeners
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Adding a listener
1. Select Management > Listeners.
2. Click + Add.
3. Select MS SQL (TDS) from the Protocol drop-down list.
4. In the Permissions section, add users allowed to manage this object.
5. In the Connection section, select desired connection mode.

gateway

Note: User connects to the target host by providing its actual IP address. Wheel Fudo PAM
moderates the connection with the remote host using own IP address. This option requires
deploying Wheel Fudo PAM in the bridge mode.

e Select gateway from the Mode drop-down list.

e Select the network interface used for handling connections over this listener.

proxy

Note: User connects to the target host by providing Wheel Fudo PAM IP address and port
number which unambiguously identifies target host.

e Select gateway from the Mode drop-down list.
e Select the the IP address from the Local address drop-down list and enter port number.

transparent

Note: User connects to the target host by providing its actual IP address. Wheel Fudo PAM
moderates the connection with the remote host using user’s IP address. This option requires
deploying Wheel Fudo PAM in the bridge mode.
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e Select transparent from the Mode drop-down list.
e Select the network interface used for handling connections over this listener.
6. Click Save.
Modifying a listener
1. Select Management > Listeners.
2. Find and click desired listener to access its configuration parameters.

3. Modify configuration values as needed.

Note: Unsaved changes are marked with an icon.

General Unsaved changes
Login |ohin_smith
Blocked
Account walidity | rcedinie
Hnllo Tt

4. Click Save.
Blocking and unblocking a listener

Blocking a listener disables access for users using it to connect to servers.

Warning: Blocking a listener will terminate current connections with server which uses it.

1. Select Management > Listeners.

2. Find and select desired listener.

3. Click Block to disable access to given resource or Unblock to enable the access.
4. Provide descriptive reason for blocking given resource and click Confirm.

Deleting a server definition

Warning: Deleting a listener will terminate current connections with server which uses it.

1. Select Management > Listeners.

2. Find and select desired listener.

3. Click Delete.

4. Confirm deleting selected objects.
Related topics:

e Data model
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e System initiation

e Servers

2.7.8 Telnet listener

Listener determines server connection mode (proxy, gateway, transparent, bastion) as well as its
specifics.

Activate selected listeners

Deactivate selected listeners smmmmmms U clete selected listeners
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Adding a listener
1. Select Management > Listeners.
2. Click + Add.
3. Select Telnet from the Protocol drop-down list.
4. In the Permissions section, add users allowed to manage this object.
5. In the Connection section, select desired connection mode.

gateway

Note: User connects to the target host by providing its actual IP address. Wheel Fudo PAM
moderates the connection with the remote host using own IP address. This option requires
deploying Wheel Fudo PAM in the bridge mode.

e Select gateway from the Mode drop-down list.

e Select the network interface used for handling connections over this listener.

proxy

Note: User connects to the target host by providing Wheel Fudo PAM IP address and port
number which unambiguously identifies target host.

e Select gateway from the Mode drop-down list.
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e Select the the IP address from the Local address drop-down list and enter port number.

transparent

Note: User connects to the target host by providing its actual IP address. Wheel Fudo PAM
moderates the connection with the remote host using user’s IP address. This option requires
deploying Wheel Fudo PAM in the bridge mode.

e Select transparent from the Mode drop-down list.

e Select the network interface used for handling connections over this listener.
Select the Use TLS option to enable encryption.

Select the Enable SSLv2 support to support SSL v2 encrypted connections.
Select the Enable SSLv3 support to support SSL v3 encrypted connections.

L © N>

Click the generate certificate icon to generate certificate, or the certificate upload icon to
upload a certificate.

10. Click Save.
Modifying a listener
1. Select Management > Listeners.
2. Find and click desired listener to access its configuration parameters.

3. Modify configuration values as needed.

Note: Unsaved changes are marked with an icon.

General Unsaved changes
Login |ohn_smith
Blocked
Account validity Irchedinie
Hnllo TRt

4. Click Save.
Blocking and unblocking a listener

Blocking a listener disables access for users using it to connect to servers.

Warning: Blocking a listener will terminate current connections with server which uses it.

1. Select Management > Listeners.
2. Find and select desired listener.

3. Click Block to disable access to given resource or Unblock to enable the access.
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4. Provide descriptive reason for blocking given resource and click Confirm.

Deleting a server definition

Warning: Deleting a listener will terminate current connections with server which uses it.

1. Select Management > Listeners.

2. Find and select desired listener.

3. Click Delete.

4. Confirm deleting selected objects.
Related topics:

e Data model

o System initiation

e Servers

2.7.9 Telnet 3270 listener

Listener determines server connection mode (proxy, gateway, transparent, bastion) as well as its
specifics.

Activate selected listeners
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Adding a listener
1. Select Management > Listeners.
2. Click + Add.
3. Select Telnet 3270 from the Protocol drop-down list.
4. In the Permissions section, add users allowed to manage this object.

5. In the Connection section, select desired connection mode.
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gateway

Note: User connects to the target host by providing its actual IP address. Wheel Fudo PAM
moderates the connection with the remote host using own IP address. This option requires
deploying Wheel Fudo PAM in the bridge mode.

e Select gateway from the Mode drop-down list.

e Select the network interface used for handling connections over this listener.

proxy

Note: User connects to the target host by providing Wheel Fudo PAM IP address and port
number which unambiguously identifies target host.

e Select gateway from the Mode drop-down list.
e Select the the IP address from the Local address drop-down list and enter port number.

transparent

Note: User connects to the target host by providing its actual IP address. Wheel Fudo PAM
moderates the connection with the remote host using user’s IP address. This option requires
deploying Wheel Fudo PAM in the bridge mode.

e Select transparent from the Mode drop-down list.

e Select the network interface used for handling connections over this listener.
Select the Use TLS option to enable encryption.

Select the Enable SSLv2 support to support SSL v2 encrypted connections.
Select the Enable SSLv3 support to support SSL v3 encrypted connections.

© %0 N @

Click the generate certificate icon to generate certificate, or the certificate upload icon to
upload a certificate.

10. Click Save.
Modifying a listener
1. Select Management > Listeners.
2. Find and click desired listener to access its configuration parameters.

3. Modify configuration values as needed.

Note: Unsaved changes are marked with an icon.
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General Unsaved changes
Login |ohin_smith
Blocked
Account walidity | rcedinie
Hnllo Tt

4. Click Save.
Blocking and unblocking a listener

Blocking a listener disables access for users using it to connect to servers.

Warning: Blocking a listener will terminate current connections with server which uses it.

1. Select Management > Listeners.

2. Find and select desired listener.

3. Click Block to disable access to given resource or Unblock to enable the access.
4. Provide descriptive reason for blocking given resource and click Confirm.

Deleting a server definition

Warning: Deleting a listener will terminate current connections with server which uses it.

1. Select Management > Listeners.

2. Find and select desired listener.

3. Click Delete.

4. Confirm deleting selected objects.
Related topics:

e Data model

e System initiation

e Servers

2.7.10 VNC listener

Listener determines server connection mode (proxy, gateway, transparent, bastion) as well as its
specifics.

2.7. Listeners 127



Wheel Fudo PAM 3.1 - System Documentation, Release is not supported
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Adding a listener
1. Select Management > Listeners.
2. Click + Add.
3. Select VNC from the Protocol drop-down list.
4

. In the Announcement field, type in the announcement that will be presented to the user
on the login screen.

5. In the Permissions section, add users allowed to manage this object.
6. In the Connection section, select desired connection mode.

bastion

Note:  User connects to the target host by including its name in the login string, e.g.
john_smith#mail_server.

e Select bastion from the Mode drop-down list.
e Select the the IP address from the Local address drop-down list and enter port number.

gateway

Note: User connects to the target host by providing its actual IP address. Wheel Fudo PAM
moderates the connection with the remote host using own IP address. This option requires
deploying Wheel Fudo PAM in the bridge mode.

e Select gateway from the Mode drop-down list.

e Select the network interface used for handling connections over this listener.

proxy

Note: User connects to the target host by providing Wheel Fudo PAM IP address and port
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number which unambiguously identifies target host.

e Select gateway from the Mode drop-down list.
e Select the the IP address from the Local address drop-down list and enter port number.

transparent

Note: User connects to the target host by providing its actual IP address. Wheel Fudo PAM
moderates the connection with the remote host using user’s IP address. This option requires
deploying Wheel Fudo PAM in the bridge mode.

e Select transparent from the Mode drop-down list.
e Select the network interface used for handling connections over this listener.
7. Click Save.
Modifying a listener
1. Select Management > Listeners.
2. Find and click desired listener to access its configuration parameters.

3. Modify configuration values as needed.

Note: Unsaved changes are marked with an icon.

General Unsaved changes
Login |ahn_smith
Blocked
Account validity Irchedinie
Hnllo STt

4. Click Save.
Blocking and unblocking a listener

Blocking a listener disables access for users using it to connect to servers.

Warning: Blocking a listener will terminate current connections with server which uses it.

—_

. Select Management > Listeners.

2. Find and select desired listener.

3. Click Block to disable access to given resource or Unblock to enable the access.
4

. Provide descriptive reason for blocking given resource and click Confirm.
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Deleting a server definition

Warning: Deleting a listener will terminate current connections with server which uses it.

1. Select Management > Listeners.
2. Find and select desired listener.
3. Click Delete.
4. Confirm deleting selected objects.
Related topics:
e Data model
e System initiation
e Servers
Related topics:
e Data model
o System initiation

e Servers

2.8 Safes

Safe directly regulates user access to monitored servers. It specifies available protocols’ features,
policies and other details concerning users and servers relations.

Activate selected safes

Deactivate selected safes mmmmmn L clete selected safes
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Adding a safe
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Warning: Data model objects: safes, users, servers, accounts and listeners are replicated
within the cluster and object instances must not be added on each node. In case the replica-
tion mechanism fails to copy objects to other nodes, contact technical support department.

Note:

e The system safe can only contain system account.

e The portal safe can only contain the portal account.

e Operator, admin and superadmin users always have access to the system safe.

e User type users cannot have access to the system safe.

A el R

11.
12.
13.

Select Management > Safes.

Click + Add.

Enter object’s name.

Select Blocked option to disable access to object after it’s created.

Select Login reason option, to display prompt upon logging in, asking user to enter login
reason.

Select Notifications option and choose notifications sent out to Wheel Fudo PAM admin-
istrator.

Assign security policies in the Policies field.

. In the Protocol functionality section, select allowed protocols’ features.
. In the Permissions section, add users allowed to manage this object.

10.

In the Object relations section, add users allowed to connect to servers using accounts
assigned to this safe.

In the Accounts field, add privileged accounts used to connect to monitored servers.
In the Listeners field, add listeners used to initiate connections with monitored hosts.

Click Sawve.
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Editing a safe

1. Select Management > Safes.
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2. Find and click desired object to open its configuration page.

3. Modify configuration parameters as needed.

Save object’s definition

Note:

Unsaved changes are marked with an icon.
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General Unsaved changes
Login |ohin_smith
Blocked
Account walidity | rcedinie
Hnllo Tt

4. Click Save.

Deleting a safe

Warning: Deleting a safe definition will terminate all current connections to servers which
use selected safe to regulate access to servers.

1. Select Management > Safes.

2. Find and select desired objects.

3. Click Delete.

4. Confirm deletion of selected objects.
Related topics:

e Data model

e System initiation

e Servers

2.9 Accounts

Account defines the privileged account existing on the monitored server. It specifies the actual
login credentials, user authentication mode: anonymous (without user authentication), regular
(with login credentials substitution) or forward (with login and password forwarding); password
changing policy as well as the password changer itself.

Warning: Data model objects: safes, users, servers, accounts and listeners are replicated
within the cluster and object instances must not be added on each node. In case the replica-
tion mechanism fails to copy objects to other nodes, contact technical support department.

Note: In case of Telnet connections, user has to go through authentication process twice. First
time to authenticate against Wheel Fudo PAM and then to connect to the target host.
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2.9.1 anonymous account

Account defines the privileged account existing on the monitored server. It specifies the actual
login credentials, user authentication mode: anonymous (without user authentication), regular
(with login credentials substitution) or forward (with login and password forwarding); password
changing policy as well as the password changer itself.

When connecting to a server using an anonymous account, Wheel Fudo PAM does not authenti-
cate the user against its local database and proceeds with setting up an anonymous connection
with the remote host.

Activate selected accounts
Deactivate selected accounts mmmmmmmn | c/cte selected accounts
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Defining an account

1
2
3

4.

5
6

Select Management > Accounts.

Click + Add.

Define object’s name.

Select Blocked option to disable account after it’s created.
Select anonymous from the Type drop-down list.

Select desired session recording option.

e all - Wheel Fudo PAM records network traffic allowing for future session playback, using

the built in session player, as well as converting session material to a selection of video file
formats.

raw - Wheel Fudo PAM keeps records of the data exchanged between the user and the
monitored server. The raw data can be downloaded later on but the session cannot be
played back using the built in session player.

none - Wheel Fudo PAM only takes note of the fact that the give session took place but
does not record the data exchanged between the user and the server.

7. Select the OCR sessions option to fully index RDP and VNC sessions contents.
8. Select language used for processing recorded sessions.
9. In the Delete session data after field, define the number of days after which the session
data will be deleted.
10. In the Permissions section, add users allowed to manage this object.
11. In the Server section, assign account to a specific server by selecting it from the Server
drop-down list.
12. Click Save.
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Management

Account

General Unique object name g

Nama
Blocked
Type System events notif
Session recarding Al ¢ Security policies
OCH sessions
Dalate session data atter ( days Session data reten

Permissions

Sattings

m Save object's definition

Editing an account
1. Select Management > Accounts.
2. Find and click desired object to open its configuration page.

3. Modify configuration parameters as needed.

Note: Unsaved changes are marked with an icon.

General Unsaved changes

. |ohin_smith

Blocked

Accournt validity Ircedinie H

Hvllomﬂli

e

4. Click Save.

Deleting an account

Warning: Deleting an accout definition will terminate all current connections to servers
which use selected account for accessing those servers.

1. Select Management > Accounts.
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2. Find and select desired objects.

3. Click Delete.

4. Confirm deletion of selected objects.
Related topics:

e Data model

e System initiation

e Servers

e Listeners

e Safes

2.9.2 forward account

Account defines the privileged account existing on the monitored server. It specifies the actual
login credentials, user authentication mode: anonymous (without user authentication), regular
(with login credentials substitution) or forward (with login and password forwarding); password
changing policy as well as the password changer itself.

When connecting to a server using a forward type account, Wheel Fudo PAM authenticates user
against its local database and forwards user’s login credentials to the target host.

Note: In case of Telnet connections, users are asked to provide their login credentials twice.
First time to authenticate against Wheel Fudo PAM and then to connect to the target host.

Activate selected accounts
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Defining an account

1. Select Management > Accounts.
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2
3
4
)
6

. Click + Add.

. Define object’s name.

. Select Blocked option to disable account after it’s created.
. Select forward from the Type drop-down list.

. Select desired session recording option.

e all - Wheel Fudo PAM records network traffic allowing for future session playback, using

the built in session player, as well as converting session material to a selection of video file
formats.

e raw - Wheel Fudo PAM keeps records of the data exchanged between the user and the

monitored server. The raw data can be downloaded later on but the session cannot be
played back using the built in session player.

e none - Wheel Fudo PAM only takes note of the fact that the give session took place but

10.
11.

does not record the data exchanged between the user and the server.
Select the OCR sessions option to fully index RDP and VNC sessions contents.
. Select language used for processing recorded sessions.

. In the Delete session data after field, define the number of days after which the session
data will be deleted.

In the Permissions section, add users allowed to manage this object.

In the Server section, assign the account to a server by selecting it from the Server drop-
down list.

Note: Two-fold authentication

With two-fold authentication enabled, user is being prompted twice for login credentials. Once
for authenticating against Wheel Fudo PAM and once again for accessing target system.

To enable two-fold authentication, proceed as follows.

e From the Type drop-down list, select forward.

e In the Credentials section, select the Two-fold authentication option.

12

. Click Sawve.
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Management

Account

General Unique object name Juu
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Disable access after creating object

Type - (forvard ¢ System events noti
Session recording  |all : Security policies

OCR sessions Ask for login reason

Delete session data after | Session data reten

Permissions

Users allowed to manage this object

=

Save object’s definition

Editing an account
1. Select Management > Accounts.
2. Find and click desired object to open its configuration page.

3. Modify configuration parameters as needed.

Note: Unsaved changes are marked with an icon.

General Unsaved changes

. |ohn_smith

Blocked

Account validity Indefinie E

Rote((omrtor————

aw

4. Click Save.

Deleting an account

Warning: Deleting an accout definition will terminate all current connections to servers
which use selected account for accessing those servers.

1. Select Management > Accounts.
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2. Find and select desired objects.

3. Click Delete.

4. Confirm deletion of selected objects.
Related topics:

e Data model

e System initiation

e Servers

2.9.3 regular account

Account defines the privileged account existing on the monitored server. It specifies the actual
login credentials, user authentication mode: anonymous (without user authentication), regular
(with login credentials substitution) or forward (with login and password forwarding); password

changing policy as well as the password changer itself.

When connecting to a server using a forward type account, Wheel Fudo PAM authenticates
user against its local database and after successful authentication, it replaces login credentials
with values defined in the account. This enables privileged account sharing while preserving full

accountability.

Note: In case of Telnet connections, user has to go through authentication process twice. First
time to authenticate against Wheel Fudo PAM and then to connect to the target host.

Activate selected accounts

Deactivate selected accounts
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Defining an account
1. Select Management > Accounts.

2. Click + Add.
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A T

10.
11.

12.
13.
14.

with

15.

16.

17.
18.

Define object’s name.

Select Blocked option to disable account after it’s created.
Select regular from the Type drop-down list.

Select desired session recording option.

all - Wheel Fudo PAM records network traffic allowing for future session playback, using
the built in session player, as well as converting session material to a selection of video file
formats.

raw - Wheel Fudo PAM keeps records of the data exchanged between the user and the
monitored server. The raw data can be downloaded later on but the session cannot be
played back using the built in session player.

none - Wheel Fudo PAM only takes note of the fact that the give session took place but
does not record the data exchanged between the user and the server.

Select the OCR sessions option to fully index RDP and VNC sessions contents.

. Select language used for processing recorded sessions.

. In the Delete session data after field, define the number of days after which the session

data will be deleted.
In the Permissions section, add users allowed to manage this object.

In the Server section, assign account to a specific server by selecting it from the Server
drop-down list.

In the Credentials section, enter privileged account domain.

Type in login to the privileged account.

From the Replace secret with drop down list, select desired option.
passwords

Provide account password.

Repeat account password.

key

Click the key type selection icon and select the key type.

Click the upload icon and browse the file system to find the key definition file.
Click the i icon and select the key type.

Click the i icon and browse the file system to find the key definition file.

Select the defined password changing policy from the Password change policy drop-down
list.

In the Password changer section, from the Password changer drop-down list select pass-
word changer specific for given account.

Provide privileged user login in the Privileged user field.

Enter priviliged user password.
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Note: Privileged user account is used for changing the password when system detects that

password has been changed in an unauthorized way.

19. Click Sawve.

Management Fudo

Account

General

Narma

Typa
Session recording
OCR sessions

Delete session data after

Permissions
Granted users
Sarver
Sarver
Credentials
Domain
Login

Aeplace secret with
Password
Repsat password

Password change policy

Password changer
Password changer
Privilegad user

Privileged user password

Editing an account

1. Select Management > Accounts.

2. Find and click desired object to open its configuration page.

Unigue object name —

Disable access after creating object

: System events noti

¢ Security policies

Ask for login reason

days Session data reten

Users allowed to manage this object

Account user login

with password

Account login crede

Static, without restrictions
€

Password changing

(( rione

Password changer

Privileged account

m Save object’s definition
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3. Modify configuration parameters as needed.

Note: Unsaved changes are marked with an icon.

General Unsaved changes
Lagin joihn_smith
Blocked
Account walidity | rcedinie
HnllO Tt :

4. Click Save.

Deleting an account

Warning: Deleting an accout definition will terminate all current connections to servers
which use selected account for accessing those servers.

1. Select Management > Accounts.

2. Find and select desired objects.

3. Click Delete.

4. Confirm deletion of selected objects.
Related topics:

e Data model

o System initiation

o Servers

e Listeners

e Safes

2.10 Password changers

Wheel Fudo PAM uses proprietary password changers to manage credentials to privileged ac-
counts defined on monitored servers. Password changer feature supports the following password
management scenarios:

e Unix over SSH

e MySQL over SSH

e (Cisco over SSH and Telnet

e Cisco Enable Password over SSH and Telnet
e MS Windows over WMI
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2.10.1 Password changer policy
Password changer policy defines specifics of how frequently the password should be changed and
password complexity requirements.
Defining a password changer policy
1. Select Management > Password changers.
2. Click + Add.
3. Enter object name.
4

. Select the Password change enabled option and specify the time interval between each
password change.

5. Select the Password verification enabled option and specify the time interval between each
password verification.

6. Define password complexity.

Parameter Description

Length Provide the number of characters comprising the password.

Small letters Select to include lowercase characters, define their minimal
number.

Capital letters Select to include uppercase characters, define their minimal
number.

Special characters Select to include special characters, define their minimal num-
ber.

Digits Select to include digits, define their minimal number.

Note: The sum of the enforced password requirements cannot be greater than the specified
password length.

7. Click Save.
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Managemant

Policy

General Unigue object name —
Mame r :)

- ' Define how frequen
Password MmemuE a 1w minutes

Password verification mhlud( B s minubes

Password requirements the passworc

Define passwords complexity
Length |& 20

Srmall letters |0 8 | 5§

Sattings Capital letters | B | 5

Special characters | B | 8

Digits |

O Peset Save object

Editing a password changer policy
1. Select Management > Password changers.
2. Find and click desired object to open its configuration page.

3. Modify configuration parameters as needed.

Note: Unsaved changes are marked with an icon.

General Unsaved changes

. john_smith

Blocked

Account validity Indefinie E

pote (D) owmrator————

TS

4. Click Save.
Deleting a password changer policy
1. Select Management > Password changers.

2. Find and select desired objects.
3. Click Delete.
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4. Confirm deletion of selected objects.

2.10.2 Custom password changers
Custom password changers enable defining a set of commands executed on a remote host in
order to change the password.
Defining a custom password changer
1. Select Management > Password changers.
Select Custom changers tab.
Click + Add.
Define the password changer’s name.

Click + to add a command.

A T

Enter command.

Note: Commands allow usage of variables listed in the List of available variables section.
Variables encapsulated in %% charachters will be replaced in all commands (e.g. %%host%%).

7. Provide optional comments.
8. Repeat steps 5 through 7 to add additional commands.

9. Repeat steps 5 through 8 and define a password verification commands in the Password
verification commands list section.

Note: Drag and drop each command to change the execution order.

10. Click Save.
Editing a custom password changer
1. Select Management > Password changers.
2. Select Custom changers tab.
3. Click the name of desired password changer.
4. Edit selected commands.
5. Click X to remove selected command.
6. Click Save.
Deleting a custom password changer
1. Select Management > Password changers.
2. Select Custom changers tab.
3. Select desired elements and click Delete.
4. Confirm deleting selected objects.

Related topics:
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e Data model
e System initiation

e Servers

2.11 Policies

Policies are patterns definitions facilitating proactive session monitoring. In case a defined
pattern is detected, Wheel Fudo PAM can automatically pause or terminate given connection,
block the user and send notification to Wheel Fudo PAM administrator.

Defining patterns
1. Select Management > Policies.
2. Select Regular expressions tab.

3. Click + Add regular expression.

Managemant

Select patterns settings tab

Marme delete all

Ragular sxprossion rm -Rf

Delate
Open policies configuration page Name  assasinate al
U Policies Regular expression kil

Delete

Add pattern definition

4. Enter pattern name.

5. Define the pattern itself.

Note: Patterns can be defined as regular expressions.

Wheel Fudo PAM does not recognize expressions which use backslash character, e.g. \d, \D, \w,
\W.

6. Repeat steps 3-5 to define additional patterns.
7. Click Save.

2.11. Policies 147



Wheel Fudo PAM 3.1 - System Documentation, Release is not supported

Managament

Policies

Regular expressions

MNarne delete all
Aegular expression rm <Rf
Delate
Narne assasinate all
U Folicies RAegular expression il

Delete Enter name of the pattern —]
(= )
Elqulrupnuhn I

Enter pattern characters string

Delete

Save changes

Note: Regular expressions examples
Command rm

(I [~a-zA-Z])rm[[:space:]]

Command rm -rf (also -fr; -Rf; -fR)

(| [~a-zA-Z])rm[[:space:]1]1+-([rR]f|f [rR])

Command rm file (~|[~a-zA-Z])rm[[:space:]1]+([~[:space:]1]1+[[:space:]]1*)7/full/
path/to/a/file([[:space:1]1I\;1$) (~|[~a-zA-Z])rm[[:space:]]+.*justafilename

Defining policies
1. Select Management > Policies.

2. Click Add policy.
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Managameart
Policies Regular axpressions

Name palityka

Regular expression [ dutetn ol | amsnsinete o |

Open policies configuration page

Create new policy

3. Enter policy name.

4. Select actions.

= Send email notification to system administrator.
n Pause connection.

o . .

nd Terminate connection.

e Block user.

Note: Note that terminating connection also blocks the user account and vice versa - blocking
user automatically terminates user’s connections.

5. Select monitored patterns.

6. Click Save.
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Managament

Policies Regular expressions

Narme polityka =E n s oo =

U Foliolas Select patterns to be monitored by given policy

Note: After defining a policy, you can assign it to a particular server configured in connection.

Deleting patterns
1. Select Management > Policies.
2. Select the Regular expressions tab.
3. Find desired pattern definition and select the Delete option.
4. Click Save.
Management

Policies Regular expressions

MNarne delete all
Aegular expression rm <Rf
Delate
Narne assasinate all
U Folicies RAegular expression il

Select to delete given pattern

Deleting policies

To delete policy definition, proceed as follows.
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1. Select Management > Policies.

2. Find desired policy definition and select corresponding Delete option.

3. Click Save.

Managamerit

Policies Regular axp

MNairie

Regular expression

Open policies configuration page

Settings

Related topics:
e Terminating connection
e Notifications
o Accounts

o Security

 cetete olt | amsmsinnte of |

2.11. Policies
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CHAPTER 3

Sessions

Wheel Fudo PAM stores all recorded servers access sessions, allowing to playback, review, delete
and export to one of supported video format.

Sessions management page allows filtering stored user sessions, accessing current users connec-
tions and downloading stored sessions. It also provides status information on each session and
enables access to session sharing options.

Icon  Description

> Start session playback (applicable to sessions with the entire traffic
recording option selected in connection properties).

Icon indicating that session has been timestamped.

Purpose why the user has connected to the server.

Session has been commented.

Session has been processed for full-text search purposes.

Access session sharing management options.

= O T # 90

Download session material i selected file format (applicable to ses-
stons with either complete or raw traffic recording option selected in
connection properties).

il User activity monitor (applicable to live sessions).

To open sessions management page, select Management > Sessions.

Note: Wheel Fudo PAM stores compressed session material which may result in differences
between the displayed and the actual session size.
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Delete selected sessions
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Object count: 104

3.1 Filtering sessions

Sessions filtering allows to find desired sessions easily by limiting the number of displayed sessions
on the sessions management page.

3.1.1 Defining filters

1. Click Add Filters and select desired data type from the drop-down list.

ed filtering parameter TAddfilter~ & Generate report = Q-
P Mickey Mouse fudod SSH ssh 160801 00000 0% 16.0 KB = &
B Mickey Mouse fudod SEH ssh -1608:01 0:00:00 0% 16.0KB = L
b Mickey Mouse fudod SSH 8sh -1608:01 0:00:00 0% 15.0 KB = &
2. Select desired values for the given filtering type parameter.
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Managemeant

SCR Ard fittar ~ = Generate repart Search... [+ R
ects on the list

Select all objects

P Mickey Mouse fudod SSH

b Mickey Mouse fudod BSSH

TFew
(L

Choose objects for the selected filtering parameter

P Mickey Mouse fudod SSH 58

Note: Enter a string of characters to limit the number of the elements on the list. In case of
users, the elements on the list can be limited to those who have a given user role assigned or
belong to the given organization unit.

By user

Select a previously added object to |k
remave it from the filtering list #irnia faa Fach

Select a previously added object to remove it from the filter.

Protocol, user, connection, server and organization parameters allow for selecting multiple ob-
jects of the given type.

Sessions _all Active Disdete = OCR T Add fitter - = Generte repart Search... L= &

U | Mickey o | Sotiormr | Winde e Povh |

By sarver

The filtering mechanism allows for adding multiple
objects to the selected filtering parameter

3. Repeat steps 2 and 3 to define additional filters.

Note: Only sessions which match all defined filtering parameters will be displayed.

4. Click Add Filter and select previously added filtering parameter to disable given filter.
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Management . Fudo’ &admin~ 2

Sessions will Active Debete = OCR T Add filter - & Generate report Search.. Q-

By protocol

By organ(zation
From date

To date

OCR

3.1.2 Full text search

Wheel Fudo PAM enables searching stored data to limit the number of elements on the sessions
list only to those containing the specified phrase.

Management

T Add filter ~

& Generate repart

ions containing specified string of characters

Define search options
ooy o pag i

| 1 P S8H ash 2015-07-21 13:32 2015-07-21 13:32 & &
L fudia 55H ssh 2015-07-21 13:30 2015-07-21 13:32 0:01:47  56% JMOKB = &
F oo fuda SBH ash 2015-07-21 13:30 2015-07-21 13:30 0:00:05 100% 14.0 KB & i
> & fudo 55H ssh 2015-07-21 13:28 2015-07-21 13:28 0:00:07 100% 14.0 KB =5 X

Note: Playing a session containing the specified phrase starts from the moment of its first
occurrence.

The player allows for skipping between each occurrence of the specified phrase.
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8 0o Session B483BB53Z2111147062
X hasps:/10.0.40.50/ses5ions /B4E3RE532111 147062

The search phrase is highlighted

Skip to the previous occurrence

Skip to the next occurrence

00:00:10 00:00:25 @ info m Ft Share |

3.1.3 Managing user defined filter definitions
Current filtering settings can be stored as a user defined filtering preset for the convinience of
the system’s operator.
Storing a user defined filter definition
1. Define filtering options as described in the Filtering sessions section.
2. Provide the name for the filter definition.

3. Click the save icon to store the filter definition.

Management

Sesslons il Active T Add filter = Generate report Q~

By protocol

Store the filtering definition

Editing a user defined filter definition
1. Click Add filter and select the desired filter definition.
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Management 4 Fudo’ &admin~ 7
Sessions il Active Debetn % OCR T Add fitter - S Generate report  Sea Q-

By pratocal

By user

By connection
B admin  fudod  SSH ssh L R W52 00005 100% T.OKB & &
P admin fudod S5H ssh 20150711 By erganization Je:0n 00000 0% 16,0 KB = i
B admin  fuded  S5H ush 2015-07-1)  From date W01 Q0000 0% 15.0KB = &
B admin  fuded  SSH ssh 2015-07-1| 1o date W01 G000 0% 15.0 KB = &
B admin fuded  SSH ssh 0is07- O W0l 00000 0% 18.0 KB - &
B admin  fudod  SSH ssh 2015-07-10 my_very_own_fiter PE:01 20000 D% 15.0 KB B &
B admin  fudc 2016-00-1608:01 00000 0% 15,0 KB = 4

2. Change the filtering parameters as desired.

3. Click the save icon to store changes in the filter definition.
Deleting a user defined filter definition

1. Click Add filter and select the desired filter definition.

Management ¢ Fudo’ &admin - 7
Sessions il Active Dicbote = OCR T Add filter - = Generate report Soa) Q-

By peotocol

By usar

By connection
» admin  fudod  SSH ssh 15072 g e W52 00005 100%  T.OKB = i
> admin  fudod  SSH ssh 2018-07-1 By arganization 8:01 o000 D% 16,0 KB = &
» admin  fuded  SSH ssh 2015-07-1) From date 8:01 00mDD D% 15.0 KB B &
» admin  fudod  SSH ssh 2018-07-1 1O date W01 G000 0% 15.0 KB = &
> admin  fuded  SSH ssh 2015071 OO0 801 00000 D% 18.0 KB = X
» admin  fudod  SSH ssh 2015-07-1 - B:01 0:00:00 D% 15.0 KB = i
» admin  fudo 2015-07-18 0B:01 000D 0% 16.0 KB - X

Management

T Add filter ~ = Generate report

By protocol | 554 | =

my_wary_own_filter B @
Delete filtering definition )

3. Confirm deleting the selected filtering definition.
Related topics:
e System overview

e Reports

3.2 Reports

Reporting service generates detailed statistics of users access sessions.

Full reports are generated periodically (daily, weekly, monthly, quarterly) by the system and can
be accessed by users with the superadmin role assigned. Reports generated periodically upon
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users with admin or operator requests, will include only information regarding sessions objects
which they have access permission assigned to.

In addition to the system default settings, cyclic reports can be also generated based on the user
defined filtering definition.

Report can also be generated on demand and include data related to specified user sessions.
Subscribing to a periodic report

To enable automatic periodic report generation for the logged in user, proceed as follows.

Note: Periodic reports, generated upon specific user’s request, include only sessions, to which
given user has sufficient access rights.

1. Select Management > Reports.
2. Click Manage subscriptions.
3. Select the report definition from the drop-down list.

Note: The list contains system default options and user defined filtering definitions.

4. Choose how often the given report should be generated.

5. Click Save.

Managament

Select report generation frequency
Add another report subscription [T |[Fry
Store changes —

Cancelling a periodic report subscription
To cancel a subscription to a cyclic report, proceed as follows.
1. Select Management > Reports.
. Click Manage subscriptions.

2
3. Click the report definition removal icon.
4

. Click Sawve.
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- P " . . . . .
Management - FUOO Administration panel Display available subscription management options & admin -

Reparts Delste | # Manage subscriptions

my_very_own_filter : Dty CQuarterly | Every year

J— : Cancel the given report subscription

Store changes

Generating reports on demand
A report can be prepared for a specified subset of user sessions, determined by filtering options.
1. Select Management > Sessions.

2. Click Add filters and define filtering parameters (for more information on sessions filtering,
refer to the Sessions: Sessions filtering topic).

3. Click Generate report, to have the report generated based on the current filtering criteria.

Management < Add filtering parameters

Sessions -l Active Delets  =OCR Q-
P edmin mssgl  MSSOL(TDS)  mesgl 2015-06-02 05:51 20135-06-02 05:51 0300 0% J.0KB ERL
B aomn mssq MSSOLDS) mssql 201508020551  2015-06020551 00000 0%  BOKB = 2
¢ admin mEsgl MS SO0 (TDS)  mssgl 2015-D6-02 05:51 2015-06-02 05:51 00000 D% 3.0KB = 4
P admin mssgl M5 S0L (TDS) mssgl 2015-08-02 05:51 2015-06-02 05:51 00000 0% A.0KB = i
P admin mesgl MSS0L(TDS)  mssgl 2015-06-02 0551 2015-06-02 05:51 0300 0% B.OKB = i
B Bdmin _masgl  MS SOL (TDS)  mssgl 201 5-06-02 05:51 2015-06-02 05:51 0000 0% 3.0 KB & &
, . S .
4. Note your report’s identifier or click it to display the report.
Fudo’ &admin - ?
Sessions il Active Delets =/ 0CR T Addfilter - & Generate report  Search a-~
By protocol =] a "
=]
B proated successfully.
Click the report’s identifier to view its content
B adnn mssal MSSOL(TDS) mssal  2015-06-0205:51  2015-06-0206:51 00000 0%  A.0KB Erd
¢ admin mssgl MSSOL (TOS)  maEsgl 2015-06-D2 05:51 2015-06-02 05:51 D00 D% B.0KB = i
b admin mssgl M5 5AL(TDS) mssgl 2015-06-02 05:51 2005-06-02 [5:51 k00 0% J.0KB = 4

5. Select Management > Reports.

6. Find desired report and click the view icon.
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7. Click the corresponding button to save the report in selected format.
Opening and downloading reports
1. Select Management > Reports.

2. Find desired report and click the view icon.

Managament

T Add filter ~

BET1047604BROSZIZ00 2015-08-19 01:00:03 Daily {2015-08-18) - System default report system ]
D|5p|a¥ the repm-ts- list 2015-08-18 07:22:59 Rapan generatad by admin BTN
BE71847604BR0SZI20E 2015-08-18 0705231 Repon generated by admin TN
2015-08-18 01:00:02 Diaily (2015-08-17) - System delault repart systam

BET1947B04BROSZIZ0E 2015-08-17 01:00:00 Weekly (2015-08-18) - System default report System

a Click to display given report
BET104TEO4BA0S ] -08-16 07:00:01 Dty (2015-08-15) - System default report system B
G871847604BB0523200 2015-08-15 01:00:01 Daily {2015-08-14) - System default repart aystam B

3. Click the corresponding button to save the report in selected format.
Management ‘ F'l.ll:'l:l'.I & admin~ 7

Report 848388532111147045

Save the report in selected format

Report criteria

» From date = 2015-12-10
« To date = 2015-12-10

Servers

Server [ Number of [Mumberof | Sessiomstotal | Sessions wtal | Avernge session | Average session

I e | sessions | msers | time | size | time size

| ROP-10.0.35 53-WindowsXP [ 1 (101 181 KB 00 IR0 KB
ROP-10,0.40.100- i i

Windows2012 1 1 0:24 2IMB 0:24 23MB
[RDP-10.0 40 202 Windowss_| i i 003 | TOMB| 003 279 MB
|S8H-100.35.1 i1] i i34 14.5 MB 0:07 12 MB

Users

Settings

User | Number of sessions MNumbser of servers Seasions wial tme | Sessions otal size | Average session time AVErage session siae
userl 15 4 2:.02 4 IMB 008 3D MB

Deleting reports
1. Select Management > Reports.
2. Find, select desired reports and click Delete.
3. Confirm deleting selected reports.
Related topics:
e Notifications

e [iltering sessions

3.3 Viewing sessions

Wheel Fudo PAM allows viewing recorded sessions as well as current user connections.

To view a session, proceed as follows.
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1. Select Management > Sessions.
2. Find desired session and click the play icon next to it.

Session player options

Note: Some options are available for live sessions only.

800 Session 6871947604880708823 '
{% https://10.0.8.64 /sessions/6871947604880708823/

Last login: Tue Oct 7 08:38:17 2014 from 10.0.1.13
root@marcin-fudo:~ #

Play recorded session

Fast forward x2 Skip to the current live session activities

Fast forward x4 Display information on current session
Skip to next user action Display detailed timeline with user's activities

Display the relative or the actual connection time =

ECEE . 3 01:16:20 01:16:25
Join session

Pause session

Terminate session

Timeline with user's activities, e.i. mouse clicks, keyboard input, etc

Note: Playing a session containing the specified phrase starts from the moment of its first
occurrence.

The player enables skipping between each occurrence of the specified phrase.
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8 0o Session B483BB53Z2111147062

TealS0 4. )-MILEASE [(GENERTC) #0: Hon Apr 9

re coaralt She ERAN
it's vpdated Crequeantly

The search phrase is highlighted

Skip to the previous occurrence

Skip to the next occurrence

00:00:10 00:00:25 @ info m E Shara

Note: Click the displayed elapsed time to switch between the connections’s actual and relative
time.
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® 00 Session 6871947604880708823 v
(B https://10.0.8.64/sessions/6871947604880708823/

Last login: Tue Oct 7 08:38:17 2014 from 10.0.1.13
rootémarcin-fudo:~ #

Click to switch between displaying the relative or the actual connection time

01:16:27 ©Info ™ Share "

& Terminate = Pause | = Join Live view!

Related topics:

e Sensitive features

3.4 Viewing live sessions

Wheel Fudo PAM enables viewing current connection sessions, allowing to supervise user’s ac-
tivities.

1. Select Management > Sessions.

2. Click Active to display current users’ connections.

3. Find desired session and click the play icon to start playback.
Related topics:

o Viewing sessions

e Terminating connection

3.5 Pausing connection

In case a current user action requires analysis, the connection to the server can be paused.
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Note: Pausing connection temporarily suspends data transmission. After resuming connection,
buffered user’s actions are forwarded to the server.

1. Select Management > Sessions.

2. Click Active to display current user connections.

3. Find desired session and and click the play icon to start playback.
4. Click Pause.

-NaNs! Session 671923719081296898
B https://10.0.8.63/apps/play/671923719081296898/

elcome to FreeBSDI

.1

Bafore seeking technical support, please use the following resources:

Security advisories and updated errata information for all releases ara
at http://www.FreeB8D.org/releases - always consult the ERRATA section
for your releass first as it's updated frequently.

The Handbook and FAQ documents are at http://www.FreeBSD.org/ and,
along with the mailing lists, can be searched by going to
httpt://www.FreeBSD.org/search/. If the doc package has been installed
{or fetched via pkg_add -r lang-freebsd-doc, where lang is the
2-letter language code, &.g. en), they are also available formatted
in Jfusr/local/share/doc/fresbsd.

If you still have a question or problem, please take the output of

unams -a", along with any relevant error messages, and email it

as & gquestion to the gquestionsfFresBSD.org mailing list. If you are
nfamiliar with FreeBSD's directory layout, please refer to the hier(7)
manual page. If you are not familiar with mannual pages, type “man man®.

[Bdit /etc/motd to change this login announcement.
fhadi-radius# c

m > » < 00041500005 @nfo | ®Detals B Share

M Terminate + Join Live WView!

Click to pause live user session

cd

Related topics:
e Replaying session
e Joining session

e [iltering session

3.6 Terminating connection

In case the administrator notices access rights misuse, Wheel Fudo PAM allows to terminate
the session and automatically block given user.

Note:  Wheel Fudo PAM can automatically block user account upon detecting a defined

3.6. Terminating connection 165



Wheel Fudo PAM 3.1 - System Documentation, Release is not supported

pattern. For more information refer to Policies.

1. Select Management > Sessions.

2. Click Active to display current user connections.

3. Find desired session and click the playback icon to start playback.
4. Click Terminate.

Note: Terminating connection automatically blocks given user.

00 Session 671923719081296898 L
{3 https://10.0.8.63/apps/play/671923719081296898/

elcome to FreeB3SDI

L

Bafore sesking technical support, please use the following rescurces:

Security advisories and updated errata information for all releaseas are
at http://www.FreaBSD.org/releases/ - always consult the ERRATA section
for your release first as it's updated fregquently.

The Handbook and FAQ documents are at http://www.FreeBSD.org/ and,
along with the mailing lists, can be searched by going to
http://www.FreaiSD.org/search/. If the doc package has been inatalled
{or fetched via pkg_add -r lang-freebad-doc, where lang is the
2-lgttar language code, e.g. &n), thay are aleo available formatted

in /usr/local/share/doc/fresbsd.

If you Btill hawe a guestion or problem, please take the output of

“uname -a°', along with any relevant error messages, and email it
58 & question to the gquestions@FreeBSD.org mailing list. If you are
amiliar with FresBSD"s directory layout, please refer to the hiar(7)
nal page. If you are not familiar with manual pages, type “man man®.

[Edit /etc/motd to change this login announcement.
fhedS-radiue# o

n » » ¢ oo:0415 G oc:00:0¢

[ . .
- Click to terminate user connection

@ Info @ Detalls @ Share .°

Pause = Join Live View!

5. Decide whether the user should remain blocked or not.

Related topics:
e Policies

, ,
e Security measures

Joining live session

Sharing sessions

Filtering sessions
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3.7 Joining live session

Wheel Fudo PAM allows joining an ongoing session to work simultaneously with the remote
user.

To join currently established session, proceed as follows.
1. Select Management > Sessions.
2. Click Active.
3. Find desired session and and click the play icon to start playback.
4. Click Join.

®@00n Session 671923719081296898
B https://10.0.8.63/apps/play/671923719081296898/

elcome to FreeBSDI

.1

Bafore seeking technical support, please use the following rescurces:

Security advisories and updated errata information for all releases ara
at http://www.FreeiSD.org/raeleases - always consult the ERRATA section
for your relesass first as it's updated frequently.

The Handbook and FAQ documents are at http://www.FreeBSD.org/ and,
along with the mailing lists, can be searched by going to
httpt//vww.FreaBSD.org/search/. If the doc package has been installed
{or fetched via pkg_add -r lang-freebsd-doc, where lang is the
2-letter language code, &.g. en), they are also available formatted
in /usr/local/share/doc/fresbed.

If you still have a question or problem, please take the output of

“uname -a", along with any relevant error messages, and email it

as & question to the gquestionsfFresBSD.org mailing list. If you are
nfamiliar with FreeBSD's directory layout, please refer to the hier(7)
manual page. If you are not familiar with manual pages, type “man man®.

[Edit fetc/motd to change this login announcement.
fhadi-radius# c

m > » < 00041500005 @nfo | ®Detals  # Share

| Click to join user session
cd

¢ Terminate Pause Live View!

Related topics:
e Replaying sessions
e Sharing sessions

e [iltering sessions

3.8 Sharing sessions

Wheel Fudo PAM enables sharing given session with another user.

Sharing a session
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To share a session, proceed as follows.
1. Select Management > Sessions.

2. Find desired session and and click the play icon to start playback.
@ admin win-2003 ROP rdp-podmiana 071120141128 07112014 1511 3:43:43 4% 10.0 MB wEIHE
Open session player
3. Click Share.

-NaNs! Session 671923719081296898 -
B https://10.0.8.63/apps/play/671923719081296898/

elcome to FreeBSDI

.1

Bafore seeking technical support, please use the following rescurces:

Security advisories and updated errata information for all releases ara
at http://www.FreeiSD.org/raeleases - always consult the ERRATA section
for your relesass first as it's updated frequently.

The Handbook and FAQ documents are at http://www.FreeBSD.org/ and,
along with the mailing lists, can be searched by going to
httpt//vww.FreaBSD.org/search/. If the doc package has been installed
{or fetched via pkg_add -r lang-freebsd-doc, where lang is the
2-letter language code, &.g. en), they are also available formatted

in /usr/local/share/doc/fresbed.

If you still have a question or problem, please take the output of

“uname -a", along with any relevant error messages, and email it

as & question to the gquestionsfFresBSD.org mailing list. If you are
nfamiliar with FreeBSD's directory layout, please refer to the hier(7)
manual page. If you are not familiar with manual pages, type “man man®.

Edit fetc/motd to change this login announcement.

fhadd-radius# c

Share session

» > » ¢ 00:04:15 (N 00:00:09 @info @ Details [ 2 Share | .”

) Terminate Pause = Join Live View!

4. Provide session availability time frame and click Confirm to generate URL.
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Share session

Define the time frame when shared material will be available

T
Available From

| 2014-04-11 11:40:44

Available to

| 2014-04-11 19:40:44

"

Define whether the third party will be able to actively participate in

Generate s

5. Copy the system generated URL and click Close.
Revoking session URL
To revoke a session URL, proceed as follows:

1. Select Management > Sessions.

in (applicable to live

2. Find desired session and click the share icon to display sessions sharing management

options.

» admin win-2003 ROF rdp-podmiana 07.11.201411:28 07.11.2014 1511

343:43 4%

3. Click the revoke icon to deactivate given URL.

Session sharing management

10,0 MB

L% )

on sharing options

https://10.0.45.212/5...  2014-12-30 09:57 2014-12-30 17:57
key=DdKHqOiw1yDh...
https:/A10.0.45.212/s... 2014-12-31 08:56 2014-12-31 17:56
key=JgasElcXIEQAs...

URL has expired

admin

admin a

Fevoke the URL

Close

3.8. Sharing sessions
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Related topics:
o Replaying sessions
e Joining sessions

e [iltering sessions

3.9 Commenting sessions

Wheel Fudo PAM enables adding comments and tags to recorded sessions.
Adding a comment

1. Select Management > Sessions.

2. Find desired session and click the playback icon to start playback.

3. Click Details.

4. Click the lower part of the timeline to add a comment.

5

. Define time interval which applies to this comment.

Note: Click and drag either side of the tag to change the starting/ending time.

6. Add comment.
7. Click Submit.
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Search comments

Hide comments list

#tagi
fage

Klikni], aby przeskoczyc do oznaczone| sekcji

1:42:39 ®info P Ghare
HERD

Mag!
Kliknij, aby otworzy¢ komentarz

W \|i\cnij, aby doda¢ komentarz

Editing a comment
1. Select Management > Sessions.
2. Find desired session and click the playback icon to start playback.
3. Click Details.
4. Find and click desired comment.
5. Click the edit icon.
6. Change the comment and Submit.

Deleting a comment

—_

. Select Management > Sessions.

2. Find desired session and click the playback icon to start playback.
3. Click Details.
4

. Find and click desired comment.
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5. Click the trashcan icon.

6. Click Delete to delete the comment.

Edit comment

0:02:26 - 0:02:31

admin 2014-12-30 14:18

Replying to a comment
1. Select Management > Sessions.
2. Find desired session and click the playback icon to start playback.
3. Click Details.
4. Find and click desired comment.
5. Click Reply.
6. Enter message and click Submit.
Related topics:

e Sensitive features

3.10 Exporting sessions

Wheel Fudo PAM allows converting stored session data to one of supported video formats.
To export a session, proceed as follows.
1. Select Management > Sessions.

2. Find desired session and click the session export icon.
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Management & admin~ 7

T Add filter - & Generate report Search

Click to acces ssion conversion and download options

P anonymous RDP-10.0.B.103- anocnymaous 2016-01-1112:31  2016-01-11 13237 1:06:24 8% 24.0MB

- anorymous RDP-0-TLS-10.0,40.100-ANONYMOUS ANGAYMOUS 201601111213 2016-01-1112:27 014:22 63% 264 MB

3. Select the output file format.

Note: The output file format and the resolution determine conversion time and the size of the
output file.

]
Wybierz opcje konwersji

Anuluj Tatederct

Rozpocznij konwersje

4. Select the video resolution (not applicable to the text log file format).

Note: Autodetect option will export video in the native user’s screen resolution.

5. Click Confirm to start conversion and open the downloads page.

Note: The Downloads page enables monitoring conversion progress.

6. Find desired session and click the Download icon to download converted session material.
Fudo® &admin - 7

Downloads e

7 B4B3BAEIZ111147068 0 bytes DS (V) Monitor conversion progress
&  B4B383532111147083 0 bytes DivXS AV Autadetact
5 B4B388532111147076 4445 KB DivES (A1) Autodetect &
4 B48388S32111147076 4656 KE Fiash Vides (FLV) Autadetact &
B4B38A532111147076 4.5MB MJPEG {very high quaity) —®
2 B4B3IEASI2N11147075 2.1 MB MPEG-2 (very popular codec) Autadetect i
4 Downloads 1 B4B3BA5IZ1 11147076 520.9 KB Xid (AVI) Autodetect &

Related topics:

e [iltering sessions
e Sharing sessions

e Viewing sessions
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e Joining sessions

3.11 Deleting sessions

To delete a recorded session, proceed as follows.
1. Select Management > Sessions.
. Find and select desired session.

2
3. Click Delete.
4

. Confirm deleting selected sessions.

Note: Wheel Fudo PAM can automatically delete sessions after certain time, specified by the
retention parameter. Refer to the Backups and retention topic for more on data retention.

Related topics:
o [iltering sessions
e Sharing sessions
e Replaying sessions

e Fxporting sessions

3.12 OCR processing sessions

Recorded RDP and VNC sessions can be processed and indexed for full-text search purposes.
Automated sessions processing
To have RDP and VNC sessions automatically processed, proceed as follows.

1. Select Management > Connections.

2. Find and click desired connection.
3. Select OCR sessions option.
4

. Select the language of processed material.
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Management

Connection

General

] BAR3HA532111147016
Name ash-przekarywanie-0
++ Connections
Blacked
Motifications 5 Sesmslon atart Session finish
& Session join 0 Session leava

B Session policy match

ar

Settings

4. Click Save.
Processing selected sessions
To process selected sessions, proceed as follows.
1. Select Management > Sessions.
2. Select desired RDP or VNC sessions and click OCR.

Management

.l Active T Add filter ~ & Generate report Q-

Saasions © Delete

Select desired sessions

A015-05-07 11:18 2015-05-07 11:18 o018 100%  2T.0KB

A015-05-07 11:10 2015-05-07 11:10 Dd31  100%  43.0KB

admin  fuded  S5H

elected material

LU L
[ R

2015-05-05 13:06 2015-05-05 13:06 D300 0% 4.0 KB
adrmin - fudod  SSH =shi 2015-06-05 13:06 2015-06-05 13:06 whxk00 0% 40 KB
B momin fuded  S5SH ssh 2015-05-05 13:06 2015-05-05 13:06 D00 0% 4.0 KB

Note: Filtering options allows for selecting processed or unprocessed objects.

3. Confirm processing selected sessions.
Related topics:
e [iltering sessions

o Accounts
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CHAPTER 4

Efficiency analyzer

Wheel Fudo PAM features a productivity analysis component which tracks users’ activities and
can provide precise information on activity and idle times.

4.1 Overview

Overview displays data on users’ activity in selected time interval.

Note: Activity rating is based on the user’s interaction with the monitored system. Wheel
Fudo PAM divides the time into 60 seconds long time intervals and monitors the activity within
the interval. Lack of any actions in a given time period accounts such as a non-productive time.

To view the users’ activity rundown, proceed as follows.

1.

Select Management > Productivity.

2. Select the Ouverview tab.
3.
4. Click Generate report to generate rundown of the displayed data in HTML, CSV or PDF

Define the users’ list filtering.

format.

Note: The report can be accessed in the Reports section.
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Manageameant

Overview Session analysis Comparison

g A\ 3 filter, to limit the number of elements on the list

Click to sort table content

434:58 8847
Show users within the given organization

Hide users within the given organization

Managament

Cverview Session analysis Comparison bl LR
Diarte from 2014-10-01
206 19
81 16
31 1
31 1
B4 2
B0 1

Click to display sessions list for the given user/organization

Related topics:
e Productivity analysis - Sessions analysis
e Productivity analysis - Comparison

o Sessions

4.2 Sessions analysis

Sessions analysis shows in detail users/organizations productivity in the given time period. The
activity threshold parameter allows identifying sessions, users and organisations which do not
exceed the required user activity rating and helps establishing the threshold value attainable for
a given number of users or sessions.
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Fudo’ & admin -~ ¥

Overview  Session analysis Comparison Generate repart
{ Add a filter to limit the number of users included in the rundown

Users activity chart in the given time interval
Soosion Bt ~

[ Sessions total sctive time ] Sessions total time 8 Shew tatal time

Sun0% TusD7 ThuOS Set1l Mon13 Wed 15 Eri17 Sun19 Tue2! Thu23 Sat25 Mon27 Wed29 Fndsatd!

Activity thresheld < 20 >

Il Bolow ttreshoic: & 11 @1 B 140 [l Avove threshoi: & 13 2 3156

deweiopment [ HEE HEEE HEEE [EEIETET] 41 %
wess W | [ || EEEN EEER 12:49 FIBL41%

wvs  AHNEEEENENE EEEEEE EEER BT 4%
wes [ HNTNEEEEEE EEEEEE EEEE 210115702
user26 [l [ | 0:53 351 <5

unzssigned [N A NEEEEE EEEEEE EEEEE BT 2%
pesn) | T 0o%
user-27 ] TR T 9%
sz n n T
user 04 213

.Dailyr users productivity listing in the given time interval

Users activity rating

Users activity rating allows identifying sessions which do not exceed the required user activity
level. Further material analysis helps determining the reason for low activity in the given session
and draw relevant conclusions.

Note: The listing does not cover time periods longer than 31 days. In case the defined time
interval is longer than that, only data from the first 31 days is presented.

Change the activity threshold to update the listing

Activity rating in the given time interval

B Beiow threshoia: & 11 @1 BEae [ Above threshold: & 13 W2 B 155

Cct. 24, 2004
Sessions time: 1229
user-33 .. ... . .. |m-..m|ma:u:zz

=vi: [IHHAHNEEEEEEE BEEEEEE Nl etme o
user-25 [ INIIE
user-26 I

unissignes [N ENEEEEE EEEEEE EEEEER
user-80 | ]
user-27 ||

Total connections time in the given time interval

Total active time in the given time interval
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Activity threshold £
sessions for the given day
[l seiow threshoic: gw ¥
Cct. 24, 2004
1248 | 311000
- .... Sessions time: 129
. ! . o Active time: 0:22 ECESEL 4 1%
e Click to display only data on the given organization [RELG Ry 2154 eosapla]
we2s JNNNEEEEEEE EEEEEE N J=eecor 21:01  157:02§K00
werzs I n e CE] 22
uassigred [ BN ENEEEE EEEEEE EEEEN 5404 242:56kza
Hover over a given element to dispay detailed information oor || DIBEc]

Related topics:
e Productivity analysis - Overview

e Productivity analysis - Comparison

4.3 Activity comparison

Efficiency analyzer module enables comparing users/organizations activity in given time periods.
To compare users/organizations, proceed as follows.
1. Select Management > Productivity.
2. Select the Comparison tab.
3. Select object types being compared.
4. Select the time interval.
5. Add objects to the comparison and define starting date for each object.
6. Click Confirm to compare selected objects.
Related topics:
e Productivity analysis - Sessions analysis
o Productivity analysis - Overview

o Sessions
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CHAPTER D

Administration

This section covers Wheel Fudo PAM administration topics.

5.1 System

5.1.1 Date and time

System events registered by Wheel Fudo PAM (sessions, system log events, etc.) are times-
tamped. Wheel Fudo PAM can obtain the time information either from an NTP server or the
system clock.

Warning: It is strongly advised for the date and time settings to be obtained from a reliable
NTP server. Changing date and time settings manually may result in system malfunction.

Changing date and time settings

Note: Manual time setting is disabled if there are NTP servers configured.

To change the Wheel Fudo PAM’s system clock settings, proceed as follows.
1. Select Settings > System.

2. Change date and time parameters in the Date and time section.
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Management L F"I.II:II:I. & sdmin ~ 7

Genaral Upgrade License Diagnostics

BEREW Select timezone —

Timazone Warsaw 3 )

EJB‘BEEI.IM 2016-02-07 23:40 l
Set the date and time

NTP servers

3. Click Sawve.

Time servers configuration

Note: NTP servers ensure that the system time on all IT infrastructure devices is synchronized.
Using NTP servers guarantees that the timestamp of the recorded session matches the time
settings on the monitored server.

Adding an NTP server definition
To add an NTP server definition, proceed as follows.

1. Select Settings > System.

2. Click + in the NTP servers section to add an N'TP server.

3. Enter NTP server IP address or host name.

Management <«  Pudg &sdmin- 7
General Upgrade License  Diagnostics
Date and time
Timazone Warsaw
Date&time | 2015-02-07 23:00

Add NTP server
MNTF serve

Provide hostname or IP address

4. Click Save.

Editing an NTP server definition
To edit an NTP server definition, proceed as follows.
1. Select Settings > System.

2. Find and change desired NTP server configuration parameters in the NTP servers section.
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Management

General License

Upgrade Diagnostics

Date and time

Timezone Warsaw
Date & time 2016-02-04 15:07
NTP servers

ll pl.pool.ntp.org I o
Click to edit NTP server's IP address/hostname of the

3. Click Sawve.

Deleting an NTP server definition
To remove and NTP server definition, proceed as follows.
1. Select Settings > System.
2. Find desired N'TP server definition in the NTP servers section and click the X icon.
Management < Fudo’ —
General Upgrade License  Diagnostics

Date and time

Timezone Warsaw
Date & time 2016-02-04 15:07
NTP servers

pl.pool ntpucrg 9
Remove NTP server

3. Click Sawve.

Related topics:

o Timestamping

5.1.2 SSL certificate

SSL certificate allows prevent phishing attacks.

Configuring SSL certificate

To configure SSL certificate, proceed as follows.
1. Select Settings > System.

2. Click the Browse button next to the HTTPS Certificate field in the FUDO HTTPS cer-
tificate section and point to the location of the SSL certificate file in PEM format.
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3. Click the Browse button next to the HTTPS Private Key field and point to the location
of the SSL key definition.

-
Management ‘ Fudo &admin- ?
General Upgrade License Diagnostics

Date and time

Timazong Viarsaw
Date & time 2016-02-08 15:07
NTP servers
Pl paal.ntp.ong x

+

Settings

FUDO HTTPS certificate . ;
- Upload certificate in PEM format
& System -
(Hmsmnm wytierz piic | i wytirano pliku ,

HTTPS private Key Wybierz pliv | Ni2 wybrano pliku )

Upload private key -

SSH access

Enabled a

Sensitive features

Activating these features requires a consant of fwo suparadmin users.

Show keyboard input

m

4. Click Sawve.

Related topics:
e Security measures

e Servers

5.1.3 SSH access
SSH access option enables remote access to Wheel Fudo PAM for servicing and maintenance
purposes.
Enabling SSH access
To enable SSH access, proceed as follows.
1. Select Settings > System.

2. Select Enabled option in the SSH access section.
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Fud |;|' & admin~ ?
General Upgrade License Diagnostics

Date and time

Timazone Warsaw
Date & time 2016-02-04 15:07
MNTP servers
pl.pool.ntp.ong x
+
Settings FUDO HTTPS certificate
&= System
HTTPS certificate Wiybierz piic | W@ wybrano pliku
HTTPS private key vaybigrz gl | Mie wybrano pliku
SSH access

Enable SSH senvice access
Sensitive features

Activating these features requines a consent of two superadmin users.

Show keyboard input

3. Click Save button.
Related topics:

e Network interfaces configuration

5.1.4 Sensitive features

Sensitive features is a set of options enabling which requires a consent from two superadmin
users.

Enabling displaying keyboard input

Note: Keystrokes are not displayed in the session player by default. Enabling keystrokes
display requires a consent from two superadmin users.

To enable keyboard input display, proceed as follows.
1. Select Settings > System.

2. Select Show user input in the Sensitive features section to initiate the feature.
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3. Click Sawve.

-
Managameant ‘ Fudo &admin - ?
General Upgrade Licensa Diagnostics

Date and time

Timezong Warsaw B
Date & time 2016-02-08 15:07
NTP servers
pl.paal.ntp.ong x
+
Setings FUDO HTTPS certificate
B System
HTTPS certificate wiybierz piic | MW wybrano pliku
HTTPS private Key Wbierz plie | N2 wybrano pliku
S5H access
Enabled a

Sensitive features

Activating these features requires a consant of two suparadmin users.

Select to display keyboard input in session player

m

4. Notify another system administrator that the keyboard input showing feature has been
initiated and requires a confirmation.

Related topics:

o Viewing sessions

5.1.5 System update

Note:

e In addition to the current system version, Wheel Fudo PAM stores the previous revision,
allowing for restoring the system to its previous state.

e The system update process does not influence the system configuration or the session data
stored on Wheel Fudo PAM.
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5.1.5.1 Updating system

Warning:

e Before updating the system it is advised to run a preliminary check to ensure that the
current system configuration can be successfully upgarded to new version.

e During the system update, all current users’ connections will be terminated.

e Use the Deny new connections option in the Sessions section in the system settings
menu.

1. Select Settings > System.

Select the Upgrade tab.

Click Upload.

Browse the file system to find and upload the update image file (.upg).
Click Upgrade.

AR el R

Manageament Fudu' & admin ~ ?

General Upgrade License Diagnostics © Upioad

in- fudo-3.11- 179.5 MB Upgrade check
54064 54064.upg Upgrade check has not been run. fnnm

Prepare upgrade
Upgrade preparation has been completed, the syster ks ready for the upgrad.

100%

Upgrade system with selected image

Warning: After running system update, Wheel Fudo PAM will restart automatically.

Rebooting Wheel Fudo PAM requires the encryption key. Connect the USB flash drive
containing the encryption key to the USB port before proceeding.

Note: In the event of an unsuccessful system update, Wheel Fudo PAM detects the problem
during system restart and restarts itself using the previous system revision.

5.1.5.2 Running update check

Before updating the system it is advised to run a preliminary check to ensure that the current
system configuration can be successfully upgarded to new version. The preliminary upgrade
check also estimates the time it will take to perform the upgrade.

1. Select Settings > System.

2. Select the Upgrade tab.

3. Click Upload.

4. Browse the file system to find and upload the update image file (.upg).
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5. Click Run check.

Managament

General Upgrade License Diagnostics ¥ Remove upgrade anapshot Dolute @ Upload

3.1-32574 fude-3.1-32574.upg 1081 MB Upgrace check has not Been run ?m
Upgrade check run

Note:
e Click Cancel check to stop the preliminary upgrade check.

e Click Download log to view the upgrade procedure log along with the information on how
long it will take to perform the upgrade.

5.1.5.3 Deleting upgrade snapshot

Deleting upgrade snapshot will free the storage space occupied by previous system version.

Warning: After deleting the upgrade snapshot it will not be possible to restore the system
to previous version.

1. Select Settings > System.
2. Select the Upgrade tab.

3. Click Remove upgrade snapshot.

Management

General

Upgrade Licensa Diagnostics

Delete previous system version

3.1-32574 fudo-3.1-32574.upg 108.1 MB Upgrade check has not Deen run  Run chock |+ Upgrase |

4. Confirm deleting previous system version.
Related topics:
e System wversion restore

e Restarting system

5.1.6 License

Uploading new license

To upload a new license file, proceed as follows.
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Note: New license will replace existing one.

1. Select Settings > System.

2. Select the License tab.
3. Click Upload.

Management < F‘Udﬂ. & admin ~ 7

General Upgrade License Diagnostics ® Upload
" = Upload license file
Serial number 12345678

Expiration date 2016-03-31

License owner Wheel Systems sp. 200
License type test
Accounting mode host,port
Gluster nodes Bmit 1

Number of servers: 2 Minuse | 14 available
- J

License parameters -

Usage statistics

L 2016-02-08

Wad 16 .17 Fioe Mg 11
_Numwmcnmm\sr! sessions. J

4. Browse the file system to find the license file and click OK to upload and replace current
license definition.

Related topics:
e System

5.1.7 Diagnostics
System diagnostics module enables executing basic system command, such as ping, netcat or
tracerout.
To run a diagnostic utility, proceed as follows.
1. Select Settings > System.
2. Select the Diagnostics tab.

3. Find desired utility, provide necessary parameters and execute the command.
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Management < Fudo® & admin 7
General Upgrade License  Diagnostics ® Download service data
Ping Enter host address — Execute command
C= O
Options Mumeric output only Record route
netcat Select optional execution parameters
Hast Port [ad
host
Hast -
traceroute
Host ad
Optians Do not resolve hop addresses ) Use IGMP ECHO instead of
UDF gatagrams
Firewall evasion moda Set the "don't fragmant” bit
Command/parameter Description
Ping Ping sends a sequence of 10 ICMP packets to selected host.
Numeric output only Does not resolve host’s IP address to its mnemonic name.
Record route Enables tracking packets’ route.
netcat etcat allows establishing connection with remote host on spec-
ified port number.
host host is used to determine if the DNS server correctly resolves
mnemonic hostnames.
traceroute traceroute allows for determining packets’ route between

Wheel Fudo PAM and the specified host.
Do not resolve hop ad- Subsequent hop IP addresses are not resolved to mnemonic
dresses names.
Use ICMP ECHO instead Enforces traceroute to use UDP packets instead of ICMP.
of UDP datagrams
Firewall evasion mode Enforces the same port numbers for UDP and TCP packets.
Target port is not incremented with each packet sent.

Set the “don’t fragment” Disables packet fragmentation in case the packet exceeds de-
bit fined MTU (Maximum Transmission Unit) value defined for the
network. Exceeding the MTU value results in an error.

Related topics:

e Troubleshooting

5.2 Network settings

To change network settings select Settings > Network configuration.
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Managament : ern®

Static routing configuration

Interfaces

% ﬂelﬂ DED0:2THAATAD m @ DHCP

10.0.40.50 / 16 ~ Kl =

10.0.40.51 /|18 F n x

+

% net1 weoozraciz0s m @ OHCP

% net? ceoosrsrezes m @ DHCP

of Metwork configuration

% bridgel wooscsieem ® m @ OHCP

172,128,010 /| 24 F @ o
+

Spanning tree

Members . Configure VLAN

Configure network bridge

5.2.1 Network interfaces configuration

5.2.1.1 Managing physical interfaces

Defining IP address

Defined IP addresses are physical interface’s aliases, which are used in server’s configuration
procedures (Local address field in proxy configuration).

Note: If the list of the assigned IP addresses is empty and the is no option to define an IP
address, check if given interface is a member of a bridge.

To define an IP of a physical network interface, proceed as follows.
1. Select Settings > Network configuration.
2. Click + and provide IP address and subnet mask in CIDR format.

Note: -+ will be inactive if the DHCP option is enabled on the given interface.
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3. Choose additional options for the IP address being defined.

# Enable access to administration panel on given IP address. Note that the management
IP address is also used for replicating data between cluster nodes.

e Make the alias a virtual IP address which will be take over by another cluster node
in case of the master node’s failure.

@

Enable access to User portal on given IP address.

4. Click Save.

Enable access to FUDO administration panel through this IP address

Manageament

Enable User portal access through this IP address

Name & DNS

Interf : . . . .
nierfaces Make the alias a virtual IP address which will be automatically taken

over by another cluster node in case of the master node’s failure

% net0 onocamarsaes Delete IP address
enver
v -

Assign IP address to redundancy group

Enter IP addre

Add IP alias to network interface

% netl oeocoearsers TActhe @ DHCP

Irterfass i not active.

@) Network configuration

Note: Current state of each network interface is represented with an icon.

% Interface active and connected.

5 Interface active but disconnected.
x Interface disabled.

Removing defined IP addresses

Warning: Deleting an IP address will disable access to servers which had this IP configured
in the Local address of the proxy server.

To delete an IP address assigned to a given network interface, proceed as follows.
1. Select Settings > Network configuration.
2. Select desired IP address assigned to given network interface and click .

3. Click Sawve.
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Management

Interfaces

Name & DNS Routing

% natl ococessrsaes m @ OHGP

Delete IP address
1000.235,153 T ] 9 & o

10.0.235.154 f 16 P ] n gl CH

+

X netl ooocoearsar RACE @ DHGR

Intariace is not active.

0.0.0.0 f 18 P I

Store and apply changes

@ Network configuration

Disabling network interface

To disable a network interface, proceed as follows.
1. Select Settings > Network configuration

2. Click the Active icon next to given interface to deactivate it.

Management

Interfaces Name & DNS Routing

% net0 ovoc:anarsees OHGP
Deactivate selected interface

10.0.238,153 ! 16 & KN x®

10.0.235.154 AT P n 1 S

+

® netl ooocomarsarz DAcive  @DOHCP

Interiace is not active.

L]

Save configuration changes

@ Natwork configuration

3. Click Sawve.
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5.2.1.2 Defining IP address using system console
In case the web administration interface cannot be accessed, IP address can be defined using
console connection.

1. Connect monitor and keyboard to the device.

2. Enter administrator account login and press Enter.

FUDD, 3-N 12345678, firmware 2.1-23500.

o reset FUDD to factory defaults, login as “reset".
o fix admin account and change network settings,
login as "admin” with an appropriate password.

FUDOD (fudo.wheelsystems.com) (ttywd)

3. Enter administrator account password and press Enter.
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FUDD, S5-H 12345678, firmware £.1-Z23500.

o reset FUDD to factory defaults, login as "reset".
o fix admin account and change network settings,
login as "admin” with an appropriate password.

FUDD (fudo.wheelsystems.com) (ttywd)

login: admin
Password:

4. Enter 2 and press Enter to change network configuration.

FUDD, S5-H 12345678, firmware £.1-23500.

o reset FUDD to factory defaults, login as "reset".
o fix admin account and change network settings,
login as "admin” with an appropriate password.

FUDD (fudo.wheelsystems.com) (ttywd)

login: admin

Password:

Last login: Wed Jun 22 10:560:38 on ttywd

=x FUDO configuration utility ===

Logged into FUDO, 3-/N 12345678, firmware Z2.1-23500.
1. Show status

. Reset network settings

B. Exit

hoose an option (0): |

5. Enter y and press Enter to proceed with resetting network configuration.
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FUDD, S5-H 12345678, firmware £.1-Z23500.

o reset FUDD to factory defaults, login as "reset".
o fix admin account and change network settings,
login as "admin” with an appropriate password.

FUDD (fudo.wheelsystems.com) (ttywd)
login: admin

Password:
Last login: Wed Jun 22 10:560:38 on ttywd

=x FUDOD configuration utility ===
Logged into FUDO, S-/N 12345678, firmware 2.1-23500.
1. Show =status

. Reset network settings
B. Exit

hoose an option (©): 2
Are you sure you want to continue? [ysN]1 (n):

6. Enter the name of the new management interface (Wheel Fudo PAM web interface is
accessible through the management interface).

FUDD, S5-H 12345678,

fFirmware 2.1-23500,

o reset FUDD to factory defaults, login as "reset".
o fix admin account and change network settings,
login as "admin” with an appropriate password.

FUDD (fudo.wheelsystems.com) (ttywd)

login: admin
Pazsword:
Last login: Wed Jun 22 10:560:38 on ttywd

=x FUDO configuration utility ===
Logged into FUDO, 3-/N 12345678, firmware Z2.1-23500.

1. Show status
. Reset network settings
B. Exit

hoose an option (©): 2
Are you sure you want to continue? [ysN1 (n): y
hoose new management interface (netl netd):

7. Enter IP address along with the network subnet mask separated with / (e.g. 10.0.0.8/24)
and press FEnter.
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FUDD, S-H 12345678, firmware 2.1-Z23500.

o reset FUDD to factory defaults, login as “reset".
o fix admin account and change network =zettings,
login as "admin" with an appropriate password.

FUDD (fudo.wheelsystemz.com) (tityvd)

login: admin
Password:
Last login: Wed Jun 22 10:56:5Z on ttyvo

=% FUDD configuration utility e
Logged into FUDO, 5-/H 12345678, firmware 2.1-23500.

1. Show status
2. Reset network =zettings
B. Exit

hoose an option (B): 2

Are you sure you want to continue? [yrsN]l (n): y

hoose new management interface (netl net@): netd

Enter new net® address (10.0.150.150-16): 10.0.150.150-16

8. Enter network gate and press Enter.

FUDD, S5-H 12345678, firmware £.1-23500.

o reset FUDD to factory defaults, login as "reset".
o fix admin account and change network settings,
login as "admin” with an appropriate password.

FUDD (fudo.wheelsystems.com) (ttywd)

login: admin
Pazsword:
Last login: Wed Jun 22 10:56:52 on ttywd

=x FUDO configuration utility ===
Logged into FUDO, 3-/N 12345678, firmware Z2.1-23500.

1. Show status
. Reset network settings
B. Exit

hoosze an option (B): 2

Are you sure you want to continue? [ysN1 (n): y
hoose new management interface (netl net®@): neto

Enter new net® address (10.0.150.1560-16): 10.0.150.150-16
Enter new default gateway IP address (10.0.0.1):
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5.2.1.3 Setting up a network bridge

Bridge deployment scenario requires setting up a network bridge.
To configure a network bridge, proceed as follows.

1. Select Settings > Network configuration.

2. Click Bridge.

3. Assign network interfaces or VLANSs to the bridge.

Note: Setting up a network bridge requires removing all IP addresses directly assigned to

interfaces which are selected as bridge members.

4. Enter IP address and network subnet in CIDR notation.

5. Select Spanning tree option to enable bridge loops prevention.

6. Select the Management option if the administration interface should be available under

assigned IP addresses and click Active.

7. Click Save.

x hl’idgEO @ DHCP

Define bridge’s IP address : -
A Remove bridge definition
B -

Assign IP address to redundancy group

Enable spanning tree mechanism

Mambers C

¥ vian0 = m @ DHCP

VLAN

Parent interface 1]

5.2.1.4 Setting up virtual networks (VLANs)

VLAN networks allow separating broadcast domains.
To configure a VLAN on , proceed as follows.

1. Select Settings > Network configuration

2. Click VLAN.

3. Select the physical interface and define VLAN ID.
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4. Add IP addresses to given VLAN.

Note: Select DHCP option, to obtain IP address from a DHCP server.

Note: The IP addresses are aliases to the physical interface and are used in servers configura-
tion as proxy server address.

5. Click Active to activate defined VLAN.
6. Click Save.

Settings

Enable configured VLAN

® vian0 SR @ DHoP

Enter VLAN's identifier

WLAN

——
Select VLAN's parent network interface

Related topics:

e Servers management

o Accounts

5.2.2 Routing configuration

In default configuration, Wheel Fudo PAM directs all incoming traffic to defined gate. Static
routing enables defining routes for packets coming from selected networks.

Note: When defining default route, enter default in the Network field.

o & "
Managemeant < FUOO Administration panael

Interfaces MName & DNS Routing
Default network traffic route
(Holl:l Network  aafault l Ganeway | 10.0.0.1 o ’

Route Network 17212601652 Gateway 10.0.0.2 »

Adding a route
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To add a route, proceed as follows.
1. Select Settings > Network configuration.
2. Select Routing tab.
3. Click Add route to define a new route.
4

. Enter network address along with the network mask (e.g. 10.0.1.1/32) and gateway
address.

5. Click Save.

Editing a route

To edit a route, proceed as follows.
1. Select Settings > Network configuration.
2. Select Routing tab.
3. Find and edit desired route entry.
4. Click Save.

Deleting a route

To delete a route, proceed as follows.
1. Select Settings > Network configuration.
2. Select Routing tab.
3. Find desired route entry and click the delete icon.
4. Click Save.

Managamant

Interfacas Mame & DNS Routing

Route Network  default Gateway 10.0.0.1 £

Route Network | 172,128,0,167%2 Gatewiy 10.0.0.2 @

Select to delete given route entry

Settings

@} Metwork configuration

Save configuration changes

Related topics:

e Network interfaces configuration
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e Time servers configuration

5.2.3 DNS servers configuration

Note: DNS servers enable using mnemonic hosts names instead of IP addresses when config-
uring various network resources.

Management £ ?

Interfaces Hame & DNS

Provide FUDO hostname
Hostnarme t fucie. whesisyStems.com J

DNS 10.0.0.0 |

DNS ' I =

Provide DNS semver's IP address

Sattings

of MNatwork configuration

Add a DNS server

Adding a DNS server definition
To add a DNS server definition, proceed as follows.
1. Select Settings > Network configuration.
2. Switch to the Name € DNS tab.
3. Click Add new to define new DNS server.
4. Enter DNS server IP address.
5. Click Save.
Editing a DNS server definition

To edit DNS server definition, proceed as follows.

—_

. Select Settings > Network configuration.
. Switch to the Name & DNS tab.
. Find given DNS server and double-click desired field.

~ W N

. Change parameter value as needed.
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5. Click Save.
Deleting a DNS server definition

To delete a DNS server definition, proceed as follows.

Note: Deleting a DNS server definition may cause interruptions in device operation, if system
configuration uses hosts names instead of IP addresses.

1. Select Settings > Network configuration.
2. Switch to the Name € DNS tab.
3. Find and select given DNS server definition.
4. Click Delete.
5. Click Save .
Related topics:
e Network interfaces configuration

e Time servers configuration

5.3 Notifications

Wheel Fudo PAM can send email notifications concerning defined connections (session start,
session end, session inject start, session inject end). Notification service is configured when
creating new or editing existing connection. Email notifications service requires configuring
SMTP server.

To configure SMTP server, proceed as follows.
1. Select Settings > Notifications.
2. Select Enabled option.

3. Enter configuration parameters for the primary SMTP server.
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Management < FUUU. &admin ~ ¥

Settings Undeli . . . .
‘_Enahl e email notifications senvice

Primary SMTP server Provide main SMTP server configuration parameters
( Host smip.wheslsysiems.com
Port 25
Bind address Ay
Sender email fudo-gwt-40.50Gwhealsystems.com
Aaquires authentication
user | notty
. i 7
9 Notifications UseTLS @ Test server connection
Parameter Description
Address SMTP server IP address.
Port SMTP service port number.
Sender email Email address from which the emails will be
sent.
Requires authentication Select if the SMTP server requires authenti-
cation.
User User name for authentication on SMTP
server.
Password User password for authentication on SMTP
server.
Use secure connection Select if the mail server uses TLS protocol.

(TLS)

Note: Click Test connection to make sure server parameters are correct.

4. Optionally, enter configuration parameters for the secondary SMTP server.
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Secondary SMTP server Provide main SMTP server configuration parameters
-

Host

Port 25

Bind address Any B

Sender amail noneply@fudo. wheelsystams.cam

Regquires authentication

User

Password

Test server connection

l Test connection '

5. Enter server certificate in PEM format.

Secondary SMTP server Provide main SMTP server configuration parameters
-
Host
Port 25
Bind address Any :

Sender email nareply@fudo.wheelsystems.cam

Requires authentication

User

[Repeat password

Test server connection

' Tast connaction '

Use TLS

6. Click Sawve.

Related Topics:

e Accounts

5.4 Trusted timestamping

A trusted timestamp makes recorded session a more convincing evidence in court.

Note: Trusted timestamping feature requires signing a contract with an institution providing
timestamping services.

Enabling and configuring trusted timestamping

Note: Wheel Fudo PAM will also timestamp sessions recorded before the feature was enabled.

1. Select Settings > Trusted Timestamping.
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2. Select Enabled option.

3. Select from the Provider drop-down list the institution providing trusted timestamping
services.

4. Provide the certificate and the private key of the timestamping service.

Note: You should receive these information from your timestamping service provider.

5. Click Sawve.

Management ¢ FUUU. & admin ~ ¢

Timestamping . . .
Enable timestamping semvice

Provider KIR s
File with cartificate and Wybierz pik | Nie wybrang pliku
private key In PRCS12
format

Password to file

Repeat passwaord

Define configuration parameters ]

Related topics:

e Security measures

5.5 External authentication

Some of the authentication methods, require defining connections to external authentication
servers. These are:

o CERB,
e RADIUS,
o LDAP,
e Active Directory.
Authentication servers configuration page

Authentication servers configuration page enables adding new and editing existing authentication
servers.

To open the authentication servers configuration page, select Settings > Fxternal authentication.

5.5. External authentication 205



Wheel Fudo PAM 3.1 - System Documentation, Release is not supported

Managemant L & admin ~ ¢

External authentication

______ s External authentication senvice type

Authentication server IP address and port number

FUDO IP address for commucation with the
authentication server

Delete selected definition

Save configuration changes

Reset changes

 Save

Add external authentication server

Adding a new external authentication server

To add an external authentication server, proceed as follows.

—_

. Select Settings > External authentication.

2. Click + Add external authentication source.
3. Select authentication service type.
4

. Provide configuration parameters depending on selected authentication system type.

Parameter Description

CERB

IP Server’s IP address.

Secret Secret used to establish server connection.

Service CERB service used for authenticating Wheel Fudo PAM users.
RADIUS

P Server’s IP address.

Port Port used to establish connections with given server.

Secret Secret used to establish server connection.

NAS ID RADIUS server NAS-Identifier parameter.

LDAP

P Server’s IP address.

Port Port used to establish connections with given server.

User DN template Template containing a path which will be used to create queries to

LDAP server.

Active Directory

IP Server’s IP address.

Port Port used to establish connections with given server.

Domain Domain which will be used for authenticating users in Active Direc-
tory.

5. Click Save.
Editing authentication server definition

To edit an authorization server definition, proceed as follows.
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1. Select Settings > External authentication.
2. Find the server definition and change its configuration as desired.
3. Click Save.
Deleting authentication server definition
To delete authentication server definition, proceed as follows.
1. Select Settings > External authentication.
2. Find desired server definition and select the Delete option.
3. Click Save.
Related topics:
o User authentication methods and modes
e System overview

o [ntegration with CERB server

5.6 External passwords repositories

Wheel Fudo PAM supports external passwords repositories for managing passwords to monitored
servers.

5.6.1 CyberArk Enterprise Password Vault

Adding a new passwords repository
1. Select Settings > FEaternal passwords repositories.
. Click + Add server.
. Select CyberArk Enterprise Password Vault from the Type drop-down list.

. Enter object’s name.

2
3
4
5. Provide the URL to the paswords server’s API.
6. Provide application identification.
7. Define the account format string.
8. Click Save.
Editing a passwords repository
To edit a passwords repository definition, proceed as follows.
1. Select Settings > Eaxternal passwords repositories.
2. Find the repository definition and change its configuration as desired.
3. Click Save.

Deleting a passwords repository

To delete a passwords repository definition, proceed as follows.
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1. Select Settings > FExternal passwords repositories.
2. Find desired repository definition and select the Delete option.
3. Click Save.
Related topics:
o User authentication methods and modes
o System overview

e Integration with CERB server

5.6.2 Hitachi ID Privileged Access Manager

Adding a new passwords repository
1. Select Settings > FEaternal passwords repositories.

. Click + Add server.

. Select Hitachi ID Privileged Access Manager from the Type drop-down list.

. Enter object’s name.

2
3
4
5. Provide the URL to the paswords server’s API.
6. Enter user login allowed to access passwords directory.
7. Provide user password in the Password and Repeat password fields.
8. Click Save.
Editing a passwords repository
To edit a passwords repository definition, proceed as follows.
1. Select Settings > FEaternal passwords repositories.
2. Find the repository definition and change its configuration as desired.
3. Click Save.
Deleting a passwords repository
To delete a passwords repository definition, proceed as follows.
1. Select Settings > FExternal passwords repositories.
2. Find desired repository definition and select the Delete option.
3. Click Save.
Related topics:
e User authentication methods and modes
o System overview

e Integration with CERB server
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5.6.3 Lieberman Enterprise Random Password Manager

Adding a new passwords repository
1. Select Settings > FEaternal passwords repositories.

Click + Add server.

Enter object’s name.

Provide the URL to the paswords server’s API.

A A

tory.

7. Enter user login allowed to access passwords repository.

8. Provide user password in the Password and Repeat password fields.

9. Click Save.
Editing a passwords repository
To edit a passwords repository definition, proceed as follows.

1. Select Settings > FEaternal passwords repositories.

2. Find the repository definition and change its configuration as desired.

3. Click Save.
Deleting a passwords repository
To delete a passwords repository definition, proceed as follows.
1. Select Settings > FExternal passwords repositories.
2. Find desired repository definition and select the Delete option.
3. Click Save.
Related topics:
e User authentication methods and modes
e System overview

e Integration with CERB server

5.6.4 Thycotic Secret Server

Adding a new passwords repository
1. Select Settings > External passwords repositories.

. Click + Add server.

. Select Thycotic Secret Server from the Type drop-down list.

2

3

4. Enter object’s name.

5. Provide the URL to the paswords server’s API.

Select Lieberman Enterprise Random Password Manager from the Type drop-down list.

Define authention module assigned to the user who is allowed to access passwords reposi-

5.6. External passwords repositories
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6. Enter user login allowed to access passwords repository.

7. Provide user password in the Password and Repeat password fields.

8. Define secret string format used for identifying objects on Thycotic Secret Server.

9. Click Save.
Editing a passwords repository
To edit a passwords repository definition, proceed as follows.
1. Select Settings > FExternal passwords repositories.
2. Find the repository definition and change its configuration as desired.
3. Click Save.
Deleting a passwords repository
To delete a passwords repository definition, proceed as follows.
1. Select Settings > Eaxternal passwords repositories.
2. Find desired repository definition and select the Delete option.
3. Click Save.
Related topics:
o User authentication methods and modes
o System overview
o [ntegration with CERB server
Related topics:
e User authentication methods and modes
o System overview

o [ntegration with CERB server

5.7 Resources

Wheel Fudo PAM enables customizing RDP and VNC login screen.
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Customizable logo

Fudo

Global announcement :

Local announcement

Changing logo
1. Select Settings > Resources.

2. Select the RDP or the VNC' tab.
3. Click Choose File button and select desired image.

Note: Maximum image size is 512 x 512 px.

4. Click Sawve.
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-
Management ¢ Fudo & admin ~ 7
RDP  VNC
Logo

Maxdrmurm image size: 512 X 512 px,
Background color code: #I20B54,

Select logo image file

wyblerz piis Mg wybrana pliku

Restore default

Global announcement

e

Prowvide global login screen announcement —

Restoring default logo

—

. Select Settings > Resources.
2. Select RDP or VNC tab.

3. Select Restore default option.
4. Click Save.

Defining global announcement

Global announcement is displayed on RDP and VNC login screen.

Note: Apart from global announcement, WHEEL Wheel Fudo PAM PAM also enables con-
figuring local server message in server configuration form.

1. Select Settings > Resources.
2. Select RDP or VNC tab.
3. Enter desired message in the Global announcement section.
4. Click Save.
Related topics:
o Quickstart - RDP

5.8 System version restore

In the case there is a problem with the current system revision, it is possible to restore the
system to its previous version.
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be lost.

Warning: Restoring the system to the previous version will bring back the system’s state
prior the update. Session data and configuration changes in the current system revision will

To restore the system to the previous revision, proceed as follows.
1. Connect one of the USB flash drives containing the encryption key.

2. Select Restart from user options menu.

Display user options

- Py .
Managemeant FUOO  Administration panel & admin

Upgrade Upload & Delete selected

117288 fude-1-172E8.upg

1-17361 fude-1-17361.upg
SLogout

3. Select the previous system revision to be loaded after restarting the system.

Note: Current system version is selected by default.

System restart X

Select the system version

[ Version 2.2-26185 (active)

Cancel Confirm

Proceed with system restart

4. Click Confirm to proceed with restarting the system to the selected revision.

Warning: Restrating the system will terminate all current users’ connections.

Related topics:
o System initiation

e System update

5.9 System restart

5.9. System restart
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Note: System restart requires USB flash drive with the encryption key connected to the device.

1. Connect one of the USB flash drives containing the encryption key.

2. Select Restart from user options menu.

Display user options

L]
Management FUOO Administration panal

Upgrade Upload @ Delete selected
1-17260 fude-1-17268.upg
1-17361 fudo-1-17361.upg

#Logout

3. Select the previous system revision to be loaded after restarting the system.

Note: Current system version is selected by default.

System restart X

Select the system version

[ Version 2.2-26195 (active)

Cancel Confirm

Proceed with system restart

4. Click Confirm to proceed with restarting the system to the selected revision.

Warning: Restrating the system will terminate all current users’ connections.

Related topics:
e System initiation

e System version restore

5.10 Backups and retention

Data retention

Data retention mechanism deletes session data older than the specified number of days.
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To enable data retention service, proceed as follows.
1. Select Settings > Backups and retention.
2. Select Enabled option in the Data retention section.

3. Define how long data will be stored before being deleted.

Note: Global retention parameter value has lower priority than the value set in the accounts.

4. Click Save.
System backup

Warning: Data backup contains confidential information.

Data stored on Wheel Fudo PAM can be backed up on an external server running rsync service.
Backup service has to be enabled on Wheel Fudo PAM and requires uploading external server’s
public SSH key, to authorize access to Wheel Fudo PAM.

Automated data backup requires configuring rsync service on a remote server and granting
access rights to data stored on Wheel Fudo PAM by uploading to Wheel Fudo PAM server’s
public SSH key.

Note: Sessions data is stored on a compressed file system with compression ratio of up to 12:1.
Data is decompressed upon being copied by rsync thus it will occupy more space on the target
server than indicated by Wheel Fudo PAM storage usage. Make sure there is enough storage
space on the target server to store uncompressed data.

To enable automated backups service, proceed as follows.
1. Select Settings > Backups and retention.
Select Enabled option in the System backup section.
Click Add SSH public key.
Paste or upload the remote server user’s public SSH key.

Click Sawve.

A A

Run rsync on the backup server:

rsync -avze ssh backup@fudo_ip_address:/ <destination_folder>
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Managamaent

Backups and retention

Data retention

Enable automatical

; data deletion after defined time elapses

Delete session data after

System backup Number of days after which sessions data will be automatically deleted

To backup FUDO run rayne -gvee ssh backup@10.0.150.150 <largal drectory= on 8 remate hoat.

Enable sessions data backups creation on external servers

Public S5H kay Q
Upload backup server user's public SSH key

B Backups and retention

Add backup

Store configuration changes

Reset changes

Restoring system from backup

System restore service is provided by Wheelsystems technical support department on terms
agreed in the SLA.

Related topics:
e [Lxporting/importing system configuration

e Security measures

5.11 Exporting/importing system configuration

Wheel Fudo PAM enables exporting current system state, defined objects and configuration
settings, which later can be used to initiate the system.

Warning: Exported configuration data contains confidential information.

Note: Configuration export and import options are available only for the superadmin users.
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5.11.1 Exporting system configuration

To export system configuration, proceed as follows.
1. Select Ezport configuration from the user menu.

2. Save the configuration file.

Show user options

& admin ~

PL

C Restart
¢ Shutdown

@® Import configuration

@ Export configuration |

Export system configuration
(= O OU

5.11.2 Importing system configuration

Warning: Importing a configuration file and initiating system with imported data will
delete all existing session data.

To import a system configuration file, proceed as follows.

1. Select Import configuration from the user menu.
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Show user options

& admin -

FL

C Restart
(Y Shutdown

® Import configuration

.ﬂl

mport system configuration

®Log out

2. Provide the path to the desired configuration file and click Confirm.

3. Click Confirm to proceed with initiating the system with the imported data.
Related topics:

e Backups and retention

o System initiation

e System update

5.12 Cluster configuration

Wheel Fudo PAM cluster ensures uninterrupted access to servers in case of cluster node failure
as well as enables implementing static load balancing.

Warning: Cluster configuration does not facilitate data backup. If session data is deleted
on one of the cluster nodes, it is also deleted from other nodes.

5.12.1 Initiating cluster

To initiate Wheel Fudo PAM cluster, proceed as follows.
1. Select Settings > Cluster.

2. Click Create cluster, to display cluster definition options.
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Managameant

Cluster " X
Initiate cluster configuration
( Create cluster

Join cluster

3. Provide node name and description helping identify given object.

4. From the Address drop-down list, select IP address for communicating with other cluster
nodes.

.
Management < FUOO  Administration panel & admin -

Cluster

Description allowing resouce identification

Settings

Address P for communicating with cluster nodes

Join cluster Store cluster definition E

5. Click Submit.

Note: Message concerning cluster key can be ignored when initiating cluster.

Related topics:
o Security: Cluster configuration
e Redundancy groups

o (Cluster configuration

5.12.2 Cluster nodes

Adding cluster nodes
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Warning:

e Session and configuration data (connections, servers, users, external authentication
servers) of the joining node are deleted and initiated with data replicated from the
cluster.

e Data model objects: safes, users, servers, accounts and listeners are replicated within
the cluster and object instances must not be added on each node. In case the replication
mechanism fails to copy objects to other nodes, contact technical support department.

To add a node to Wheel Fudo PAM cluster, proceed as follows.
1. Log in to the Wheel Fudo PAM administration panel where the cluster has been initiated.
2. Select Settings > Cluster.
3. Click Add node to display new node configuration parameters.

Managament

Initiating cluster node information

HACuser

High Availability Clustar

Settings

Add cluster node

4. Provide node’s name and optional description.

5. Provide node’s IP address.

Note: Management option has to be enabled on given network interface. Refer to Network
settings: Network interfaces configuration for details on configuring network interfaces.

220 Chapter 5. Administration



Wheel Fudo PAM 3.1 - System Documentation, Release is not supported

Cluster node name

Cluster node description

Foree full IP address for communicating with other cluster nodes
synchronization

Delete

Store configuration

Reset changes

Click Submit, to add node definition.
Copy cluster key to clipboard.

Log in to administration panel of the joining node.

© e N e

Select Settings > Cluster.

10. Click Join cluster.

Management ; Fudo® Administration panel
Cluster

Create cluster

t Join duster )

Join existing FUDO cluster

11. Paste cluster public SSH key and click Submit.
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.
Managemeant £ FUOO Administration panel & admin -
Cluster

Craale clusier

Jain cluster

-
Cluster public ssh

ey

Sattings

Cluster initiating node’s SSH key

!

Editing cluster nodes

To modify a cluster node’s configuration, proceed as follows.
1. Select Settings > Cluster.
2. Find and edit desired node parameters.

3. Click Submit.

Forcing full data synchronization

Warning: Before enforcing full data synchronization contact Wheel Systems’ technical
support.

In case data stored on a certain cluster node gets desynchronized, it is necessary to perform
forced data synchronization on given node.

To force data synchronization on a certain node, proceed as follows.

1. Log in to Wheel Fudo PAM administration panel on a node other than the one which
requires synchronization.

[\

. Select Settings > Cluster.

3. Find and select node which requires data synchronization.

B

. Select Force full synchronization option and click Submit.
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Managamant

Nama

HACuster

Description High Availabiity Cluster

Settings

Address 10.0.8.64

. Select option to enforce full data synchronization on given node

Save configuration changes

Deleting cluster nodes

To delete a cluster node, proceed as follows.
1. Select Settings > Cluster.
2. Find desired node and select Delete.
3. Click Submit.

Managamant

HACuster

Deacription High Avallability Cluster

Settings
10.0.8.64

Select option to exclude given node from cluster

Save configuratio

Related topics:

e Security: Cluster configuration
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5.12.3 Redundancy groups

Redundancy groups agregate IP addresses assigned to network interfaces enabling implementing
static load balancing scenarios while fully preserving high availability features.

Note: Redundancy groups configuration options are available only after initializing the cluster.

Adding redundancy groups
To add a redundancy group, proceed as follows.
1. Select Settings > Cluster.
2. Switch to the Redundancy groups tab.
3. Click + Add redundancy group.
4. Define group properties.

Parameter Description

Name Descriptive name of the redundancy group.

ID Redundancy groups identifier (1-255).

Priority Redundancy group priority (0-254), the lower the number the higher the
priority.

Redundancy group with higher priority assumes the master role and
handles all requests to monitored servers accessed through IP addresses
assigned to this group. In case given cluster node crashes, user requests
are directed to on of the remaining nodes with the highest priority defined
for given redundancy group.

Interface Network interface used for communicating with other cluster nodes.

Managament

Nodes Redundancy groups

Se—
Enable failover mechanizm

Provide configuration parameters

Click to add redundancy group

5. Click Sawve.
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Editing redundancy groups
To modify a redundancy group, proceed as follows.
1. Select Settings > Cluster.

. Switch to the Redundancy groups tab.

2
3. Find and edit desired redundancy group definition.
4. Click Save.

Management < F‘UUU. & admin ~ 7

Nodes Redundancy groups

Enable tailover m

Mame grupaza3
Group ID 243
Pricrity o
Network interface nat1

Delete

Store changes
= e==rn

Deleting a redundancy group
To delete a redundancy group, proceed as follows.
1. Select Settings > Cluster.
2. Switch to the Redundancy groups tab.
3. Select Delete next to the desired redundancy group.
4. Click Save.
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Management ¢ F"l.ldu. & admin ~ 7

Nodes Redundancy groups

Enabie failover m
- 3
Marne Group 258
Group ID 255
Pricrity 0

Network interface mati

Delete selected redundancy group

Name grupaz4d
Group ID 243
Priarity o
Network interface net1

Delete

Store changes
s

Demoting a redundancy group

Note: Demoting redundancy group transfers the master role for given group to another cluster
node. The master role is assumed by on of the remaining nodes, on which the given redundancy
group has the highest priority defined.

To demote a redundancy group, proceed as follows.
1. Select Settings > Cluster.
2. Switch to the Redundancy groups tab.
3. Click Demote next to the desired redundancy group.
4. Click Confirm.
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Management ¢ F"l.ldu. & admin ~ 7

Nodes Redundancy groups

Enabie failover m
- 3
Marne Group 258
Group ID 255
Pricrity 0

Network interface mati

Delete

Demote selected redundancy group

Name grupaz43
Group ID 243
Priarity o
Network interface net1

Delete

Store changes
s

Note: If after demoting a redundancy group no other node assumes the master role for the
given group, it will be reassigned to the node which previously had this role.

Enforcing a slave role

Note: FEnforcing a permanent slave role on a redundancy group ensures that the given node
will not assume master role on given redundancy group despite the state that other nodes are in.
It’s recommended for directing all traffic to other nodes before performing maintenance tasks
on given cluster node.

To enforce a permanent slave role on a redundancy group, proceed as follows.
1. Select Settings > Cluster.
2. Switch to the Redundancy groups tab.

3. Find desired redundancy group and select Enforce slave mode from the Interface drop-
down list.

4. Click Save.

Related topics:
e Security: Cluster configuration
o [nitiating cluster

o Cluster configuration
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5.13 Users synchronization

User is one of the fundamental data model entity. Only defined users are allowed to connect
to monitored servers. Wheel Fudo PAM features automatic users synchronization service which
enables importing users information from Active Directory servers.

New users definitions and changes in existing objects are imported from the directory service
periodically every 5 minutes. Deleting a user object from an AD or an LDAP server requires
performing the full synchronization to reflect those changes on Wheel Fudo PAM. The full
synchronization process is triggered automatically once a day at 00:00, or can be triggered
manually.

Note: Users imported from the catalog service cannot be edited. To edit a user definition
imported from an LDAP or an AD server, disable the Synchronize with LDAP option for the
given user.

()
Managament ¢ FUOO Administration panel

Login dal
Blocked
Account validity Indefiriite —~
Aole Lger -

Settings

Configuring users synchronization service
To enable users synchronization feature, proceed as follows.
1. Select Settings > LDAP synchronization.
. Select Enabled.
. Select the data source type from the Server type drop-down list.
. Provide the user authentication information to access user data on given server.

2

3

4

5. Provide the directory server’s IP address and port number.

6. Enter domain name, to which imported users definition belong to.
7

. Provide base DN for directory tree (eg. DC=devel,DC=whl).

Note: DN parameter should not contain any white space characters.

8. Define filter for user records, which are subject to synchronization.

9. Define filter for user groups, which are subject to synchronization.
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10. Define user information mapping.

Note: Fields mapping enables importing users information from nonstandard attributes, e.g.
telephone number defined in an attribute named mobile instead of the standard telephoneNum-
ber.

Fields mapping h -
Login sAMAccountName
Email mail
Group assignment membersl
= LDAP synchronization e
Organization  company
Full name dispiayName
name
GuUID objectGUID
——
External authentication Define user information mapping for nonstandard attributes names
[External authentication & Active Directory 10.0.40.100:389 domain:tech.whi
source Active Directory 10.0.40.101:383 domairctech.wh
Group mappings
+

o] . e s

11. Select external authentication services which will be automatically assigned to user defi-
nitions imported from the directory service.

12. Assign safes to user groups.

13. Assign external authentication sources to user groups.

Note: External authentication sources are assigned to users in the exact sequence they are
defined in groups mapping. Thus if the same user is present in more than one group, Wheel
Fudo PAM will be authenticating him against external authentication sources starting from
those defined in the first group mapping defined.

For example:

A user is assigned to groups A and B. Group B is mapped to Safe RDP and has CERB and Radius
authentication sources assigned. Group A is second in order and it is mapped to Safe SSH and
has AD authentication source assigned.
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Group mappings

Mapping Group B
Mapping Group A
+

Connection RDP = Q- x

CERB
Radius

| AD

Connection SSH Y &~ | x

~| CERB
Radius

2 AD

Authenticating a user, Wheel Fudo PAM will send requests to external authentication sources

in the following order:
1. CERB.
2. Radius.
3. AD.

14. Click Sawve.

Note: The Force full synchronization option enables processing changes in directory structures
which cannot be processed during periodical synchronization, eg. deleting a defined group or

deleting a user.

The full synchronization process is triggered automatically once a day at 00:00, or can be trig-

gered manually.
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Fudo®

Management

LDAP synchronization

Enabled a
Directory service
Sarver type Active Directory
Usemame administrator
Password
Bomain name techawhl
Base de=tach,dc=whi
User fitter (&lobjectclass-user])
Group filter i&lobjectclass=group))
Settings Servers
Address 10.0.40.100 Port 389

Page LDAP results

Encrypted connectio

Attributes mapping

Group mappings

= LDAP synchronization

Related topics:
e Data model
e Users management
e Servers management

o Accounts

5.14 Events log

Add another directory service server

(r
Mapping Ch=wheelDC=tech,DC=whi | | adusers

Define group to safes assignment __J

Assign selected authentication methods to imported users

& admin -

Display LDAP fields mapping options 9

?

System log is an internal registry of users activities which influence system state (login informa-
tion, administrative actions, etc.).

To display system log contents, select Settings > System log.
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Management Add filter to limit the number of displayed log entries Export events log entries &admin- ?

Events log

External syslog servers configuration

External syslog servers
Adding a Syslog server
To add a Syslog server, proceed as follows.
1. Select Settings > Events log.
2. Click Configure syslog to display syslog servers configuration settings.

3. Select Enable events logging on syslog servers option to activate sending logs to defined
syslog servers.

4. Click +.
5. Provide server’s IP address and port number.

6. Click Save.

Note: Log entries sent to syslog servers are formatted as follows:
[<log_level>] (<component_name>) (object_name: object_id) <message>
Example:

[INFO] (fudordp) (fudo_server: 848388532111147015) (fudo_session:
848388532111147219) (fudo_user: 848388532111147012) (fudo_connection:
848388532111147014) User userO authenticated using password logged in from IP
addres: 10.0.40.101.
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Editing Syslog server definition
To edit a Syslog server definition, proceed as follows.
1. Select Settings > FEwvents log.
2. Click Configure syslog to display syslog servers configuration settings.
3. Find and edit desired syslog server definition.
4. Click Save.
Deleting Syslog server definition
To delete a Syslog server definition, proceed as follows.
1. Select Settings > FEwvents log.
2. Click Configure syslog to display syslog servers configuration settings.
3. Find desired server definition and click the i icon.
4. Click Save.
Exporting events log
To export events log entries, proceed as follows.
1. Select Settings > Fwvents log.
2. Click Ezport logs and select where to save exported log entries.
Related topics:
o Security

o Managing servers

5.15 Integration with CERB server

CERB is complete user authorization solution which supports a number of authorization mech-
anisms (i.e. mobile token, onetime passwords, etc.). The following procedure describes con-
figuration steps required to enable Wheel Fudo PAM to verify users credentials using CERB
server.

CERB server configuration
1. Adding RADIUS client.
e Select RADIUS clients > Add client to add Wheel Fudo PAM as a RADIUS client.
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Main menu 4| List of clients

& Users - Client IP Name Server Radius password Blockage

Y

[
£ Groups + 1 127.0.0.1 None =Y [}
|

‘w¥ Services 2 10.0.35.1

B Qccurrences diary
igj Licence

a Settings

{F Radius dients

g__. Delete the clent

L Block the client

+| [+] [+

¥ Unblock the client [4 4 Page 1lof1 b Bl @

e Provide Wheel Fudo PAM IP address, client’s name and password and click Save.

Enter FUDO configuration parameters.

Adding a Radius client 3

10.0.6.61

Client name: & | FUDO

Password: ;ﬁ'_' | ITTITITITY) |GEI‘IEFEIE

Note: Password will be required to define external authorization server in Wheel Fudo PAM
administration panel.

2. Adding user group.

e Select Groups > Add group to define Wheel Fudo PAM users who will be authorized by
the CERB server.
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Click to define new user group.

E;:j CERB - Administration panel

Main menu <| List of groups

£ Users + Group name
£3 Groups - 1 cerb:admins
ER Add g . 2 | fudo_grupa
‘W Services +

B QOccurrences diary 4

{9 Licence +

£ settings &

{# Radius dients +

logged in as:
admin

date and time on the server:
2012-12-20 11:44 i Page 1)of1 b Bl &

Comment

O o|m

Displaying 1 -2 of2

e Enter group’s name (fudo_users) and click Save.

Provide basic information.

Adding group

Group basic settings

Group name: i | fudo_users |

Comment: & | FUDO users |

Additional attributes | Services Server Radius (external) options
Attribute name Attribute value

Attribute name Attribute value

| CleariDefault settings |

Add an attribute

Close |

Delete an attribute

Click to add group definition.

3. Adding user.

e Select Users > Add user to open new user definition window.
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Click to define new user.

" CERB - Administration panel

Main mienu 4 — Allusers || "0 Active users "= Blocked users " Expired users H Users synchronized with Active Directory

| Usefs ' Groups : All groups » Search: | Type in a searched phrase... w

| m User name Comment Authentication module st.| [

14:_'_! 1 admin !\ | Static password e [
& Block user 2 cerbuser Testowy uZytkownilk FUDO-CERB ._‘@ CerbToken @ O
& Unblock user

13 Groups +

‘wl Services

+

B Occurrences diary
[ Licence

£ Settings

{¥ Radius dients

+ || [#] | [#] | [+

logaed in as:
admin /4 4 Page 1loft b M & Displaying 1 -2 o0f2

date and time on the server: e g o ) ;
2012-12-20 11:49 4 Allmethods | || CerbToken || [z CerbToken || g SMSToken h_. Static password || ¥F Radius

e Provide user name, description and select desired authorization module (refer to CERB
server documentation form more information on authorization modules).

Enter basic user information.

Adding use »

User's sgttings

uthentication module: CerbToken (time-based, mult-profie) A

| Select user authentication module.
Authentication options | Additional attributes Groups Account's expiration

r/Tw::-e of token: | literal | ~ |
Generation frequency: | 10 seconds |" |
Token's length: |5 |
Static password: | | | Set a static password
Application's identification: | |
e »,
|E‘.lear.fDefaurl 5-etting,5| | Save | | Close |

Provide configuration parameters for selected authentication module.

Note: Username is used to authenticate users on Wheel Fudo PAM.

e Assign user to previously created fudo_users group and click Save.
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Wybierz zaktadke aby przypisac uzytkownikowi grupe.

Dodawanie uiytkownika »

Ustawienia uzytkownika
MNazwa uiytkownika: % jan.kowalski f
Opis: 4 Jan Kowalski -"1"
Modut uwierzytelnienia: s CerbToken {czasowy, wieloprofilowy) h g
Opcje uwierzytelnienia Atrybuty dodatkowe rm Okres waznosc konta

rane -ﬁnstqpne
fudo_users cerb:admins

E fest_users

Przypisz uzytkownikowi grupe.

|L'u‘ycz:.réé.-'[:-um:.réln& wartosci Zamknij

Kliknij aby dodac uzytkownika.

4. Configuring service.

e Select Services > Add service to open new service definition window.

Click to define new senice.

E;:j CERB - Administration panel

Main menu «|  List of services
= Service name Comment Attribute NAS-IP-Ad... Attribute NAS-I..  [O]
+ 1 cerb:mgmt B
2 | fude B
B QOccurrences diary 4
[ Licence +
{ settings s
{¥ Radius dients +
logged in as:
admin
date and time on the server:
2012-12-20 12:05
[4 4 Page 1lof1 b B &2 Displaying 1 - 2 of 2

e Provide name identifying authorization service (cerb_fudo) and service description.
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e Add fudo_users group to service and click Add.

Enter basic service information

Advanced H Additional attributes Click to n a group

Selected

Assign user group to se

Click to store service definition

Wheel Fudo PAM server configuration
1. Adding CERB external authorization server.
e Select Settings > External authentication.

o Click Add external authentication source to add CERB server definition.
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FUOD" Administration panel

Management

External authentication

Settings

Access external authentication sources configuration page

4, BExternal authentication - . . .
Click to add external authentication semvice

e Provide CERB server IP address, secret and service name identifying authorization service.

Note: Secret must match the RADIUS client password on CERB server. Service name must

match the service name on CERB

e Click Save.

Select 'Cerb’ type and provide host information

Type | Cerb

Haost 10.0.35.52

1812

Select IP address for communicating with CERB server
I Provide service parameter as configured in CERB for

authenticating FUDO users

Provide RADIUS client password as defined in CERB

2. Adding user.

e Select Management > Users.

e Click Add.
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Open users management page

—
Add user definition

Managemeant ration panal

Adminestrator  usar External Authentication [ Astive |
a42_user! user trudry@email.com a2 user! a2 _userl External Authentication | Active |
ad_adminl  usar ad_admin pshogbo ad_admini  External Authentication [ Asiive |
ad_at! user ad_at!_dsplay External Authentication | Biocied |
ad_gj1 usar ad_gj1 External Authentication [ Astive |
admin superadmin Marcinek Password | Astive |
adring admif Password [ Active |
adminat admin Password | Aastive |
Settings adminat? admin External Suthentication, Password [
ANanymous  usar [ Astive |
asdawdawd  admin [ Astive |
fudo_userl  admin External Authentication, Pasaword =TT
oparator operator Password [ Astive |
[ user Password, S5H Ky [ Active |

e Provide basic user information.

Note: Username must match the user name defined on CERB server.

e Select CERB from the drop-down list as authorization method and select previously added
authorization server.

e Click Sawve.
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Prowvide user information

AD Dermain

LDAP Base
Permissions

Granted users

Authentication

Save user definition

3. Adding connection.
e Select Management > Connections.

e Click + Add.

;e previously added CERB server
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Managamant

Access connections management page

< Connactionz

Sattings

Fudo

Connections

Add connection definition

RDP-

FORWARD

RDP-
REPLEACE

55H-
REPLACE

TELMET

VNG
anofymaous
oracie-test

Test

* Administration panel

Add connection Block

admministrator, userl, user?, userd, userd,
uSers

administrator

userl, user?, userd, userd, users, 2

fudo_user1, fudo_user2, fuda_usar3,

fudo_usard, fudo_userd, usari, user2, userd,

USerd, Users, I

adnin, Arministrator, usen, uerd, userd,
userd, users

anarymous

uzert

e Provide basic connection parameters.

Select previously defined user.

Unblock Delete Add tilter -

wanw.mabtar.com , www.mbank.com.pl

roct@WYS0L-10.0.35.52

ROP-10.0.8.102 , ADP-TLS-10.0.6.103

administraton@ADP-10.0.35.54 , administrator@ROP-TLS-10.0.8.103
, adrin @R0OP-10.0,40.102-hardening , Sdminstrator@ADP-
10.0.35.54-15

rooi 0.0.35.52 - 85H

TELMET-10.0,35.52

wanw.ipko.pl , 10.0.35.53

cerb@10.0.7.11 - ORACLE

QOBE A 0 0 8 60

ROP-10,0.35.54

Select target server to enable user access within given connection.

e Select user authorization mode (User authorization mode).

Click Save.
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Create connection

General

Provide connection name

L T Select administrator notification options

Assign user to connection

Define session data retention

RODP Functionality & Clipboard redirection & Sound redirection @ Device redirection
# Dynamic Virtual Channels @ Audio input redirection @ Multimedia redirection

S8H Functionality @ Sessions & Port forwardng & Terminal & Erviranment & X111 B 55H Agant forwarding
™ Shall @ SCP

VNG Functionality & Client Gut Test & Server Gut Text

Permissions
Granted users q

Servers

Select server and choose user authentication mode

Save connection definition

5.16 System maintenance

The following section contains descriptions of maintenance procedures.

5.16.1 Backing up encryption keys

Encryption keys stored on USB flash drives are necessary to initialize the file system, which
stores session data. If the USB flash drive is lost or damaged, it will be impossible to boot the
system and access session data.

Microsoft Windows

Warning: After connecting the flash drive to your computer, do not initiate or format it.
Ignore the system message about it not being able to read data and proceed with the backup
procedure.

1. Download and install HDD Raw Copy Tool.
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http://hddguru.com/software/HDD-Raw-Copy-Tool/ (portable version is also
available)

2. Start the program.

3. On the source drive selection window, choose the USB drive with the encription key and
click Continue.

| SOURCE Dewice Selection - HDD Rav Copy Tood 110 Free b
HIDD RAW COPY TOOL 130 Free WA HD DG URLLCOM

i

i
RS RACIDNEL FIRMWARE  SERLAL NUBBRER LRk CaPARCITY

| GATA STI0000RA0NS-TYH1EE (C:] CCag 15A0GGRM 1.9533,52% 168 1000.2 GB

| SATA Sanlusk SLSSIHH PESDG I I0GHL EFEE i iRk ] 300,118,152 25006 GE

[os Genevic Flash Udisk (0] 0000 ba3l59411649 7,864,192 w02626M8 ]
FILE IMAGE of Generic Flash Udisk 0000 ba3I59a11643 7,864,192 2025.85 MB

I
[
|
I
Dopen Dizk Mapnpgement Coniole

| Capyright 1 005 20113 HOOGLIRLL OO M“|mmm | E ntinue H?‘I I
I

Diiahes found: 3

4. Click FILE twice, select the target image file and click Continue.
5. Click START to proceed with copying data.

B H00 Raw Copy Tool 1000 Free - o ®

SOURCE: [2] Genersc Flash Udisk 0000  [4026.46 MB] ADT
TARGET: [FRLE] C:\usensiwhes |\ Dooumentsipen. imge

Copynght A5 013 HDDGURLLCOM

CORY

13153016 3:22:01 P

12f15/2016 3:32:01 PM  HOD Raw Copy Tool 1.10; hitp:/fhddguni,com
121572016 3::12:01 PN

12715/3016 3:22:01 PN Source: [2] Generic Flash Udisk 0000 [£004.48 ME]
12151016 3:12:01 PM  Target: [FILE] C:\Users\wheel| Documents\pen.imge

Cument task progress

stop | START |

[2] Generic Flash Udisk 0000 [4026.46 MBE] #ex  [FILE] C:\Users\wheel\Dofuments | pen.|

6. Once the following message occurs
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Operation terminated at offset... close the application and disconnect the

USB drive.
L —
n, HIDD Raw Cooy Tod 1,10 Fres _ o -
SOURCE: [2] Generic Flash Udisk 0000 |$006. 46 ME) Abayt

TARGET: [FILE] C\Users\wheel\Documentspen. imge

Copyright D005 201 3 HDDGLIRLLCOR
COPY

12/15/3016 3:32:41 PM  Copying...

12/15/3016 3: 2637 PM  Read Error ocourmed at offset 2,493,448, 192; LBA4670,016 [The system cannot find the fi
12715/ 3016 32637 PM  Sournte wad unplugged, aborting...

12715/ 016 3: 2637 PM  Operation terminated at offset 2,493,4458,192 LBA 4,870,016 I

Current tatk progress

62% complete 12.9 MB/s
Current sector: 4,874,112 stop | START |

#] Generic Flash Udisk 0000  [8036.46 MB #3%  [FILE] C:AUsarn\wheelDotuments' imige

7. Connect another USB drive and start HDD Raw Copy Tool.

8. On the source drive selection screen select FILFE and browse the file system to find the
encryption keys image file.

9. Select the newly connected USB flash drive as a target device and click Continue.

TARGET Deswsie Sebachion - MDD Haw Copy Tool 110 Fres
HIDD AW COPY TOOL 110 Frese WAL HDIDGLURLL COMA
Bus MODIL FIRATWEIRE SERLAL NUAABLR LA CAPACITY
GATA STIOMDDNDD3-FYM1ED (C:] CCAl 150G RM L953.525.168 1000, 268
EATA SanDish SOSS0HDISEG WII0ARL 313378045159 00,118,152 06 GB
(151 ] Generic Flash Udisk [Dc) 5] L9353 1645 7,854,192 40006 46 MB
FIE T LEIE (IR 10 Cyrer TiE

#i Dtk Man. P o

Flgase select TARGET I Contirug »»> II

Diiics fowand: 3

10. Click Continue.
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11. Click START.
12. The copying will end once the following message occurs:

Operation terminated at offset....

B HDD Raw Copy Tool 190 Fres - O =
SOURCE: [0] IMAGE of Generic Flash Udisk 0000 | 802646 MB) E00ut
TARGET: [2] Generic Flash Udisk D000  [4026.46 MB]
Copyrght £ 2005 20 3 HDDG LU, DO
Oy
12/15/2006 3:33:25 PM  Locking device... ~

12/15/ 2016 33375 PM Copying...
12/15/2016 3:¥%38 PM End of source image file; operation complete,

LF1S/ 2008 3:35:38 PM_ Average ipaad: 6.7 MB/s _ _
I 12/ 15/ 2006 3:35-38 PM Operanen terminated at ofset LA93 448,192 LBA 4,870,006

Current task progress

62% complete 6.7 MB/s
Current sector: 4,874,112 Stop | START |

[0] IMAGE of Generic Flash Udisk 0000 [ 403446 MB) 223 [2] Generic Flash Udick 0000  [a006.45 MB)

13. Close the application and disconnect the USB drive.
Mac OS X
1. Start the terminal.
2. Execute the sudo -s command and enter password.
3. Execute the diskutil list to list connected drives.

4. Find the drive with the following partitions layout:

/dev/disk2 (external, physical):

#: TYPE NAME SIZE IDENTIFIER

0: GUID_partition_scheme *8.0 GB disk2

1: F649773F-1CD6-11E1-9AD2-00262DF29F0D 3.1 KB disk2s1l
2: 2B163C2B-1FE5-11E1-8300-00262DF29F0D 1.0 KB disk2s2

5. Execute the dd if=/dev/disk2 of=fudo_pen.img bs=1m command, where if points to
the USB drive.

Disconnect the flash drive and connect the new one.
Execut the dd if=fudo_pen.img of=/dev/disk2 bs=1m command.

Execute the sync command.

© © N>

Disconnect the USB flash drive from your computer.
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Linux
1. Start the terminal.
Execute the sudo -s command and enter password.

Execute the dmesg | less command to determine the USB flash drive identifier.

Ll

Execute the dd if=/dev/disk2 of=fudo_pen.img bs=1m command, where if points to
the USB drive.

Disconnect the flash drive and connect the new one.

Execut the dd if=fudo_pen.img of=/dev/disk2 bs=1m command.

N @

Execute the sync command.

8. Disconnect the USB flash drive from your computer.
Related topics:

e Fvents log

e Frequently asked questions

5.16.2 Monitoring system condition
Monitoring system condition allows preventing system failures and overloads, ensuring Wheel
Fudo PAM Wheel Fudo PAM remains operational.
Monitoring active sessions
1. Login to Wheel Fudo PAM administration panel.
2. Select Management > Dashboard.

3. Check the number of currently running user sessions.

Note: Wheel Fudo PAM supports up to 300 RDP connections.

Monitoring network bandwidth
1. Login to Wheel Fudo PAM administration panel.
2. Select Management > Dashboard.

3. Check current network transfer rate.

Note: Wheel Fudo PAM features 1Gbps network interface cards. In case the current net-
work bandwidth usage exceeds 500Mbps, users may notice a decrease in system communication
performance.
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Minimize options pane
Management Fudo & samin - ) P

(@l Dashboard User options menu
Dashboard

| Waosains

( bisk activity

11:85 1148 1147

‘ma @i

Settings
Memory and CPU usage — Storage status information

(Memory and CPU N [ Network -
11:48 1148 147 0000 200 Da:00 00 08:00 1000
MMM*. .
\ @memory  @omcessor R )

Network interface activity -

Events log Recent system log events
2018-06-1011:44:38  user Uisar admin authenticated using password ogged in from |P address: 10.0.1.26.
2016-08-1011:12:48  user Usar admin autherticated using password logged in from IP address: 10.0.1.28.
 2018-06-10 1121247 user Usar admin autherticated using password logged in from IP address: 10.0.1.35 y

- Status information on FUDQO's instance

Related topics:
e System log

o Frequently asked questions

5.16.3 Hard drive replacement

In default configuration, Wheel Fudo PAM’s storage array comprises 12 hard drives in RAIDZ2
configuration running ZFS file system allowing the system to remain fully operational in case of
a failure of two hard drives.

Replacing a hard drive
1. Move the front bezel release latch to the left and take the front bezel off.
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_='—'-_- | m—m S w—

Pull the latch to the left, to take off the front bezel

2. Push the hard drive tray lever release button and pull the lever to take out the tray from
the chassis.

A e Y w—

- — — 17_ - |

. Push the button, to release the hard drive tray lever -

1 . |
z =
Pull the lever to take out the hard drive tray from the server -

3. Unscrew the screws securing the hard drive and take out the hard drive from the tray.
4. Install replacement hard drive in the tray and secure it with the screws.

5. Install the hard drive tray back in the server.

Note: Wheel Fudo PAM will automatically detect the change in the storage array state and
will start rebuilding the data structure. The duration of the array rebuilding process depends
on the volume of data stored on the server.

Related topics:
° Hardware overview

o Frequently asked questions
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Reference information

6.1 RDP connections broker

Connections broker enables users to reconnect to their existing sessions on a specific server within
a pool of load-balanced resources.

If the broker identifies an existing user session on another server, the connection will be redirected
to it and the user will be prompted to login again.

7Y

connect
ccmnectv-
.
i connected
>
. Y
*a::twe session &
cunnectﬂ
connect
connect
cunnectv- >

Note: To successfuly redirect a connection, the server identified by the broker must be defined
on Wheel Fudo PAM, it must listen on default RDP port (3389) and user must be allowed to
connect to given server.
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Related topics:

e Data model

e RDP

o Servers

o Accounts

6.2 Error codes

Error code Error message and description

FSE0001 Internal system error

FSE0002 FUDO certificate error.

FSE0003 Unable to change configuration settings.

FSE0004 Configuration import error

FSE0005 Unable to initialize ${disk}.
Replace defective drive.
Note: Hard drives numbering starts from 0. If there is a problem with
the hard drive number 1, physically it’s the second drive in the top row.

FSE0006 Invalid license

FSE0007 Unable to find license file

FSE0008 Unable to attach hard drive ${disk}.

FSE0009 Upgrade failed.

FSE0010 License expired.

FSE0020 System backup error.

FSE0024 Hard drive belongs to another FUDO (${diskserial}) ${disk}.

FSE0026 Cluster communication error.

FSE0028 Unable to join node to cluster.

FSEO0031 Timestamping service communication error.

FSE0032 Unable to timestamp session.

FSE0033 Unknown timestamping service provider.

FSE0040 Cluster communication error. Local FUDO version is %s than %s FUDO
Version.

FSE0046 There is no filter called %s.

FSE0048 Error authenticating user over RADIUS.

FUE0057 Authentication method ‘password’, required by MySQL, requested by the
user %s, logging in from IP address %s, was not found.

FUE0058 Authentication method ‘password’, required by MySQL, requested by the
user %s, was not found.

FSE0061 Incorrect password repository configuration: login is empty.

FSE0062 Incorrect password repository configuration: password is empty.

FSE0063 Incorrect server configuration: ERPM namespace is empty.

FSE0064 Incorrect server configuration: ERPM name is empty.

FSE0065 License configuration error.

Continued on next page
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Table 1 — continued from previous page

Error code Error message and description

FSE0066 Unable to block user %jd.

FSE0067 Error connecting to Lieberman ERPM server %s: incorrect URL in con-
figuration.

FSE0068 Error connecting to Lieberman ERPM server %s: incorrect protocol spec-
ified.

FSE0069 Error fetching password from Lieberman ERPM server %s: unable to get
sessid for user %s.

FSE0070 Error fetching password from Lieberman ERPM server %s: unable to get
password for user %s for the %s/%s server.

FSE0076 Unable to establish connection, could not find specified transparent server
(tep:// %s: ).

FSE0077 LDAP authentication error.

FSE0078 LDAP authentication error: unable to connect from %s to %s.

FUE0079 Authentication timeout after %ju key attempt%s and %ju password at-
tempt%s.

FUEO0080 Authentication timeout after %lu key attempt%s.

FUE0081 Authentication timeout after %lu password attempt%s.

FSE0082 Unable to establish connection to server %s (%s).

FSE0083 Unable to establish connection from %s to server %s (%s).

FUEO0089 Authentication timeout.

FSE0090 Unable to connect to the passwords repository server %s.

FSE0091 Unable to add server %s.

FSE0092 Passwords repository server %s communication error.

FSE0093 Error connecting to Thycotic server %s: incorrect URL in configuration.

FSE0094 Error connecting to Thycotic server %s: incorrect protocol specified.

FSE0095 Error fetching password from Thycotic server %s: unable to get sessid
for user %s.

FSE0096 Error fetching password from Thycotic server %s.

FSE0097 Error fetching password from Thycotic server %s: unable to get secretid
for server %s.

FSE0098 Error fetching password from Thycotic server %s: unable to get password
for user %s for the %s server.

FUE0099 Connection terminated.

FUE0101 Unable to find matching HTTP connection.

FUE0103 HTTP connection error.

FUE0106 Authentication failed: %s.

FUEO0108 MySQL connection error.

FUEO110 Oracle connection error.

FUEO112 RDP connection error.

FUEO113 TLS Security configured, but missing TLS private key.

FUEO114 TLS Security configured, but missing TLS certificate.

FUEO115 Standard RDP Security configured, but missing private key.

FUEO116 TLS certificate verification failed.

FUEO117 RSA key verification failed.

FUEO124 SSH connection error.

FUE0125 User %s failed to authenticate after %d attempts, disconnecting.

FUEO127 Invalid authentication method: expected passwordor sshkey, got %s.

Continued on next page

6.2. Error codes
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Table 1 — continued from previous page

Error code Error message and description

FUE0129 Failed to authenticate against the server as user %s using %s.

FUEO0130 Failed to authenticate against the server as user %s using %s (received
%s).

FUE0132 Client requested incorrect terminal dimensions (%dx%d).

FUE0133 MSSQL connection error.

FUEO0134 TN3270 connection error.

FUE0135 Unknown TN3270 command: %02z.

FUEO0136 Telnet connection error.

FSEO0137 Unable to read private key.

FSEO0138 Server’s certificate does not match configured certificate.

FUE0139 VNC' connection error.

FUE0140 Client version: %s is higher than the client integrated in FUDO: %s.

FUEO0141 VNC' connection error. Client answered with unsupported security type:
%hhu.

FUE(0142 VINC connection error. Server version: %s is lower than client version:
%s.

FUEO0144 User %s failed to authorize logging in from IP address: %s.

FUEO0145 User %s failed to authorize.

FUE0146 User %s failed to authenticate logging in from IP address: %s.

FUE0147 User %s failed to authenticate.

FSE0148 Listening on %s:%u failed while adding bastion %s.

FAE0153 Session indexing failure.

FAEO0154 Session conversion failure for session %s.

FAE0165 Error authenticating user <user name>.

FAE0189 Error saving NTP servers: <server_name>.

FAE0232 MySQL session playback error.

FAE0267 Error generating report %d: %s.

FSE0283 Unable to process pattern: %s.

FSE0285 Unable to read certificate.

FSE0286 No peer certificate received.

FSE0290 Unable to add server %s because %s is listening on same IP address and
port.

FUE0305 Client connection closed: encryption is not available.

FUE0306 Client connection closed.

FSE0307 Error fetching password from HiPAM server %s: unable to get sessid for
user %s.

FSE0308 HiPAM server internal error.

FSE0309 Error fetching password from HiPAM server %s: unable to get sessdat
for user %s.

FSE0310 Incorrect server configuration: HiPAM name is empty.

FSEO0311 Unable to fetch password from HiPAM.

FSE0312 Error connecting to HiPAM server %s: incorrect URL in configuration.

FSE0313 Error connecting to HiIPAM server %s: incorrect protocol specified.

FUE0314 Invalid pizel format.

FUE0315 Unable to fetch standard RDP certificate.

FUE0316 Protocol security negotiation failure.

FUEO0317 Unable to establish connection to server %s.

Continued on next page
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Table 1 — continued from previous page

Error code Error message and description

FUE0318 Unable to fetch SSL certificate.

FSE0330 Bad login field configured on server. Error while processing user %s.

FSE0331 Error while processing userAccountControl value of user %s.

FUE0346 Client sent a packet bigger than %d bytes.

FSE0347 Cluster communication error. Local FUDO wversion: ${lversion}, remote
FUDO version: ${rversion}.

FSE0348 Unable to get configuration settings.

FUE0351 Client sent unsupported NTLM vl response.

FSE0352 Bastion requires login and server delimited with one of ‘%s’ (%s).

FSE0355 Inconsistent data, starting recovery replication to node ${name}.

FUE0359 Server rejected X11 connection: %.*s.

FUE0360 Server requires unsupported X11 authentication: %.*s.

FSE0362 Unable to propagate ARP.

FUE0363 User %s has no access to host %s:%u.

FUE0365 RDP server %s:%u has to listen on the default RDP port in order to
redirect sessions.

FSE0366 Error connecting to CyberArk server %s: incorrect URL in configuration.

FSE0367 Error connecting to CyberArk server %s: incorrect protocol specified.

FSE0368 Error fetching password from CyberArk server %s.

FSE0369 Error fetching password from CyberArk server %s: unable to get password
for user %s for server %s.

FSE0372 Unable to invalidate OTP password %jd.

FSE0375 Unable to add listener %s.

FSE0376 Unable to add listener %s because %s is listening on same IP address
and port.

FSE0377 Bastion requires login and server delimited with a ‘%s’ character (login:
%s).

FSE0378 Unable to establish connection, could not find a server (login: %s).

FSE0379 Unable to establish connection, could not find specified transparent server
(tep://%s:%u) (login: %s).

FSE0380 Unable to authenticate user %s: server is blocked.

FSE0381 Unable to authenticate user %s: account not found.

FSE0382 Unable to authenticate user %s: account is blocked.

FSE0383 Unable to authenticate user %s: user not found.

FSE0384 Unable to authenticate user %s: user is blocked.

FSE0385 Unable to authenticate user %s: safe not found.

FSE0386 Unable to authenticate user %s: safe is blocked.
Unblock the safe in question to allow users to connect to servers which
use this safe.

FSE0420 Unable to authenticate user %s against server %s.

FSE0461 Invalid data from AD server.

FAE0464 User %s is not allowed to login from address %s.

Add the specified IP address in the user object configuration in the API
section.

6.3 Fudo 2.2 to Fudo 3.0 parameters mapping

This topic describes how certain parameters from Fudo 2.2 map to Fudo 3.0 data model.
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6.3.1 Connection

Management Management

Account

Connection

General General

Name
Blocked Blocked
+ Connections
Notifications Session start Session finish
Session join Session leave Type

Session policy match

Session recording

Users.
OCR sessions

Session recording  Complete

Delete session data after

Settings OCR sessions

Delete session data after Settings

SSH-0-10.0.35.52

Granted users
Time policies
. . Server
Protocol functionality
Server
RDP® @ Clipboard redirection @ Sound redirection
Device redirection Dynamic Virtual Channels
Audio input redirection Multimedia redirection Credentials
Maximum RDP sessions resolution Any
Domain
SSH Sessions Port forwarding
Terminal Environment Login
X11 SSH Agent forwarding
Shel sep Replace secret with
SFTP

Client Cut Text Password change policy|

Server Cut Text

Permissions Password changer

Granted users

Servers

Server

Policies.

Replace user

Replace secret

Delete

Static, without restrictions

256 Chapter 6. Reference information




Wheel Fudo PAM 3.1 - System Documentation, Release is not supported

Management &admin - ?

Connection

General Safe

General

Blocked Name

4 Connections

Notifications ) Session start ) Session finish
Session join Session leave
Session policy match

Blocked

Login reason

) Session start ) Session finish
- Session join ) Session leave
) Session policy match

Session recording  Complete

Policies
Settings OCR sessions.

Delete session data after days Protocol functionality

Time policies RDP@ @ Clipboard redirection @ Sound redirectiol
Device redirection Dynamic Virtual ¢
Prot | fi ti lit @ Audio input redirection Multimedia redire
rolocoliuncronalty, Max. resolution 4 | Max. color depth
RDP 19 Clipboard redirection @ Sound redirection
@ Device redirection Dynamic Virtual Channels SSH Sessions. Port forwarding
@ Audio input redirection Multimedia redirection Terminal o
axn 19 SSH Agent forwe
Maximum RDP sessions resolution Any @ Shell @scP
SFTP
SSH @ Sessions Port forwarding
@ Terminal s VN Glient Cut Text Server Cut Text
axi SSH Agent forwarding

Sce Permissions

@ Client Cut Text Server Cut Text Granted users

Object relations
Granted users
Accounts

Listeners

Server

Policies Access time policy

Replace user
Enable time policy Reveal password
Replace secret
0000 2350

Delete Monday
Tuesday
Wednesday
Thursday
Friday
Saturday

Sunday
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6.3.2 Server

o
Management < Management

Listener

General

General

Name.

Blocked [

RDP Protocol  RDP

Security  Enhanced RDP Security (TLS) + NLA

Security  Enhanced RDP Security (TLS) + NLA
Anonymous

Ask for login reason

Settings Description

Settings

Permissions .
Permissions

Granted users
Granted users

Destination host .
Connection

Port | 3389

6.4 Data model migration from Wheel Fudo PAM version 2.2 to
3.0

This topic describes data model migration mechanisms that are applied when performing up-
grade from Wheel Fudo PAM version 2.2 to 3.0.

Note: In case of unsuccessful upgrade to version 3.0 data model issues which caused upgrade
procedure to fail can be found in the system evetns log.

6.4.1 Server

Servers, which have the same IP address and port number assigned are replaced with a single
object. Name of the resulting object is a concatenation of the servers’ names in ascending order,
separated by comma.

Warning: If there are two servers with the same IP address and port number assigned
but with different protocol, description, external password repositorie, RDP security level,
HTTP settings, TLS settings, certificates or public keys, upgrade will fail.

258 Chapter 6. Reference information




Wheel Fudo PAM 3.1 - System Documentation, Release is not supported

6.4.2 Safe (previously connection)

Anonymous connection becomes a safe object, which can be deleted.

For each bastion object (a group of servers operating in bastion mode, assigned to the
same bastion) and associated connection, there is a safe object created using the following
naming convention: <connection name> > <bastion name>.

For each server operating in gateway, proxy or transparent mode, migration procedure
creates a safe object named <connection name> > <server name.

Automatically created safe object inherits connection’s access rights, granted privileges,
protocols settings, notifications settings and LDAP mapping.

OCR settings, sessions recording and session data retention parameters are moved to
corresponding account objects.

Time policies are replicated as user specific regulations applicable to each safe.

Note: Click selected safe on user’s configuration form to display time access settings.

Preferred language English

Click to define access time policy to the safe

Full name

Email

After migration, login credentials policies are reflected within the safe.

6.4.3 Account (previously login credentials)

For each login credentials sections in every connection, migration mechanism creates a separate
account object.

If login credentials contain the user login string the resulting account is of the regular type
and its name is a combination of the login and server’s name - <login> @ <final server
name>.

If login credentials do not contain the user login string and concern credentials forwarding
connection, the resulting account object is of the forward type and it is named forward
for <final server name>.

If login credentials do not contain the user login and are used for anonymous connections,
the resulting account object is of the anonymous type and it is named anonymous for
<final server name>.

Duplicated loign credentials are replaced by a single account object. Object’s manage-
ment rights, OCR settings, sessions recording settings, session data retention settings are
inherited from the connection object that the account object derives from.

6.4.
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Warning: If login credentials contain the login string but do not contain the secret (if the
login is substituted but the secret field remains empty) the data migration process will fail.

6.4.4 Listener (previously bastion or part of a server)
e For each server operating in prozy, transparent or gateway mode, there is a listener object
created with the same connection mode.

e Newly created object inherits server’s access rights, TLS settings and RDP security level
parameter.

e Server announcement setting is also passed on to the listener object.

e Listener is assigned to all safes that have been created based on connections which were
associated with the server that the listener derived from.

e Bastion becomes a listener operating in the bastion mode. Access rights and bastion
settings are transferred to the listener. The listener is assigned to all safes that have been
created based on connections associated with at least one server from the bastion that the
listener derived from.

6.4.5 Sessions

e Each session has its safe, server and account identifiers updated accordingly. If a session
concerned a server, which was not operating in bastion mode, it also has the listener
identifier set.

6.5 Supported protocols

This topic describes in detail Wheel Fudo PAM protocols support.

6.5.1 Citrix StoreFront (HTTP)

Supported connection modes:
o Gateway,
e Proxy,
e Transparent.
Notes:
e Session player displays raw text without graphical rendering.

e Lack of bastion mode support results from protocol’s limitations. Citrix StoreFront itself
provides access to a bastion of hosts. When logging to Citrix StoreFront, user can select
desired host to connect to over ICA protocol.
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6.5.2 HTTP

Supported connection modes:
o Gateway,
e Proxy,
e Transparent.
Notes:
e Session player displays raw text without graphical rendering.
e Bastion mode is not supported due to limitations of the protocol.
e Access to external resources is not monitored.

e Following redirections is not supported.

6.5.3 ICA

Supported connection modes:
e Bastion (option to enter account or target server in the ICA file),
o Gateway,
e Proxy,
e Transparent.
Supported client applications:

e Citrix Receiver.

6.5.4 Modbus

Supported connection modes:
o Gateway,
e Proxy,
e Transparent.

Notes:

e Bastion mode is not supported due to limitations of the protocol.

6.5.5 MS SQL (TDS)

Supported connection modes:
e Bastion,
o Gateway,
e Proxy,

e Transparent.
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Supported client applications:
e SQL Server Management Studio,
e sqgsh.

6.5.6 MySQL

Supported connection modes:
o Gateway,
e Proxy,
e Transparent.
Supported client applications:
e Official MySQL client,
e PyMySQL libraries for Python.
Notes:
e Bastion mode is not supported due to limitations of the protocol.

e Active Directory and other external authentication sources are not supported.

6.5.7 Oracle
Oracle is a proprietary protocol and its implementation requires reverse engineering. This results
in a limited support in development of new features as well as addressing potential issues.
Supported connection modes:

o Gateway,

e Proxy,

e Transparent.
Supported client applications:

e SQLDeveloper 4.1.3.20.78,

e SQL*Plus: Release 11.2.0.4.0 Production.
Notes:

e Active Directory and other external authentication sources are not supported.

e Session player only displays clients querries (server’s responds are not included).

e Oracle 10 and 11 are supported.

e Bastion mode is not supported due to limitations of the protocol.
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6.5.8 RDP

Supported connection modes:
e Bastion,
o Gateway,
e Proxy,
e Transparent.

Supported client applications:

e All official Microsoft clients for Windows and macOS,

e FreeRDP 2.0 i newer.

Notes:

e When authenticating Fudo users against AD (or other external source) the TLS+NLA
(Network Level Authentication) is not supported; TLS mode is used instead. NLA mode

on server side is supported.

e RemoteApp support is in development.

6.5.9 SSH

Supported connection modes:
e Bastion,
o Gateway,
e Proxy,
e Transparent.
Supported features:
e Connections multiplexing,
e SCP,
e Ports redirection.
Notes:
e SF'TP sessions playback is not supported,
e SSH keys forwarding is not supported.

6.5.10 Telnet

Supported connection modes:
e Bastion,
o Gateway,

e Proxy,

6.5. Supported protocols
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e Transparent.
Notes:

e User must authenticate twice - first against Fudo and then against the target host.

6.5.11 Telnet 3270

Supported connection modes:

e Bastion,

o Gateway,

e Proxy,

e Transparent.
Notes:

e User must authenticate twice - first against Fudo and then against the target host.
Supported client applications:

e IBM Personal Communications,

e ¢3270.

6.5.12 Telnet 5250

Supported connection modes:
e Bastion,
o Gateway,
e Proxy,
e Transparent.
Notes:
e User must authenticate twice - first against Fudo and then against the target host.
e It is not possible to join a Telnet 5250 session.
Supported client applications:
e IBM Personal Communications,

e tn5250.

6.5.13 VNC

Supported connection modes:
e Bastion,
o Gateway,

e Proxy,
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e Transparent.
Supported client applications:

e TightVNC,

e RealVNC.

6.5.14 X11

X11 protocol is supported within the SSH protocol.

Supported servers:
e Xorg,
e Xming,

e XQuartz.
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CHAPTER [

AAPM (Application to Application Password Manager)

7.1 Overview

The AAPM module enables secure passwords exchange between applications.

An essential part of the AAPM module is the fudopv script. It is installed on the application
server and it communicates with the Wheel Fudo PAM Secret Manager module to retrieve
passwords.

7.2 fudopv

Execution parameters

fudopv [<options>] <command> [<parameters>]

Command/option/parameter Description

Commands

getcert Fetch Wheel Fudo PAM SSL certificate.

getpass <type> <account> Fetch password to selected account.
type:

e direct - direct, unmonitored connection;
e fudo - connection monitored by the PSM mod-

ule
Options
-c <path> Use configuration file from provided path.
--cfg <path>
-h, --help Show options and parameters list.

1. Upload fudopv script to the server and change its access rights to allow execution.
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& & ® zmroczkowski — -bash — 148x=40

Zhigniews-MacBook-Pro:~ zmroc i} chmod 7AB fudopw

2. Log in to the Wheel Fudo PAM administration panel.

3. Create a user object with user role, static or one-time password authentication and server’s

IP address defined in the API section.

Note:
e Select Management > Users.

Click +Add.

Enter user’s name.

Define account’s validity period.

e Select user from the Role drop-down list.

Assign safe and click the object to open its properties.
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Management Fudo’

Usar ) Copy user

General
o B4B3BAS3Z211114T042

Synchronize with LDAP

Lagin fudopwvz
Blocked
Account validity Indefinite
Role user

Preferred language English

Settings Click to access safe's properties

Safes

e Select the Reveal password option.

Enable time policy Reveal password 3
2 Select to enable password retrieval 2308

Mo nday

Tuesday
Wadnesday

Thursday

Saturday

Sunday

e -

e In the Authentication section, select Password or One time password from the Type drop-
down list.

e In case of static password authentication, type in the password in Password and Repeat
password fields.

e In the API section, click the + icon and enter the IP address of the server, which will be
requesting passwords using fudopv script.

e Click Sawve.
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4. Run fudopv getcert command to initiate the configuration.

® ® 2y zmroczkowski — -bash — 148x40

ignie
ing default

. It can be find her

Note: fudopv configuration files are stored in the .fudopv folder in user’s home folder.

5. Open fudopv.cfg file in a text editor of your choice.

] ® fudopv — vi fudopv.cfg — 148=40
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Section Description

[(FUDO]

address Wheel Fudo PAM’s IP address.

cert_path Path to the Wheel Fudo PAM’s SSL certificate files.

[CoNN]

bind_ip IP address of the server, running the fudopv script. The IP address must be

the same as the IP address defined in the API section in user configuration.

[AUTH]

username User login as defined in step 3.

otp Path to the otp.txt file containing the one time password.

secret Path to the secret.txt file containing user’s static password.
Note:

In the [FUDO] section, in the address line, enter the Wheel Fudo PAM IP address.

Leave the cert_path line as is, it will be updated automatically after successfully running
the fudopv getcert command.

In the [CONN] section, uncomment the bind_ip line and provide the IP address of the
server running the fudopv script.

In the [AUTH] section, in the username line, provide the login of the user object defined
in step 3.

Depending on the users authentication method, comment the corresponding line defining
the authentication secret information.

For example:

[FUDO]
address=10.0.0.8.61
cert_path=<CERT_PATH>

#[conn]
bind_ip=10.0.0.8.11

[AUTH]

username=fudopv

#otp=/Users/zmroczkowsks/. fudopv/otp. txt
secret=/Users/zmroczkowski/.fudopv/secret.txt

6.

Run fudopv getcert command to fetch Wheel Fudo PAM’s SSL certificate.
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& & ® zmroczkowski — -bash — 148x40

0+ lbaThrRh

Adadh! L MOaded3n

Note: After running the script successfully, the path to the certificate in the configuration file
will be automatically updated.
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® @ fudopv — vi fudopv.cfg — 148=40

gui .cert.pem

"fl_Jljl:lp'-,-'_ fog"

7. Edit the secret.txt file and provide user’s static password; or edit the otp.txt file and
store the one time password.

Note:

e The one time password can be found in user’s properties, in the Authentication section.

Authentication

LL Bl Copy the string and save it in the otp.txt file —
One time password l Bec48b 1250907 464211791141a84416724a702d7 0c5ece54 1 af 1 4bfdB0db3CD

Delete

e The otp.txt file will be automatically updated each time the fudopv getpass command
is run.

8. Run command:
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e fudopv getpass direct <account_name>, to fetch password to connect directly to the
server.

& O] (3 zmroczkowski — -bash — 148x40

direct gc-kont

e fudopv getpass fudo <account_name>, to fetch password to establish monitored con-
nection with the target host.

& & (& zmroczkowski — -bash — 148x40

Warning: Correct operation of the fudopv script requires disabling the login reason prompt
option in the safe’s properties.
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General
] B48388532111147017
Mame go-sejf
Blocked
Login reason Make sure that the login reason option is disabled
Notifications Session start Session finish
Session jain Session leave

Session policy match

Policies [ policy | @

7.3 API interface

AAPM’s API interface is described in detail in the Wheel Fudo PAM 3.1 - API documentation
manual.

Related topics:
e Data model
e System overview

e Setting up password changing on a Unixz system
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CHAPTER 8

Troubleshooting

8.1 Booting up

Problem Symptoms and solution
Wheel Fudo PAM does not
boot up e Make sure that both power supplies are connected to

power outlets. Not connecting both power supplies will
result in sound alarm.

e Make sure that encryption key is properly connected.

e In case the problem is a result of unsuccessful system up-
date, wait a few minutes. During that time, Wheel Fudo
PAM will detect the problem and will restore previous
system revision.
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8.2 Connecting to servers

Problem Symptoms and solution
Cannot connect to server Symptoms:
e User cannot log in.

. Podigczanie pulpitu zdalnege

| Sesja ustug pulpitu zdalnego zostata zakoriczona.

Polaczenie z kemputerem zdalnym zostato utracone, prawdepodobnie z powodu probleméw
z facznoscia sieciowa. Sprébuj ponownie polaczyé sie z kemputerem zdalnym. Jesli ten
problem bedzie nadal wystepowal, skontaktuj sig z administratorem sieci lub pomoca
techniczna.

[ QK ][ Pomoc ]

e Events log entry: Authentication failed: Invalid
username kowalski or password.

Solution:
e Verify that user definition exists in Wheel Fudo PAM
database.
e Make the login credentials are correct.
e Make sure that the client software does not have outdated
credentials stored.

Symptoms: events log entry: Unable to establish
connection to server zbigniew (10.0.35.53:3399).

Cause: incorrect server configuration.

Solution:
e Verify that the server in question is properly configured
(IP address, port number).
e Check if the server is reachable from Wheel Fudo PAM:

1. Log in to Wheel Fudo PAM administration panel.

2. Select Settings > System, Diagnostics tab.

3. Enter server address in the Ping section and execute com-
mand and test host’s availability.
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Problem Symptoms and solution

When logging in not all Cause:

of the users see the Wheel e Credentials stored in RDP client result in users being au-
Fudo PAM logon screen. tomatically logged in to remote host.

e Credentials stored in RDP client, user is successfully au-
thenticated against credentials stored so the Wheel Fudo
PAM logon screen is not displayed. Next, Wheel Fudo
PAM forwards user credentials to target server but they
are no longer valid which results in Windows gina being
displayed.

Symptoms:
e Client software message: Connection closed by remote
host.
e Events log entry: Failed to authenticate against
the server as user root using password.

Cause: incorrect login credentials.

Solution: provide correct login credentials in server configura-
tion.

Symptoms:
e RDP client message: Connection refused.
e SSH client message: ssh: connect to host 10.0.1.
111 port 10011: Connection refused

Cause: server has been blocked.
Solution: log in to Wheel Fudo PAM administration panel and

unblock the server.
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Problem Symptoms and solution

Connection is terminated Symptoms:
e User tries to log in to server monitored by Wheel Fudo
PAM, after entering username and password session is
immediately terminated.
e Events log entry: TLS certificate verification
failed.

Solution:

Download new target host certificate in the Target host section.

Destination host

Server public key ssh-rsa
AAAAB3NZaC1yc2 EAAAADAQABAAABAQDTYBYIONSMYUIOCRIc2/3bE
WHKF+bBEWW 1 XKRUBUGROXZNMEPNpyIcRIZ DbpmWEBNN4IM7yosy3gAgD
S16TErMBUKVKO]YKIHF4Qap+8d20hgKBHWmMXZf4QFyQmMUDA4MNL/CC
LTnOJc2du1512cX5xFdh05LUaBB6XbVONbXLSIQLQUP+JAS3Q05XI9M 1 Wi
bJKofQSAQV7pdsKTUS306GBO0IDoz3IpPLTKNN/dh NBilfpmHSbIPTrgPas09
G/IhL2PVFiBequuwK67 CKgWBUNhHPPLqUHayAOY U TjveBumg/GpQOZat7u
OUsZ2M22ezQwJxPavbieY

Address 10.0.35.1 Pod
Click to download server certificate E

09:de:23:81:72:c1:f7:c7:12:9a:df:6¢:cb.cd:ad:d6:f4:50:ac:c0 SHA1
Symptoms:
e After entering username and password the connection is
terminated.

e Events log entry: RDP connection error.

Solution: check if in the General tab in TCP-Rdp properties,
the Encryption level option is not set to FIPS Compliant.

Cannot connect to server Symptoms:
e Cannot log in to server with error message User user0
not allowed to connect to server.
e Events log entry: Authentication failed: User
user0 not allowed to connect to server.

Cause: user is not assigned to proper connection.
Solution: add user to appropriate connection object.
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Problem Symptoms and solution
Symptoms:
e After entering username and password, the screen freezes.
e Events log entry Terminating session: User user(
(1d=848388532111147010) is blocked.

Cause: user is blocked.

Solution: log in to Wheel Fudo PAM administration panel and
unblock the user in question.

User has to provide login Symptoms: user connecting over RDP protocol enters login
credentials twice credentials and immediately afterwards is asked again for the
same login information.
Cause: server is a part of an infrastructure managed by con-
nections broker which has detected an active user’s session on
another server.

Symptoms: user connecting over SSH protocol enters login
credentials and immediately afterwards is asked again for login
information.

Cause: in connection object options for login and password
substitution are enabled but the input fields are left blank which
results in two fold authentication - first time against Wheel
Fudo PAM and second time against the target host.

Cannot connect to server Symptoms:
over RDP protocol e User connecting over RDP is disconnected a moment after
establishing connection.
e Events log entry: RDP server 10.0.0.:33890 has
to listen on the default RDP port in order to
redirect sessions.

Cause: connection is redirected to a host which does not listen
on port number 3389.

Solution: configure server in question so it accepts user con-
nections on port number 3389.

Symptoms:
e Events log entry: User user0O has no access to host
192.168.0.1:3389

Cause: connections broker determines an existing user session
on another server and redirects user to that host but it is not
configured on Wheel Fudo PAM or the user does not have suf-
ficient access rights to connect to given server.

Solution:
e Make sure that the server object exists.
e Add user to proper connection object.
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8.3 Logging to administration panel

Problem Symptoms and solution
Cannot log in to adminis-
tration panel

e Make sure that Wheel Fudo PAM IP address is correct.

e Set Wheel Fudo PAM IP address from the console as de-
scribed in the Wheel Fudo PAM System documentation in
the Network interfaces configuration topic.

e Make sure that the IP address in question has the man-
agement access option enabled.

Management &adminv 2

Name & DNS

Interfaces

Routing

% net0 os:00:27:4D:38:58

FUDO administration panel accessible through selected IP address

10.0.40.80

10.0.40.81 /16 s ox
10.0.40.82 /16 s ox
8.4 Session playback
Problem Symptoms and solution

Cannot playback exported Cause: required video codecs are missing.
video

Solution: install correct video codecs.

Administrator user does Symptoms: session list does not contain expected entries.
not see sessions

Cause: insufficient access rights.
Solution: grant access rights to specific user, server and con-
nection objects.

Cannot playback session in Symptoms: message: Could not find session data.
session player

Cause: recording has been disabled in connection properties
when given session transpired.

Solution: enable session recording to be able to playback ses-
sion material in future.

282 Chapter 8. Troubleshooting



Wheel Fudo PAM 3.1 - System Documentation, Release is not supported

8.5 Cluster configuration

Problem Symptoms and solution
Data model objects are not Symptoms: Objects created on a node are not copied to other
replicated to other nodes cluster nodes.

Solution: Contact technical support department.
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CHAPTER 9

Frequently asked questions

. How many user sessions can be stored on Wheel Fudo PAM at once?
. How Wheel Fudo PAM supports sessions archiving?
. How to calculate storage space required for archiving sessions?

1
2
3
4. How users can hide their activities on servers which they access through Wheel Fudo PAM?
5. How to determine unauthorized access attempts to supervised servers?

6

Is it possible to hide the Wheel Fudo PAM login screen when connecting over the RDP
protocol?

7. Why the users list in the connection’s properties is incomplete?
8. Why is a user removed from the LDAP/AD server still present on Wheel Fudo PAM?
9. How frequently are users’ definitions synchronized with an LDAP/AD server?

10. I see * instead of the keystrokes in the session player. Is it possible to see the actual keyboard
input?

11. Can I deactivate a session URL?
1. How many user sessions can be stored on Wheel Fudo PAM at once?
Wheel Fudo PAM is delivered with 20TB of hard drive space dedicated to storing users sessions.

Size of the stored session is determined by user’s activity. A minute of recorded connection takes
on average:

RDP 1 MB active user session (no activity generates almost no data).
Definite session size depends on the screen resolution, color
depth and actual user activity.

SSH 50 kB active session.

Given that assumptions, 20TB of disk space allows recording;:
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e approximately 36 years of RDP sessions;

e approximately 760 years of SSH sessions.

Note: Wheel Fudo PAM allows specifying how long sessions data should be stored, and
will automatically delete session data after a certain time, determined by retention parameter,
elapses.

2. How Wheel Fudo PAM supports sessions archiving?

All sessions are stored on Wheel Fudo PAM internal storage space. In addition to that, Wheel
Fudo PAM allows exporting sessions in native format or a video record.

3. How to calculate storage space required for archiving sessions?

File size of sessions in native format are the same as in question 1. In case of video record, file
size depends on the codec and resolution settings.

4. How users can hide their activities on servers which they access through Wheel
Fudo PAM?

In case of the SSH protocol, Wheel Fudo PAM supports SCP channel and monitors all transferred
files, including scripts. This allows auditing given session searching for malicious code embedded
in software sent to the server.

Protection of other communication channels (e.g. web browser or other applications) are task
for different kind of solutions. There is no solution similar to Wheel Fudo PAM which are able to
monitor such channels, thus it is important to create proper server configuration by the system
administrator.

5. How to determine unauthorized access attempts to supervised servers?

Unauthorized access and DoS attacks attempts, can be determined by analyzing event log entries.
Each ERROR or WARNING severity entries should be closely examined. Cases of login timeout
errors can be potential DoS attack attempts.

6. Is it possible to hide the Wheel Fudo PAM login screen when connecting over
the RDP protocol?

Hiding the Wheel Fudo PAM login screen requires using the Enhanced RDP Security (TLS) +
NLA security mode.

7. Why the users list in the connection’s properties is incomplete?

The users list in the connection’s properties does not contain users synchronized with the LDAP
service. To assign a connection to an LDAP synchronized user, define a group mapping in the
LDAP synchronization properties or disable the synchronization option for the given user.

8. Why is a user removed from the LDAP/AD server still present on Wheel Fudo
PAM?

Deleting a user object from an AD or an LDAP server requires performing the full synchroniza-
tion to reflect those changes on Wheel Fudo PAM. The full synchronization process is triggered
automatically once a day at 00:00, or can be triggered manually in the LDAP synchronization
settings view.

9. How frequently are users’ definitions synchronized with an LDAP/AD server?
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New users definitions and changes in existing objects are imported from the directory service

periodically every 5 minutes. The full synchronization process is triggered automatically once a
day at 00:00.

10. I see * instead of the keystrokes in the session player. Is it possible to see the
actual keyboard input?

Presenting keyboard input qualifies as a sensitive feature and it is disabled by default. Enabling
displaying keystorkes in the session player requires a consent from two superadmin users. Refer
to the Sensitive features topic for the details on enabling this functionality.

11. Can I deactivate a session URL?

Active session URL can be deactivated anytime. URL revoking procedure is described in the
Sessions sharing topic.
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DNS Domain Name Server - name server service which maps IP addresses to hosts names which
are easier to remember.

SSH Secure Shell - networking protocol for secure communication with remote systems.

Syslog Events logging standard in computer systems. Syslog server collects and stores log data
from networked devices, which can be later used for analysis and reporting.

Fingerprint Characters string being a result of a hash function on input data, allowing to
determine if the input data has been altered.

RDP Remote Desktop Protocol - remote access protocol to computer systems running Microsoft
operating system.

VINC Remote access protocol to graphical user interfaces.

RADIUS Remote Authentication Dial In User Service - networking protocol used to control
access to different services within IT infrastructure.

Static password Basic user authorization method which uses login and password combination
to determine users’s identity.

Public key Authentication method which uses a pair of keys - private (held only by the user)
and public (publicly available) to determine user’s identity.

CERB Complete user authentication and authorization solution, supporting different authen-
tication methods i.e., mobile token (mobile phone application), static password, SMS one-
time passwords, etc.

LDAP Lightweight Directory Access Protocol - distributed catalog services management and
access protocol in IP networks.

Active Directory Users authorization and authentication in Windows domain.

AD Active Directory - users authorization and authentication in Windows domain.
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CIDR Short notation of network addressing, in which the IP address is written according to
the IPv4 standard, and the subnet mask is provided as a number of 1 in the subnet mask
in binary system (192.168.1.1 - 255.255.255.0; 192.168.1.1/24).

heartbeat Network packet used for informing other cluster nodes about machine’s current
state. If a cluster node does not receive a heartbeat packet in a given timeframe, it will
take over the master node role and will start processing users’ requests.

anonymous safe An anonymous safe has at least one anonymous account assigned to it and
it can only have that type of accounts assigned. You cannot assign users to anonymous
safes.

AAPM AAPM (Application to Application Password Manager) module enables secure pass-
word exchange between applications.

Efficiency Analyzer Efficiency Analyzer module delivers statistical information on users’ ac-
tivity.

PSM (Privileged Session Management) PSM module is used for recording remote access
sessions.

server

servers Server is a definition of the IT infrastructure resource, which can be accessed over one
of the specified protocols.

listener Listener determines server connection mode (proxy, gateway, transparent, bastion) as
well as its specifics.

user User defines a subject entitled to connect to servers within monitored IT infrastructure.
Detailed object definition (i.e. unique login, full name, email address etc.) enables precise
accountability of user actions when login and password are substituted with a shared
account login credentials.

account Account defines the privileged account existing on the monitored server. It specifies
the actual login credentials, user authentication mode: anonymous (without user authen-
tication), regular (with login credentials substitution) or forward (with login and password
forwarding); password changing policy as well as the password changer itself.

safe Safe directly regulates user access to monitored servers. It specifies available protocols’
features, policies and other details concerning users and servers relations.

hot-swap Hot-swap mechanism enables replacing hardware components without the necessity
to turn the system off.

time policy Time policy mechanism enables defining time periods during which users are al-
lowed to connect ot monitored hosts.

password changer Tool which enables facilitating automated password changing on a server.

policy Mechanism which enables defining patterns which in case of being detected will trigger
defined actions.

shared session User session which was joined by another user.

fudopv AAPM module script, installed on the server, which enables secure password exchange
between applications.

SSH access Service access to Wheel Fudo PAM over SSH protocol.

VLAN Virtual networks mechanism, enabling separation of broadcast domains.

290 Chapter 10. Glossary



Wheel Fudo PAM 3.1 - System Documentation, Release is not supported

DHCP Mechanism for dynamic IP addressing management i LAN networks.

timestamp Session data hash value, which enables verifying that the data has not been modi-
fied.

external authentication server Server storing user data used for verification of user login
credentials when connecting to Wheel Fudo PAM or the monitored server.

passwords repository Passwords repository manages password to privileged accounts on mon-
itored hosts.

data retention Data retention mechanism automatically deletes session data after define time
period transpires.

redundancy group Defined group of IP addresses, which in case of a system failure, will be
seamlessly carried over to another cluster node to maintain the availability of the services.

RDP connections broker Remote sessions management mechanism for server farms.

PSM PSM (Privileged Session Monitoring) module enables monitoring and recording remote
access sessions.
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